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Abstract — Decentralized application make use of peer-to-peer networks, this ensures that no network failure can

occur due to central node failure. Blockchain serves as an immutable ledger which allows messaging to take place in a
decentralized manner. A decentralized application for communication and resource sharing is need in today’s world,
where keeping data on a centralized server can be risky and costly experience. With the help of various consensus, we
can implement different ways to share resources and communicate. Together with Blockchain and Decentralized
Applications, we can create a secure and reliable messaging application that overcomes the drawbacks of traditional

messaging applications.
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I. INTRODUCTION only the person for whom the information if can access it.

As we all know, traditional chat applications are
centralized i.e., all the data is stored on a centralized
server. Therefore major problem of this structure is, if the
central server fails then whole network collapses. For
example, WhatsApp server stored all the data on a central
server, if in case that server is destroyed then there can be
a loss of user data, or they can even leak the user
information stored on the server.

To overcome this, our project makes the use of
decentralized Application approach (dApps). In our
application all the user data is stored on a block which is
connected to other blocks forming a chain. As the name
suggests, a decentralized application does not have a
centralized server. It is basically a peer-to-peer network.
Also the data that is stored in block is almost impossible to
view as a very secure encryption and hashing functions
(256 bits) are used. Also is a hacker tries to make changes
to the information in block then, he/she will have to make

Decentralized

nodes are only connected to peers

Figure 1.1 Decentralized Application Structure
Decentralized  Application consists of multiple nodes
connected to each other in a mesh topology type network.
They are connected to each other in a Peer-to-Peer fashion.
Blockchain is a sequence of blocks, which holds a
complete list of transaction records like conventional

. . ublic ledger.

changes to all the copies of that block on whole blockchain P g
network and that can be quite impossible. Though block

are on all nodes, they cannot access the information in it,
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Figure 1.2 an example of blockchain which consists of a continuous sequence of blocks
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The four main components of any blockchain ecosystem
are as follows:
1. anode application

2. ashared ledger
3. aconsensus algorithm
4. avirtual machine

e Node Application

Each Internet-connected computer needs to install and run
a computer application specific to the ecosystem they wish
to participate in. Using the case of Bitcoin as an example
ecosystem, each computer must be running the Bitcoin
wallet application.

e Shared Ledger

This is a logical component. The distributed ledger is a
data structure managed inside the node application. Once
you have the node application running, you can view the
respective ledger (or blockchain) contents for that
ecosystem.

e Consensus Algorithm

This, too, is a logical component of the ecosystem. The
consensus algorithm is implemented as part of the node
application, providing the ‘rules of the game’ for how the
ecosystem will arrive at a single view of the ledger.

e Virtual Machine

The virtual machine is the final logical component
implemented as part of the node application that every
participant in the ecosystem runs. To understand the
capabilities added to an ecosystem by including a virtual
machine let’s take a quick look at what a virtual machine
is.

1. AIM AND OBJECTIVES

e To provide more secure environment for chatting and
resource sharing.

e To reduce the possibility of immutability.

e To provide more efficient system that works even if a
node in the network fails.

I11. LITERATURE SURVEY

[1] Is a paper in which author has introduced all the uses
and possible ways the blockchain can be used along with
decentralization. Also the author emphasizes on, what the
future blockchain applications will be. There is also a
detailed report on advantages it provides, different areas in
which blockchain can improve computing and how it is
better and the current traditional systems.

IV. PROBLEM STATEMENT

The systems we currently use have a centralized approach
to resource sharing and communication. Here, all the data
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is stored on a centralized server. This may lead to loss of
data if the server collapses. Also, there are countless
counterfeit information and product publishing on social
networking without any known root transgressor (like on
WhatsApp, hike). The information shared can be hacked
which is stored on the centralized server.

V. SCOPE

To develop software that can provide all the features
provided by currently available chat applications as well as
overcome the drawbacks that they have. The resultant
software will be more secure and reliable than the
currently available ones.

VI. PROPOSED SYSTEM

In our application all the user data is stored on a block
which is connected to other blocks forming a chain. As the
name suggests, a decentralized application does not have a
centralized server. It is basically a peer-to-peer network.
Also the data that is stored in block is almost impossible to
view as a very secure encryption and hashing functions
(256 bits) are used. Also is a hacker tries to make changes
to the information in block then, he/she will have to make
changes to all the copies of that block on whole blockchain
network and that can be quite impossible. Though block
are on all nodes, they cannot access the information in it,
only the person for whom the information if can access it.

VII. SYSTEM ARCHITECTURE

The block body is composed of a transaction counter and
transactions. The maximum number of transactions that a
block can contain depends on the block size and the size of
each transaction. Blockchain uses an asymmetric
cryptography mechanism to validate the authentication of
transactions. Digital signature based on asymmetric
cryptography is used in an untrustworthy environment. We
next briefly illustrate digital signature.

Block Header
Merkle Parent
]?.loﬂ{ Tree ime nBits Nonce Block
Version Root stamp
Hash
Hash
Transaction Counter
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Figure.3 Block structure
Block

A block consists of the block header and the block body as
shown in Figure 3. In particular, the block header includes:

Block version: indicates which set of block validation
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Vi.

rules to follow.

Merkle tree root hash: the hash wvalue of all the
transactions in the block.

Timestamp: current time as seconds in universal time
since January 1, 1970.

nBits: target threshold of a valid block hash.

Nonce: a 4-byte field, which usually starts with 0 and
increases for every hash calculation.

Parent block hash: a 256-bit hash values that points to
the previous block.

VIIl. ADVANTAGES

1. Immutability: Since records are stored on a large
number of participants, it is nearly impossible to tamper
transactions in a public blockchain.

2. Efficiency: It takes plenty of time to propagate
transactions and blocks as there are a large number of
nodes on public blockchain network.

3. Decentralization: Consensus algorithms in blockchain
are used to maintain data consistency in decentralized
network.

IX. CONCLUSION

In this project, we are developing an application that
makes use of blockchain in a very efficient way.
Blockchain has shown its potential for transforming
traditional industry. Also, by eliminating the centralized
approach, we can assure the safety and availability of data
and communication. Decentralized applications tend to
make the interaction between two people more efficient
and simple. The chatting process nowadays have a
mediating node, while our software does not have any
mediating device/node i.e., every person is connected by
peer-to-peer network.
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