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Abstract: - Now day’s internet is most widely used and hence security must be needed to maintain to prevent unauthorized 

access and damage. There are various internet threats includes virus, worm, malware. Worm is self-replicating software 

program that propagate itself through the network like email. In our case new class of worm is C-worm (Camouflaging 

Worm). It has ability to successfully camouflage its propagation from existing detection system which tries to capture C-

worm traffic according to characteristics of c-worm. This traffic is very less distinguishable in time domain. Hence, 

Motivated by Inventors, we are using Spectral based approach in which for distribution of scan traffic we uses Power 

Spectral Density (PSD) and to differentiate the C-Worm traffic from background traffic we are using Spectral Flatness 

Measure (SFM).Using good matrices we successfully detect the c-worm traffic using Spectral based detection scheme. Also 

detection scheme effectively detecting not only the C-Worm, but also normal worms as well. 
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I. INTRODUCTION 

 

There are many security threats such as worm, virus, Trojan 

horse. Worm is a self-replicating program that propagates 

itself through network. It uses various networks such as email 

to send copies itself to another network. Worms are harmful to 

the network by consuming network traffic & also consume the 

memory by replicating copies, so the computer not responding. 

 

A. TYPES OF WORMS: 

Morris worm-: In 1988, Morris worm was one of the first 

computer worm distributed via Internet. Morris worm affected 

more than 6,000 university, military and research organization 

computer. 

Melissa worm-: In 1999, Melissa worm is developed by New 

Jersey Hacker. Melissa worm was programmed to spread via 

word document of Microsoft. Melissa spread as an email 

attachment. The body of message is like: Here is the important 

document for you…don’t show anyone & after double clicking 

the attached document (named LIST.DOC) will affect the 

computer. 

 

Code Red worm -: In 2001, The code red worm targeted Web 

server, infecting over 350,000 hosts. It jammed internet traffic 

when it starts to replicates itself. Each time it found an server 

is unsecured, the worm copied itself to that server. 

Slammer worm -: In 2003, Slammer worm was Fastest 

spreading worm. It spread rapidly, infecting most of its 75,000 

computers within 10 minutes. It affected on Internet 

performance. It slow down our internet connection & block a 

few sites. 

Email worms-: It is spread using email by attachment 

message. Worm will arrives as email, where the message body 

or attachment contain the worm code, & after double click on 

attachment worm will spread on your computer. 

Instant Messaging worm-: Worm is spread via Internet 

Messaging application that sends a link of infected website to 

everyone on local contact list. 

Internet worms-: Internet worm is spread from one network 

to another, it arrives with email attachment or downloaded file 

etc. [13]. 

Due to damage caused by worms in the past years, there need 

to be some efforts on developing defense and detecting 

mechanisms against worms. A network based worm detection 

system are poses very important role by monitoring, collecting, 

and analyzing the scan traffic that generated during worm 

attacks. In this detection system, the detection is based on the 

self-propagating characteristics of worms such as: later 

identified a worm-infected computer and infect a vulnerable 
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computer on the Internet, this new affected computer will 

automatically scan several IP addresses and affect other 

vulnerable computers. Various existing detection system are 

based on conducting that each infected computer continue scan 

the network and propagates itself at the high speed. But, 

actually there is situation that the worm scans traffic volume 

and the number of infected computers exhibit increasing 

patterns. 

 

The C-Worm has a self-propagating behavior same as 

traditional worms, i.e., it tried to infect many vulnerable 

computer as possible. But, the C-Worm is quite different from 

normal worms in which it camouflages any noticeable object 

in the number of infected computers over time. It successfully 

achieved its camouflage by manipulating the scan traffic 

volume of worm-infected computers. Due to its changing 

nature it cannot be detect by existing detection system, that 

system tried to detect c-worm in time domain. 

 

Researchers have seen the propagation model of the C-Worm 

and its scan traffic in frequency and time domains. We also 

that still the C-Worm scan traffic not show noticeable object in 

the time domain, it differenced a distinct pattern in the 

frequency domain. Based on this observation, scientist 

developed frequency domain analysis techniques and develop 

a detection scheme for defense C-Worm. We develop a 

spectrum-based detection scheme that Spectral based approach 

in which for distribution of scan traffic we uses Power Spectral 

Density (PSD) and to differentiate the C-Worm traffic from 

background traffic we are using Spectral Flatness Measure 

(SFM). 

 

Using good matrices we successfully detect the c-worm traffic 

using Spectral based detection scheme. Also, detection system 

detecting not only C-worm as well as mostly normal worm. 

  

 

 

 

 

 

B. Literature Survey 

Centralized Worm Detector (CWD) Algorithm 

Signature based detection scheme and Anomaly detection 

scheme this two are detection schemes. For detecting only 

known attack signature based detection scheme is used. 

Signature is the string of characters that comes in or pop-up 

payload (payload means worms actual code) of worm’s 

packets. Signature database is required to detect the worm. It 

not interested to know how worm intelligently propagate itself, 

how search the its target, which technique is used for 

transmission etc. it really does not care about all these things. 

It only see at payload and recognize whether it contain or not 

any harmful worm. But there is a one problem is that every 

signature must have entry in the database, in database entry is 

about 200 or 1000 or more contain.  

 

In this each and every packet is match with all entries in the 

database. For checking each entry it will take  

 

Fig 1: Digital signal creation 

 

Fig 2: Centralized worm detector  mechanism 

 

more time and sometimes it works very slowly. Most 

important unknown attacks are not detected by this detection 

scheme. In contrast, Anomaly can detect the unknown attack; 

unknown behavior and it generate alarm. It doesn’t require any 

payload format. They just check header of packet to define 

type of connection to which packet belongs.  
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C. Aim and objective 

Detecting camouflaging worm using novel spectrum based 

detection scheme that manipulates its scan traffic volume over 

period of time during scanning. 

 

Objective 

 Understanding the self-propagating behavior of the 

worm. 

 Captures the distinct pattern of C-worm in frequency 

domain. 

 Design a novel spectrum based scheme to detect C-

worm. 

 Scheme uses Power Spectral Density (PSD) for 

distribution of the scan traffic volume. 

 Spectral Flatness Measure (SFM) used to distinguish 

C-worm traffic from background traffic. 

 Scheme detects traditional worms as well.  

 

II. Stages in proposed system 

 

C-worm does not detected by scheme which tries to detect in 

time domain, because of its intelligently changing nature. 

Hence encourage by inventers we developed novel spectral 

based approach that scan traffic in frequency domain. 

 

 

Fig 3: Architecture diagram  of C-worm detection  system 

 

 

A. Spreading of the worm (C-Worm) 

When a worm is inside your computer, it will spread to another 

computer via Internet. While transmitting a worm from one 

computer to another, it scan the numbers of machines to find 

the weak or vulnerable host to damage. When worm find its 

victim, it send worm to affect the target. If all these happen 

successfully, then worm will send thousand or many more 

copies of itself to this new host. When this new host starts 

working with worms, worms will tries to affect the other 

machines. During the process of worm spreading, some 

computer stop responding or some of working very slowly or 

forcing the user to restart the computer it all happens because 

of worms consume the memory space. In this way C-Worm or 

other worm is spreads. 

 

B. Spectrum-based Detection Scheme 

Motivated by researchers we present the details of spectrum-

based detection scheme. Similar to other detection scheme we 

use a “destination count” as the number of the unique 

destination IP addresses targeted by launched scans during 

worm propagation. 

 

To know how the destination count information is obtained, 

recall that an ITM system collects logs from distributed 

monitors across the Internet. Internet Threat Monitoring (ITM) 

systems are large deployed facility to detect, analyze, and 

characterize harmful Internet threats such as worms. An ITM 

system consists of one centralized data center and a number of 

monitors distributed across the Internet. Each monitor records 

traffic that addressed to a range of IP addresses and regularly 

sends the traffic logs to the data center. The data center 

analyze traffic LOGS and publishes reports to ITM system 

users. 

 

To find out SFM values of both the C-Worm and normal non-

worm scan traffic, we plot the Probability Density Functions 

(PDF) of SFM for both C-Worm and normal non-worm scan 

traffic respectively.  

  

With output in a sampling window  , the source count of 

( )S t is obtained by counting the unique source IP addresses in 

collected logs. To conduct spectrum analysis, we consider a 

detection sliding window  in the worm detection system.  
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consist of q(>1) continuous detection sampling windows and 

each sampling lasts  . 

 

The detection sampling window is the unit time interval to 

sample the detection data. At time i, within sliding window  

, there are  q samples denoted by (S(i-q-1),S(i-q-2),....,S(i)), 

where S(i-j-1)(j € (1,q)) is the i th destination count from time 

i-j-1 to i-j.[1]. 

 

C. Power Spectral Density (PSD) 

To obtain the PSD distribution for worm detection , we need 

to transform data from the time domain into the frequency 

domain. For this we use a random process ( )S t , [0, ]t n  to 

model the worm detection data. Assuming ( )S t  is the source 

count in time period [ 1, ]t t ( [1, ]t n ), 

define the auto-correlation of  ( )S t  by 

 

 ( ) [ ( ) ( )] ( )RS L E S t S t L a   

In Formula (a), ( )RS L  is the correlation of worm detection 

data in an interval L. If a recurring behavior exists, a Fourier 

transform of the auto-correlation function of ( )RS L can 

reveal such behavior. Also, the PSD function of the scan 

traffic data is determined using the Discrete Fourier 

Transform (DFT) of its auto-correlation function as follows, 

                

0 2 /

1
( [ ], ) ( [ ]). (1)

n j kn N

N
RS L K RS L e 

 


  

 Where K = 0, 1, . . ., N− 1. 

 

As the PSD captures any recurring pattern in the frequency 

domain, the PSD function shows a comparatively even 

distribution across a wide spectrum range for the normal non-

worm scan traffic. The PSD of C-Worm scan traffic shows 

spikes or noticeably higher concentrations at a certain range of 

the spectrum.[1] 

 

 

 

 

D. Spectral Flatness Measure (SFM) 

Researchers measure the flatness of PSD to distinguish the 

scan traffic of the C-Worm from the normal non-worm scan 

traffic. For this, researchers introduce the Spectral Flatness 

Measure (SFM), which can capture anomaly behavior in 

certain range of frequencies. The SFM is defined as the ratio 

of the geometric mean to the arithmetic mean of the PSD 

coefficients. 

 

It can be expressed as, 

1/

1

1

[ ( )]
(2)

1/ ( )
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Where H (fk) is a PSD coefficient for the PSD obtained from 

the results in equitation (2).SFM is a widely existing measure 

for determine frequencies in various applications such as 

voiced frame detection in speech recognition. Generally, small 

values of SFM imply the concentration of data at narrow 

frequency spectrum ranges. C-Worm has unpreventable 

repeating again behavior in its scan traffic; obviously its SFM 

values are comparatively smaller than the SFM values of 

normal non-worm scan traffic. To be useful in detecting C-

Worms, introduce a sliding window to capture noticeably 

higher concentrations at a small range of spectrum. When such 

noticeably concentration is recognized, derive the SFM within 

a wider frequency range. We observe that the SFM value for 

the C-Worm is very small. [1] 

 

III. ALGORITHMS IMPLEMENTATION 

 

A. Algorithms for PSD 

 

1. START 

2. a random process ( )S t , [0, ]t n to model the worm 

detection data. 

3. Assuming ( )S t is the source count in time period 

[ 1, ]t t ( [1, ]t n ). 

4. the auto-correlation of ( )S t  by 

( ) [ ( ) ( )]RS L E S t S t L   

Where, ( )RS L =correlation of worm  detection data 

in an interval. 
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5. If a recurring behavior exists, a Fourier transform of 

the auto-correlation function of RX (L) can reveal 

such behavior  

0 2 /

1
( [ ], ) ( [ ]).

n j kn N

N
RS L K RS L e 

 


  

6. PSD inherently captures any recurring pattern in the 

frequency domain. 

7. END. 

 

IV. RESULTS AND DISCUSSION 

 

Table 1:  Comparison between Existing (CWD detection scheme) and 

Proposed (Spectral based detection scheme) 

 

Parameters Existing system 

(CWD 

detection 

system) 

Proposed system 

(Spectral based detection 

scheme) 

Traffic Scan Time domain Frequency domain 

Detection ratio Less High 

Maximum 

infection  

Ratio 

More Less 

Detection time 

 

Required more 

time 

Detect in very less period 

of time 

 

 

V. EXPECTED OUTPUT 

 

Fig 4:Home page 

 

 

 

Fig 5:Virus alert 

 

 

 

 

Fig 6: Selecting folder 

 

 

 

VI. CONCLUSIONS 

 

C-Worm successfully and intelligently hides its propagation in 

the time domain, its camouflaging nature differentiate as a 

distinct pattern in the frequency domain. Based on 

observation, researchers developed a spectrum-based detection 

scheme to detect the C-Worm. Evaluation data showed that 

this scheme achieved best detection performance against c-

worm as well as normal worm. 
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