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Abstract: In this paper comparison of exiting authentication system with a Persuasive Cued Click Points (PCCP) graphical

method is presented. Previous system has their own drawbacks such as usability and security problems. Text based system

have also security problems. Biometric systems have their own drawbacks. So we are providing alternative to these existing

password authentication systems is Persuasive Cued Click Point (PCCP) authentication system. In this we encourage users to

select more random and so make the password more difficult to guess.
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I. INTRODUCTION

The most commonly and widely used computer authentication
method is alphanumerical (Text Based) usernames and
passwords. This method has been shown to have significant
drawbacks. For example, generally at the time of registration
users tend to choose passwords that can be easily remembered
or guessable. On the other hand, if a password is hard to
guess, then it is often hard to remember. To address such type
of common problem, some researchers have been developed

for authentication methods that use pictures as passwords.

Graphical password method is motivated by the fact that
humans can remember pictures more easily than the text.
Pictures can be easily remembered or recognized as compared
with the text. If the number of images are large than the
possible password space in graphical scheme is more than
that of the alphanumerical password so it gives better
resistance to the dictionary attacks. Because of these
advantages the interest in the graphical password is increasing
day by day. Graphical passwords can be used at workstations,
web log-in application also in ATM machines and mobile

devices etc.
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1. EXISTING SYSTEM

A. Text-Based Passwords

In recent years, the traditional alphanumeric or text-based
password have been clearly demonstrated. The users of
password often aren’t much aware of the security. They
habitually use similar words as their password and that’s why
making it guessable. They need to use alphanumeric,
lowercase, and uppercase to set a strong password which is
difficult for the users to remember. The password which is
typed by using keyboard or mouse can easily identified using

key stroke, mouse movement and shoulder movement.
B. Biometric Security System

In case of the biometric security system the disadvantages are:
Retinal scan and Iris Recognition system needs additional
support of hardware and so they are very costly. Hand
geometry and Fingerprint needs scanner device and these
techniques are pointless for arthritis rheumatics, injury,
dirtiness, , and roughness. In the Facial recognition system
the accuracy result is very low and also it needs camera as

additional device.
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While considering the signature recognition, we need touch
panel and optical pen. The accuracy is very less for signature
recognition since the signatures are often changeable and easy

signature is easily hack able and guessable.
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Fig.1 Methods of Authentication

1. PROPOSED SYSTEM

Password is a technique that requires users to select a
predetermined set of images on the visual display presented in
a GUI (Graphical User Interface). A wuser is only
authenticated if he/she enters some images only in particular
sequences. This ability to easily recall pictures by humans can
be used for authentication in the similar way to the text
passwords. Users can select elements appearing on a screen
as part of their graphical password. These elements can be
mathematical symbols, shapes, or touch/point some areas of

an image to be authenticated. In addition to graphical
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password we have added sound signature to help in
remembering the password. No system has been devolved
uptil now which uses sound signature in graphical password
authentication. Study also says that sound signature can be
used to recall facts like images, text etc. In daily life we see
various examples of remembering an object by the sound

related to that object.

IV. OVERVIEW OF PROPOSED SYSTEM

Considering CCP as a base system, we have added a
interesting persuasive feature to encourage users to select
more safe and secure passwords, and to make it more hard to
select passwords where all five click-points are hotspots.
Specifically, when users created a password, the images were
displayed for selection of click points . The images are
selected by the user from drop down box to avoid known
hotspots, since such information could be used by attackers or
hackers to improve guesses and could also lead to the
formation of the new hotspots. Users were required to select a
click-point within viewport and they are not allowed click
outside of this viewport. If they were unable to select a click-
point in this region, they may press the “save” button to select
another image. While users were allowed to shuffle as often
as they wanted, this significantly slowed the password
creation process. The save button and list of images only

appeared during password creation.

V. CONCLUSION

To overcome the problem of old password authentication
system such as security, hacking the password, we have given
alternative to this is the Persuasive Cued Click Point (PCCP)
authentication system. A key feature in PCCP is that creating
a harder to guess password is the path of the least resistance,
likely making it more effective than schemes where secure
behavior adds an extra burden on users. The approach has
proven effective at reducing the formation of hotspots and

patterns, thus increasing the effective password space.
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