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ABSTRACT- IoT is the Latest Technology that enables data exchange among different kinds of devices, mostly the 

data is transmitted through wireless network, and there are chances of hacking. Security and Privacy are the vital 

elements which need to be addressed to hold up to the faith of users in IoT. Consequently, cryptography algorithms are 

used as solution to reinforce security. Most of the currently used cryptographic solutions are predicated on the 

existence of ample processing power and memory. The conventional algorithms are not suitable for IoT due to its 

constrained environment. Therefore, lightweight cryptographic algorithm can be used as an alternative solution for IoT 

security issues. In Modern cryptography, the examination of lightweight symmetric ciphers has picked up enthusiasm 

because of the expanding interest for security benefits in constrained computing environments. However, there are 

number of algorithms to choose from the distinctive execution criteria and conditions; this paper presents a PRESENT 

Cipher model which incorporates the encryption process by using 80bit key for 64bit input data security at hardware 

level. The design of the model is performed by utilizing Verilog-HDL on Xilinx 14.2 ISE platform and is implemented 

over Spartan FPGA board. The performance analysis is performed by key generated results with respect to slices, 

LUT’s, Flip-flops (FF’s), delay and throughput as performance parameters.  
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I. INTRODUCTION 

The Internet of Things (IoT) paradigm connects all 

industrial and consumer electronics manufacturers to 

worldwide communication networks aims to make 

everything intelligent, to provide smarter services and to 

create new products [11, 21]. The advancement of wireless 

technology and sensory device has brought to the 

introduction towards IoT [1].  Among IoT devices; most of 

the data is transmitted through wireless networks, in which 

the system includes hardware, middleware and presentation 

layers. The hardware layer provides actuators and sensors, 

middle layer gives computation with storage and 

presentation layer comprise interpretation tools for taking 

information from various base form. Most of the popular 

novel attacks are executed on physical layer and major 

attacks are performed on software layer [14]. The whole 

system is secured by security implementing at lowest level 

that is physical layer because of this the architecture of IoT 

schemes cannot afford for realizing the security in middle 

and presentation levels due to computational restraints. The 

IoT devices are utilizing less hardware and devices are 

battery powered. Therefore security solution at hardware 

level requires algorithm with small footprint which all 

comes under the energy budget [15, 16, 17]. The use of IoT 

devices increased all over the world because of lightweight 

technique used in IoT devices which also gives an end to 

end communication security under computation, memory 

limits and low power consumption [18]. Wireless sensor 

networks have emerges as modern day technology in IoT 

technology and research involving hardware system design, 

data management, security and social factors. The wireless 

sensor networks are gathering of thousands of tiny devices 

called sensor node, which have the capacity of detecting, 

processing and transmitting data in the network. Sensor 

networks refer to a heterogeneous system combining tiny 

sensors and actuators with general purpose computing 

elements. Sensor node is a smart, tiny, self organizing, low 

cast, and multi-functional device, equipped with battery, 

radio communication, microcontroller and sensor. There are 

so many factor associated with it’s as Data security, 

operating speed, cost, efficiency and additional sensor 

network constraints. Main consideration is about increase 

the security over existing attacks without affect the 

performance and complexity of overall wireless sensor 

network [4]. The wireless sensor networks are constantly 

sent in threatening and inescapable condition [8]. Security 
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is significant worry in wireless sensor network. In order to 

overcome security attacks cryptography techniques were 

used which will provide confidentiality to the data [2]. 

II. CRYPTOGRAPHY 

Cryptography is the science security that converts the 

information from a readable state (Plaint text) to unreadable 

form (Cipher Text). It describes the cipher texts, enabling 

the confidentiality of communication through an insecure 

channel, protects against unauthorized parties by preventing 

unauthorized alteration of use. It uses cryptographic 

algorithms to transform a plaintext into a cipher text, using 

most of the time a key [12] called encryption and which 

converts Cipher text to Plaint text is called decryption. 

There are two types of Encryptions one is Symmetric-key 

cryptosystems use the same key for encryption and 

decryption of a message and Asymmetric-Key 

Cryptosystems use different keys. In this work its proposed 

symmetric encryption. A large portion of the present 

utilized cryptographic arrangements are predicated on the 

presence of ample processing power and memory.  

III. LIGHTWEIGHT CRYPTOGRAPHY 

The conventional algorithms  provides  Ciphers which have 

been known for providing optimum security have higher 

gate counts, which make them unsuitable for applications 

like IoT due to its constrained environment.  There is need 

of lightweight ciphers for these highly constrained devices. 

These demands cannot be met by the majority of ubiquitous 

computing devices, thus there is a need to apply lightweight 

cryptography primitives that meet security demands when 

considering devices with low resources [6]. Lightweight 

Cryptography is one of the emerging research areas in 

cryptography, which covers cryptographic algorithms 

intended for use in devices with low or extremely low 

resources can be used as an alternative solution for IoT 

security issues [5, 6, 7]. The focus and discussion in this 

paper would be one of the algorithms of “Lightweight 

Cryptography (LWC)” and analyzing its behavior. 

Lightweight cryptography does not determine strict criteria 

for classifying a cryptographic algorithm as lightweight, but 

the common features of lightweight algorithms are 

extremely low requirements to essential resources of target 

devices. Considering area and energy consumption are the 

important measures to evaluate the LWC properties [3]. 

This work focuses on the design of hardware architecture 

for the lightweight symmetric key block cipher PRESENT 

which is implemented using Xilinx14.2 [5]. 

IV. PRESENT ALGORITHM 

PRESENT is standardized in 2012 by ISO/IEC 29192-

2:2012, as “one of the symmetric (the sender and receiver 

share a common key for both encryption and decryption) 

ultra-lightweight block ciphers suitable for lightweight 

cryptography, which are tailored for implementation in 

constrained environments” [10, 13]. The cipher is based on 

a Substitution-Permutation Network (SPN), with a round-

based processing system. SPN features a 4 bit S-box and a 

permutation layer consisting only of bit shifts, with a block 

size of 64 bits and a key size of 80 bits or 128 bits and has 

31 rounds [9]. Each round of Present cipher consists of 

three steps including a key-addition layer, a substitution 

layer which is a non-linear function, and a permutation 

layer. 

 

Figure 1. Round of the PRESENT algorithm 

The cipher uses three basic operations to produce 

confidentiality over the input data: 

– AddRoundKey: adds the state to a 64-bit word from the 

round key using finite field arithmetic. 

– sBoxLayer: effectuates a 4-bit to 4-bit substitution using 

sixteen Substitution Box (SBOX). 

– pLayer: applies bit level shifts over the state. 

 

4.1 Substitution Layer (non-linear function (S-Box)): 

The non-linear layer uses a single 4-bit S-box S which is 

applied 16 times in parallel in each round. So, the only 

nonlinear part in the PRESENT is S-box and it is called 

sBoxlayer. The PRESENT S-box has 4-bit input and 4-bit 

output and its values are in hexadecimal notation as in 

Table I.  

Table-1 PRESENT S-box 

  X F E D C B A 9 8 7 6 5 4 3 2 1 0 

S(X) 2 1 7 4 8 F E 3 D A 0 9 B 6 5 C 

 

When the encryption algorithm is designed, the highest entropy within the substituted data is searched. In this case, the word 

has a size of 4 bits since it is a totally minimalist algorithm it can be implemented on a single LUT (Look Up Table) in FPGAs. 
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4.2  Bits Permutation: P Layer  

It is a mixing layer where a bitwise substitution is performed on 64-bit information block where the bit i of the round is moved 

to position P(i), the order of the substitution is shown in table 2.  

Permutation P moves the i-th bit of the state to the position P(i ): 

P(i) = (16 i mod 63; if i != 63; 63; if i = 63) 

Table -2 The PRESENT P-box (permutation box)T. 

i 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0 

P(i) 51 35 19 3 50 34 18 2 49 33 17 1 48 32 16 0 

i 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 

P(i) 55 39 23 7 54 38 22 6 53 37 21 5 52 36 20 4 

i 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32 

P(i) 59 43 27 11 58 42 26 10 57 41 25 9 56 40 24 8 

i 63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 

P(i) 63 47 31 15 62 46 30 14 61 45 29 13 60 44 28 12 

 

4.3  Password Expansion Function (Add-Round-

Key Layer):  

While the generation of the key 80-bit is done in each round 

using the following steps: 

 Rotate left the key (80 bit) by 61 bit positions. 

 Pass the left most four bits of the key [K79, K78, K77, 

K76] to PRESENT S-box.  

 XOR between right least significant bits of round counter 

with five bits [K15 to K19] of key. 

PRESENT may have keys going from 80 to 128 bits of 

length. However, this design and implementation 

considered 80 bit Key that will be stored in a register K of 

such size and will be numbered K79, K78 …K0. In each 

round, only the 64 most significative bits of the new 

calculated key will be mixed after applying the password 

expansion function so that the new key  Ki = K79, K78.... 

K0, is determined by the following bit rotation:  

Ki = K63 K62 ....K0 = K79 K78 

....K0   

After this rotation has been performed on the input block, 

the following operations must be performed for each new 

generated subPassword Ki:  

Bit rotation of the input Key:  

[K79 K78 ....K0] = [K18 K17 

...K0 K79 K78…K20 K19] 

Substitution using S-Box for the nibble from K79 to K76 of 

the password:  

[K79 K78 K77K76] = 𝑆 [K79 

K78 K77 K76]  

Addition or mix of nibbles K19 a K15 of the key with the 

round counter, through the addition on finite field GF (21) 

or XOR operation:  

[K19 K18 K17 K16 K15] =  [K19 K18 

K17 K16 K15]  ⨁  Round  Counter 

Binary Value  

This function allows the generation of information blocks 

that are useful as sub-keys starting from the system Key K. 

The first Nk words of this array contain the key used for 

encryption, since the user key is mapped to the array W 

while the rest of the words are generated from these first Nk 

words.  

This function takes consecutive bytes from the sequence 

derived from the key expansion function and assigns them 

to each sub- key Ki, to form blocks of the same size than 

the state matrix. This means that it takes Nb * 4 bytes for 

each round, here Nb is 16.  

The generation of the key (key expansion) for the 

decryption process is performed in the same way as in the 

encryption process. The difference is in the key selection 

function. In the decryption process, blocks from the key list 

are taken starting from the final values up to the initial 

ones, which is the user’s personal key. This means that the 

last sub- key Ki used to decrypt will be the first to be used 

to decrypt. Hence, the encryption process has to include all 

key generation rounds to begin from this last key Ki, 

performing the reverse process until the original key is 

reached. The round counter must be therefore decremented 

and perform its mixing in each round with the previously 

indicated nibble [19]. 

V. DESIGN AND IMPLEMENTATION 

                          Datain (64 Bit)(Plain text) 

                                      Key (80Bit) 

    Clk  Dataout (64 Bit)(Cipher) 

    Load 

Figure 2. Schematic Diagram of PRESENT Encryptor 

 

Present 

Encryptor 
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5.1.  Environment used for Design, Simulation and Synthesis: 

The architecture of PRESENT Algorithm mentioned in the earlier section was modeled using Verilog-HDL using Xilinx 

Design Suite 14.2, the FPGA device Xilinx Spartan3E, XC3S100E with Package-CP132 was used for Synthesis [20]. 

VI. RESULTS AND DISCUSSIONS 

The plain text and Key values are taken as # is the symbol used in Verilog to denote delay which 1 time unit according to the 

present simulation it has been considered as 1
st
 nano second (1ns), the presented architecture computes one round per clock 

cycle, initially the output will be resets at 10
th

 nano second the data which is plain text is loaded into the encryption process it 

takes 32 clock cycles to complete the encryption process and delivers cipher text at 335ns, again to load the second plain text 

10ns seconds will be consumed in a clock cycle from then again it takes 32 clock cycles to retrieve 2
nd

 cipher text which is 

745ns. The results are shown as below    

PLAINTEXT0 64'h0000000000000000   KEY0   80'h00000000000000000000 

PLAINTEXT1 64'h6954aa91c3592d27   KEY1   80'h1b2c31902a56d4a762f1 

      #10   load = 1'b1;  idat = PLAINTEXT0;  key = KEY0; 

      #10   load = 1'b0; 

      #400  load = 1'b1;  idat = PLAINTEXT1;   key = KEY0; 

      #10   load = 1'b0; 

TESTVECTOR=> 335       plaintext=0000000000000000    key=00000000000000000000       cipher text=5579c1387b228445 

TESTVECTOR=> 745       plaintext=6954aa91c3592d27     key=00000000000000000000       cipher text=bebc5996c52d7bc6 

 

 
 

Figure 3. Waveform contains 2 ciphers according to given 2 plain texts at 330ns and 740ns. 

VII. CONCLUSION 

This work presented the Design and implementation of the 

lightweight symmetric block cipher PRESENT on FPGA 

which provides a secure communication in wireless sensor 

nodes of IoT. It designed in Verilog using a tool Xilinx 14.2 

on FPGA family Spartran3E device XC3S100E with a 

package CP132 and Speed Grade: -5. The results obtained 

as Clock period: 3.804ns (frequency: 262.895MHz), Data 

Path: Input to output 5.663ns (4.295ns logic, 1.368ns route) 

(75.8% logic, 24.2% route). Number of Slices: 190 out of 

960 which is 19%, Number of Slice Flip Flops: 149 out of 

1920 which is 7%, Number of 4 input LUTs: 349 out of 

1920 which is 18%, Number of IOs: 210. As Latency, Area, 

and Power are three important metrics that a VLSI designer 

wants to optimize. The PRESENT cipher model can be 

conquered the hardware design metrics like area, 

performance, energy and efficiency by optimizing the code 

in future by reducing port count with conditional inputs and 

using user defined primitives. 
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