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Abstract - Over the past few years a revolution in type of currency from Fiat currency to digital currency and then 

Cryptocurrency has been gaining public eye rapidly. Bitcoin, Litcoin and Ether are popular Cryptocurrencies. 

Cryptocurrency is as a variety of digital currency which is created and managed through the use of advanced 

encryption technique called as Cryptography. Bitcoin is type of Cryptocurrency used for encryption technique. 

Blockchain is a technology used for Cryptocurrency which works in decentralized manner and allows information 

between two parties to be distributed but not copied. We provide an comparative study of different types of currencies, 

Advantages and Disadvantages of Cryptocurrency and case study of Blockchain including limitations and future 

aspects. 

Keywords – Fiat Currency, Digital Currency, Cryptocurrency, Blockchain, Distributed Computing, Cryptography, Hashing. 

I. INTRODUCTION 

Fiat currency is a traditional type of physical currency 

which is approved by government and established as 

money.  It is a physical currency which can be used 

between two parties who are physically present with each 

other. Later digital currency came into existence 

somewhere around 90‘s in which currency is in the digital 

form in contrast to physical where transactions between two 

parties can happen electronically where physical presence 

of parties with each other are  not required. Digital 

currencies are also called as electronic currency. Virtual 

Currency and Cryptocurrency are two varieties of Digital 

currency. As Cryptocurency has captured everyone‘s 

attention from past few years. In this paper we will discuss 

more about Cryptocurrency, Comparative study of different 

currencies, case study on Blockchain and Conclusion. 

Blockchain is a technology used for Cryptocurrency and it 

is initially devised for Digital Currency, Bitcoin (Buy 

Bitcoin) by a single person or a group of people known by 

pseudo name Satoshi Nakamoto in 2008. For a good reason 

Bitcoin has been called ―digital gold‖. To date, the total 

value of the currency is close to $112 billion US.[1] 

Blockchain is also called as Public Ledger where all 

transactions are stored in list of blocks and they are 

connected using chain where chain is nothing but a 

different hash key value which is generated by using hash 

function and each block contains hash key value of 

previous block. First block of Blockchain is called Genesis 

block which contains previous hash key value zero. As a 

Blockchain is a new technology coming up, it requires three 

kind of people to work with Advisor, Developer and 

Expert. [2] 

A. Advisor  

These people are more towards business so they have 

business mindset so they understand how this technology 

will work for particular application, what are the use cases 

can be worked on for Blockchain. 

B. Developer 

These are the people who have technical skills of 

Blockchain. 

C. Expert 

These people are more towards architect who can design 

from start to end.[2] 

Blockchain is now coming up in different organizations like 

Government sectors, Global Chain Supply, Financial 

Sectors etc. 

II. LITERATURE SURVEY 

Digital currency started becoming more popular around 

90‘s over fiat currency as Mike Hewitt said in one of the 

article that ―Paper money eventually returns to its intrinsic 

value – zero‖ [3]. We can prove this by latest example 

when Demonetization happened in India in 2016 where all 

value of all existing fiat currencies for 500 and 1000 rupees 

became zero and new currencies of 500 and 2000 declared 

by the government whereas in Digital currency this risk is 

not involved and it is transparent way of doing transactions 

where corruptions can be controlled and it is one of the 

major advantage of using Digital currency over Fiat 

currency but Digital currency has risk of security as it can 

be manipulated by hackers and another drawback is that it 

is not backed by government. To avoid the risk of security 

Cryptocurrency came into existence as a part of digital 
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currency in the new era. In this section we discuss about 

different types of currencies in brief. 

2.1 Fiat Currency 

Fiat currency is a physical money or coins backed by the 

government and transaction between parties with flat 

money is possible only when they are physically present 

with themselves. Representative Money is another type of 

money which is used to pay flat money and which is backed 

by different things. For example Personal cheque is backed 

by money in bank account. [4] 

2.2 Digital Currency  

As Technology evolved, digital currency came into 

existence somewhere around 90‘s where currency is in the 

digital form in contrast to physical where physical presence 

of parties for transaction  are not required.  Virtual currency 

and Cryptocurrency are two varieties of digital currency. 

Digital currency is also called as electronic currency which 

is recorded electronically on stored – value card or other 

devices. It is also used as network money which allows the 

transfer of money on computer networks.  

2.1.1 Virtual currency 

Virtual currency is a digital representation of value, which 

is not issued by a central bank, credit institution or e-money 

institution, and it can be used as an alternative to money. It 

is usually controlled by its developers and used and 

accepted by the members of a specific virtual community. 

Debit cards, Credit cards etc are used for virtual currency. It 

is centralized system where transactions are controlled by 

central server. There is high risk of   manipulation to virtual 

currency as central server can be hacked at any point of 

time.  

2.2.2 Cryptocurrency 

Cryptocurrency is also a digital representation of value but 

it varies from virtual currency in terms of structure and 

security. Cryptocurrency uses Blockchain technology 

which is decentralized system in which distributed ledger is 

enforced by a disparate network of computers and 

cryptography is used for security. Cryptocurrency using 

Blockchain technology provides protection from hacking. 

[5]  

III. COMPARATIVE STUDY OF 

DIFFERENT TYPES OF CURRENCIES 

In this section we present the comparative study of different 

types of currencies viz. Fiat currency, Virtual currency and 

Cryptocurrency where different features like whether 

currency is physical form or digital form, currency backed 

by whom i.e. government or developers, Legal or not legal 

tender, Structure of currency, who has controlled, security 

aspect of each currency and Transparency provided by each 

are discussed. From this comparative study we can find that 

how Fiat currency, Virtual currency and Cryptocurrency are 

different from each other in various ways and we also 

present the analysis after comparative study.   

Table 1: Comparative study of different types of 

currencies 

Features Fiat 

Currency 

Virtual 

Currency 

Cryptocurrency 

Form Physical Digital Digital 

Backed by Central 

Government 

and used 

and 

accepted by 

everyone. 

Developers  

and used and 

accepted by 

the members 

of a specific 

virtual 

community 

Developers like 

Bitcoin, litecoin, 

Ethereum etc.  

Tender Legal Not legal Not legal 

Structure Horizontal Centralized Decentralized 

Controlled 

by 

Government Specific 

virtual server  

Cryptographic 

algorithms like 

SHA – 256 or 

SHA – 512 etc.  

Security  Depends on 

Individual 

as it is 

physical 

money 

Does not 

provide high 

level of 

security as 

centralized 

system can be 

hacked and 

manipulated 

Provides high 

level of security 

as Blockchain 

uses 

cryptography  

Transparency Transparent 

to both the 

parties 

Transactions 

are not 

transparent to 

anyone 

Transactions are 

transparent to 

everyone but 

modification is 

done by only 

authorized user 

 

3.1 Analysis 

The analysis of different types of currencies focuses on how 

Fiat currency, Virtual currency and Digital currency 

provides different features where we can identify which 

currency has more advantage over other currency as all 

currencies has advantages and disadvantages. Structure, 

Security and Transparency are major factors to consider for 

which currency to be used. Cryptocurrency has advantages 

but still it not widely accepted by general people as it has 

long way to go and certain disadvantages need to be 

considered and should be improved. In next section we 

provide advantages and disadvantages of Cryptocurrency 

and case study of Blockchain who works on 

Cryptocurrency.  
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IV. ADVANTAGES AND DISADVANTAGES OF 

CRYPTOCURRENCY 

4.1 Advantages 

 Offers more security - Cryptography is used to 

protect the transactions from manipulation. Only 

authorized users will have access to transactions 

which are made on Blockchain network. 

 More accessible - Anyone in the world can be a 

part of Cryptocurrency with only internet access 

and as there is no regulatory bodies so no chance 

of freezing of account. 

 Lower transaction fees – It has lower transaction 

fees than normal traditional bank transaction fees 

and sometimes it is free for the transactions which 

are exchangeable over network. [6],[7] 

4.2 Disadvantages 

 Lack of Security - There is no perfect way to 

protect bitcoins from human error, technical 

glitches or fiduciary fraud 

 Increased Regulation - Relatively benign 

guidelines are currently in place, law enforcement 

agencies can enact more stringent regulations that 

would diminish the currency‘s value. 

 Limited Scaling - Speed and number of 

transactions are limited in current design of system 

so it is unlikely that conventional credit card 

transactions will be replaced by bitcoins. 

 Lack of Applications - To become truly 

disruptive to existing Fiat currency or electronic 

payment system, Bitcoins will really need of low 

cost international money transfer, the creations of 

complex electronic contracts or micropayment 

transfers.[6],[7] 

V. CASE STUDY ON BLOCKCHAIN 

Why to use Blockchain? 

Blockchain provides feature of Distributed Computing, 

Trust, Immutability and security as entire Blockchain 

technology works on the cryptography. In Blockchain once 

data is put, it can be seen by everyone but cannot be 

changed by anyone. As rightly said by Paul Vigna ‗The 

Blockchain keeps everyone Honest, and a whole layer of 

Banking Bureaucracy is Removed, Lowering Costs‘.[6]In 

this case study of Blockchain we are focusing on Why to 

use Blockchain, Concept of Hashing, Distributed 

Computing and Cryptography, Merkle Tree, Types of 

Blockchain, Nodes in Blockchain and Blockchain 

Architecture and Limitations of Blockchain and Future 

aspects of Blockchain. 

5.1 Hashing 

In Blockchain technology information is protected by using 

hashing. Hashing generates a simple hash key value for 

each block using any one of the different algorithms like 

Message Digest (MD1, MD2, …..MD6), Secure Hash 

Algorithms (SHA0, SHA1, SHA2, SHA3) built by 

NSA(National Security Agency). Blockchain generally uses 

SHA2 which contains two types SHA – 256 and SHA – 

512. These algorithms are applied to input of arbitrary 

length who perform operations and generate fixed length 

output.  

Suppose SHA – 256 algorithm is used then it generates 

output of 256 bits for any length of input. So for every input 

data different hash key will be generated by using one of 

these algorithms. Very rarely two input data will have same 

hash value. This happens in case of collision but in this case 

collision is resolved using any collision resolution 

techniques. Advantage of using Hashing is that it prevents 

the data from manipulation. If anybody tries to change even 

a single bit of input data then hash key value of that input is 

changed and it affects next block where previous hash key 

value is stored so if we want to identify whether our data is 

tempered or not then by just checking hash key value it is 

identified. Till now no one is able to hack block chain 

database. It is very powerful technology and a revolution in 

an internet.[2] 

5.2 Distributed Computing and Cryptography 

Block chain works on peer to peer (P2P) network where 

multiple nodes are connected to each other and central 

server is not required whereas in real mostly we use central 

server system viz. facebook, Bank etc. In facebook all the 

messages are saved in facebook server similarly in bank 

server if we want to transfer money from one account to 

another then bank server comes into picture. There are 

some systems who do not use central server viz. napster 

where music can be downloaded or shared among peers 

without intervention of server. Torrent is an another 

example of P2P network. 

There are four different concerns for peer to peer network: 

 Confidentiality  

Sender sends message to receiver which must not be 

known by other. 

 Integrity  

Sender‘s message must be reached to receiver as it is 

and it should not be corrupted by other.  

 

 Non Repudiation 

Sender or Receiver should not deny after sending or 

receiving a message. 

 Authentication : 

Other person should not send or receive a message on 

behalf of sender or receiver. 

To solve above four problems cryptography comes into 

picture. Cryp means hidden or secret and graphy means 

writing. In cryptography two concepts of Encryption and 

Decryption are used. [2],[8] 
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5.2.1 Encryption  

Sender‘ message(Readable Format) is encrypted into cipher 

text(Non readable format) using key and sends it to the 

receiver. 

5.2.2 Decryption  

Receiver receives the message and decrypts cipher text 

(Non readable format) into original message (Readable 

Format) using key. 

Based on the keys there are two different types of 

cryptography 

5.2.3 Symmetric Key Cryptography 

Sender and Receiver has same key to encrypt and decrypt 

the message respectively. So if sender wants to send 

multiple messages to multiple receivers then it must have 

multiple keys. 

5.2.4 Asymmetric Key Cryptography 

Sender and Receiver has two keys : Private Key and Public 

Key and sender encrypts message using receiver‘s public 

key and receiver decrypts message using it‘s own private 

key. 

Blockchain technology uses Asymmetric Key 

Cryptography (Public Key Cryptography) as it ensures 

security without a headache of using multiple keys like 

symmetric key cryptography. [2] 

5.2.5 Digital Signature  

Digital Signature is used to ensure authentication. Every 

node has two keys: Private and Public keys . Suppose 

sender A encrypts message using it‘s own private key and 

sends it to receiver B then B can decrypt it using A‘s public 

key but A‘s public key is available with all other nodes so 

Authentication is achieved but confidentiality is lost so 

solution is after encrypting message by A‘s private key, it is 

again encrypted by B‘s public key so only receiver B will 

be able to decrypt it with A‘s public key and B‘s private 

key so it ensures both Authenticity and Confidentiality. [9] 

 

Figure 1: Blockchain Process [10] 

5.3 Merkle Tree 

As All the blocks are connected using hash value and each 

block contains either one or multiple transactions. Hash 

value of entire block is found using Merkle Tree. Merkle 

Tree works as follows 

Suppose one block has 10 transactions so hash value of all 

10 transactions are calculated and becomes leaf nodes and 

then at upper layer of leaf nodes hash values of two nodes 

are combined and if odd numbers are there then last hash 

value is repeated. Same procedure continues till we get one 

single hash value at root so we get hash value of one block. 

Merkle Tree follows bottom up approach. [2] 

Creation of hash value of 4 transactions in one block is 

shown in following diagram 

 

Figure 2 :Merkle tree of 4 Transactions in one block 

5.4 Types of Blockchain 

There are three major types of Blockchain 

5.4.1 Public Blockchain 

It is open and anyone can be part of it. Bitcoin uses Public 

Blockchain. 

5.4.2 Private Blockchain 

It is specially for single company and it is controlled. 

5.4.3 Federated Blockchain 

It is for group of people or companies working together 

[2],[11] 

5.5 Nodes in Blockchain 

There are two types of nodes 

5.5.1 Full Node  

It stores the entire Blockchain and it verify the blocks 

which are added in Blockchain. Full node can be miners but 

if a node is only full node then it need huge amount of 

storage but if it is miner then it needs huge computing 

power means stack of CPU‘s, huge amount of GPU‘s, huge 

amount of power and lot of registry so it requires large 

amount of investment which is not in the case of full node. 

Miners are rewarded with transaction fee. 

5.5.2 Partial Node  

It is also called as Light node which contains only some 

part of Blockchain. It can be a mobile or laptop etc.[2] 

5.6 Blockchain Architecture 

Blockchain contains data but what kind of data does it 

contain?? As bitcoin uses public Blockchain, in that block 

along with data there is block header to differentiate each 
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block with one another and to identify chain among blocks.  

Block contains following six things  

 

Figure 3 : Architecture of Blockchain 

5.6.1 Timestamp  

At what point of time and when block was created. 

5.6.2 Version  

Which version or protocol was used 

5.6.3 Merkle Root 

Hash value of one block which is calculated using Merkle 

tree. 

5.6.4 Proof of Work (POW) (Difficulty Target) 

If hash value of one block is changes then further all hash 

values need to be changed of all blocks which requires 

supercomputer, lot of time and 50% majority of the 

Blockchain network but to ensure security POW comes into 

picture where if one block need to be changed or new block 

needs to be added then it must be validated first. To add a 

new block it takes at least 10 minutes. Every machine in a 

Blockchain will have the copy of the Blockchain. 

Consensus algorithm is used to add block in a Blockchain.  

5.6.5 Nonce  

It is the number that miners of Blockchain are solving for. 

5.6.6 Previous Hash  

Every block will have hash of previous block. 

As on now we have seen how Blockchain is secure system 

and  all concepts of Blockchain but there are some 

limitations of Blockchain too which needs to be considered 

and further we will discuss future aspects of Blockchain 

5.7 Limitations  

 Complexity 

Cryptography has become more mainstream but it 

requires entirely new vocabulary and highly 

specialized industry is chockfull of jargon. 

 Network Size 

Blockchain are antifragile as it is not  much resistant to 

bad sectors and they respond to attacks and grow faster 

unlikely to other distributed systems. 

 Network Speed and Transaction Cost 

Network speed is an issue of Blockchain as it can 

process only seven transactions per second as of late 

2016 and each transaction costs about $0.20and can 

only store 80 bytes of data. There is also a concern of 

charge transactions are not much charged but to store 

information, there is politically charged aspect and 

miners are forced to perpetually reprocess and record 

the information. 

 Human Error 

The phrase ‗Garbage In, Garbage Out‘ holds true for 

Blockchain  because if it is used as database then 

information going into it has to be of high quality and 

data stored on Blockchain is not inherently trustworthy 

so there is a need of events to be recorded in the first 

place accurately. 

 Unavoidable Security Flaw 

Satohi Nakamoto highlighted one notable security flaw 

when he launched a bitcoin that if more than half of the 

computers working as nodes to service the network tell 

a lie, the lie will become the truth. This is called a 

‗51% attack‘. For this reason community monitors 

bitcoin mining pool closely which ensures no one 

unknowingly gains such network influence.  

 Politics 

As Governance models are getting opportunities to 

become digitized by Blockchain protocols and miners 

are forming another type of incentivized governance 

model, there have ample public disagreements among 

different community sectors and it became notable 

feature of Blockchain industry and expressed more 

clearly around a question of ‗forking‘ a Blockchain, a 

process when a majority of a Blockchain‘s users have 

agreed to it which involves updating the Blockchain 

protocol [11],[12] 

5.8 Future Aspects of Blockchain 

There have been numerous discussion about future of 

Blockchain and there are some predictions for the same as 

follows  

 Most government around the world will create or adopt 

some form of Cryptocurrency and it will become an 

area of experimentation and exploration which will be 

led mostly by developing nations. 

 

 There will be more trillion –dollar protocols by four 

most values companies in the world viz. Apple, 
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Amazon, Google and Microsoft means in future trillion 

– dollar firms will be replaced by trillion – dollar 

tokens who supports decentralized ecosystem. 

 The e-mail proved to be ‗killer app‘ for internet, 

identity solution will prove to be the ‗killer app‘ for 

Blockchain. These systems will be considered as a 

single source of verification for individuals‘ identities 

and assets. 

 Global Supply chain will be considered as most 

promising area where Blockchain can be significantly 

provided. Unlike the banking industry which has 

existing system SWIFT who works reliably and 

correctly, supply chain has no proven existing system 

so Blockchain will play an important role into it. 

 Blockchain will be proved important to reduce poverty 

gap by increasing financial inclusiveness, reducing 

corruption by creating transparency of official records 

and will enable decentralized access to value creating 

assets. Solving this problem will have massive 

financial implications on global economy. [13] 

VI. CONCLUSION 

Cryptocurrency has many advantages over Fiat currency 

and Virtual currency in terms of structure and security and 

it is considered as a revolution in economy with the use of 

Blockchain Technology which focuses on decentralized 

system and discuss different concerns like confidentiality, 

Integrity, Non Repudiation, Authenticity. This paper covers 

an entire overview of different types of currencies, 

comparative study of them and advantages and 

disadvantages of Cryptocurrency. This paper also covers 

case study on Blockchain with all the concepts related to it 

and importantly limitations of Blockchain and what will be 

the future aspects of Blockchain in different organizations 

like government sectors, Individual identities, Global 

supply chain, Financial sectors etc. which shows how 

revolutionary block chain technology is in an global 

economy. From above analysis of Blockchain we can say 

that This technology is still in the initial stage where 

different areas are still needs to work upon as discussed in 

limitation however concepts of technology has got greater 

success in Information System and we can say that it has 

got brighter future in different fields as discussed in future 

aspects. These Future aspects can be taken as research of 

study in detail and different hashing algorithms like MD 

and SHA in can also be investigated in future.  
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