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Abstract: Image steganography is a sub division of steganography where a secret information is hidden inside an image. 

In steganography, quality, capacity and time taken to embed the secret data inside an image are important factors. The 

quality of the images depends on the algorithms implemented for steganography. Here in the paper, we implement 

different algorithms for different operation like dividing the images into blocks and finding the best blocks to hide the 

secrete data, we generate histograms for each blocks which is bookmarked and later used to extract the secret data. 

After extraction, enhancement techniques are implemented to enhance the extracted secret data. Our proposed method 

is more efficient and requires less time for embedding process. 
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I. INTRODUCTION 

In today’s world, communication is one of the necessity that 

everyone wants to send message from one location to 

another. Here privacy and security of the message matters to 

certain levels. In order to protect the data from intruders 

two techniques can be used they are, cryptography and 

steganography. In cryptography, the message is encrypted 

using a particular key. Only the sender and receiver know 

this encryption keys. The message cannot be accessed 

without the encryption keys. However, transferring the 

encrypted message can be easily detected by the intruders 

and intruders might violently decrypt the message. 

Steganography over comes all the drawbacks of 

cryptography.         

The word steganography was derived from Greek word, 

which means concealed writing. Thus, steganography is not 

only the art of hiding the data but also a fact of transmission 

of secret data. Steganography works in a way that it hides 

the presence of the message in the image. Steganography 

method is so powerful that it can hide the secret message 

inside any multimedia like audio, video, images referred as 

embedding.    

Data hiding inside an image can be performed in two 

methods. They are, spatial domain and Transforms domain 

methods. Spatial domain technique works with image 

pixels. The pixel values are changed to achieve the required 

enhancement while in transformation or frequency domain 

data is embedded based on the frequency of pixel. The first 

effort in spatial domain is least significant bit substitution.  

In the paper, we have elaborated the content into VI 

sections; section II contains survey related to the work with 

steganography. Section III holds the different stages of 

proposed method, section IV describes the proposed work 

in algorithmic approach, section V explains the 

experimental results and calculations. section VI concludes 

the paper. 

II. RELATED WORK 

In this section, we briefly explain about the research done 

on image steganography. In paper [1] at the sender side 

uncompressed cover image is encrypted using encryption-

key later data hider may compress the encrypted image 

using data hiding-key to create a space so that some 

additional data can be added, secret data is added to this 

space. If the receiver has the encrypted-key, they can 

decrypt the cover image but not the secret message, if the 

receiver has data-hiding key they can decrypt the secret 

message but not the cover image. If the receiver has both 

encrypted-key and data hiding-key both information can be 

recovered. In paper [2] the secret data is modified before 

embedding into the host image, genetic algorithm is used to 

find the best templet in the host image to hide the secret 

data . In paper [3] spatial domain technique is used which is 

simple and popular method of embedding secret data in 

least significant bit of the host image. In paper [4] the secret 

data is hidden inside the cover image in a ratio 2:2:4 in red, 

green and blue respectively separating each plane. In paper 

[5] author, explain about how the edges of the image can be 

used to hide the secret data, it also explains about edge 

detection and filter techniques 

III. PROPOSED WORK 

The proposed work is based on reversible data hiding 

technique. here, there are three stages embedding, 

extraction and enhancement. In embedding two images are 

selected as cover image and secret image, both the images 

are divided into non overlapping blocks. Histograms are 
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generated for each block. Bits of secret image is hidden 

inside cover image’s least significant bit producing stego 

image. In extraction this secret bits hidden in cover image 

are decrypted recovering cover image and secret image 

without any distortions. After extraction of secret data from 

cover image, secret image enters the enhancement phase. 

The details of each of the embedding, extraction and 

enhancement process are explained below. 

A. Embedding process 

In embedding process cover image is selected and checked 

whether lower bond pixel and upper bond pixel are 1 and 

254 respectively, if not they are set to 1 and 254 to decrease 

overflow and underflow problems. After that cover image is 

divided into non overlapping blocks. In each block 

reference pixel is selected and average of other pixels are 

calculated. This information is bookmarked. Histogram is 

generated for each blocks. Pixel values in every block are 

converted into binary values. LSBs of each pixel is set to 0. 

Secret image is resized and divided into non-overlapping 

blocks, each pixel value in each blocks are converted into 

binary values. The binary pixel values of secret image is 

embedded into the LSB of cover image.  

B. Extraction process 

Input of the extraction process is a stego image formed from 

embedding process. Stego image is divided into non-

overlapping blocks. Histogram is generated to every block.  

In each block reference pixel is chosen this pixel will be the 

same one, which was chosen in embedding process, average 

difference between the chosen pixel, and the remaining 

pixel of the block is calculated. LSB of each pixel value is 

checked. If the LSB of pixel is 0, 0 is recorded if the LSB is 

1, 1 is recorded as secret image pixel value and the process 

continues and checks all the stego image pixel extracting 

secret image from cover image. The output of this phase 

will be extracted secret image and restored cover image. 

C. Enhancement phase  

After the completion of extraction process, the extracted 

secret image goes through enhancement phase. Gaussian 

filters is one of the method through which noise of the 

image can be removed. Gaussian filters helps in smoothing 

the image. In one dimension, the Gaussian function is: 

 

Where σ is the standard deviation of the distribution. The 

distribution is assumed to have a mean of 0. 

 

Flow of proposed work 

As shown in figure 1 two images are selected as cover 

image and secret image, as a first step cover image is 

checked, whether the lower and upper bond pixel values are 

1 and 254 respectively. If not they are set to 1 and 254. In 

the next step cover image is divided into non overlapping 

blocks. Block difference of each block is calculated. 

Different histograms are generated for each block. 

Simultaneously secret image is also divided into blocks and 

histograms are generated. Secret image values are 

embedded into cover image’s least significant bit, which 

gives a stego-image. Now in extraction process, this stego-

image is taken as input and divided into blocks. Again  the 

block difference is calculated, different histograms are 

generated and shifts back the pixel values which extracts the 

secret image from cover image. 

 

IV. ALGORITHMIC APPROACH 

Algorithmic approach is an effective method of expressing 

within a finite amount of space and time. Starting from an 

initial input proceeds through a finite number of steps and 

eventually producing output .In the section we have 

explained all the algorithms used in the project, there are 

different algorithms, which performs different operations in 

each step of the process.  

A. Main module 

Input: Grayscale image 

Output: Enhanced secret-image and restored cover-image 

Step 1: Begin 

Step 2: Read the cover-image 

Step 3: Divide the image into blocks 

Step 4: Generate the difference histogram 

Step 5: Shift the histogram and embed the secret 

bits 

Step 6: Generate the stego-image by embedding 

secret bits into cover-image 

Step 7: Read the stego-image 

            Step 8: Divide the stego-image into non-

overlapping-blocks 

Step 9: Generate the difference histogram 
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Step 10: Shift the histogram back to extract the 

secret-image and cover-image 

Step 11: Enhance the extracted secret image using 

Gaussian filters. 

Step 12: End.  

  

B. Embedding module 

Input: Grayscale host-image and secret-image 

Output: stego-image 

Step 1: Begin 

Step 2: Read the input images 

Step 3: Check whether the lower bound pixel and 

upper bound pixel is 1 and 254 

Step 4: Partitions the cover-image into smaller 

blocks 

Step 5: For each block, select a pixel as maximum 

and take the difference between the maximum 

pixel and remaining pixel. 

Step 6: Generate the difference histogram 

Step 7: Shift the histogram and embed the secret 

bits 

            Step 8: End 

 

C. LBP and UBP handling module  

Input: Grayscale image 

Output: LBP =1 and UBP=254 

Step 1: Begin 

Step 2: Read the input image 

Step 3: Check whether LBP=0 and UBP=255 if it 

is then set LBP=1 and UBP=254 

Step 4: End 

 

D. Block division module  

Input: Grayscale image 

Output: Image divided into blocks 

Step 1: Begin 

Step 2: Read the input image 

Step 3: Divide the image into non-overlapping-

blocks 

Step 4: For every block, select maximum reference 

pixel 

Step 5: Take the difference-between chosen 

maximum pixel and remaining pixels in the block. 

Step 6: End. 

 

E. Extraction module 

Input: stego-image 

Output: secret image and restored cover image 

Step 1: Begin 

Step 2: Read the input images 

Step 3: Partitions the input image into non-

overlapping-blocks 

Step 4: In each block select the maximum pixel 

value as reference pixel. This reference pixel is the 

same pixel selected in embedding process. 

Calculate the average btw reference and remaining 

pixel. 

Step 6: Generate the different histogram 

Step 7: Shift the histogram back and extract secret 

bits 

      Step 8: End 

 

F. Enhancement module  

Input: Secret image 

Output: Enhanced secret image 

Step 1: Begin 

Step 2: Read the input image 

Step 3: Enhance the secret image using Gaussian 

filters   

            Step 4: End 

V. PERFORMANCE ANALYSIS 

Performance analysis is a section where it is checked 

whether the proposed method reached the expectation. Here 

we evaluate the proposed system with reference to the 

previous approaches. In the project, we have taken Peak 

signal noise ratio and Mean square error to measure the 

performance of the proposed system. 

a. Result analysis 

In image steganography, we hide the secret image 

inside another image, which can be called as cover 

image where quality of both secret image and cover 

image is an important factor. Peak signal noise ratio 

(PSNR) measures the quality of the image. High the 

PSNR value represents the better image quality and less 

probability of identifying the presence of secret data. 

As the PSNR value of the image increases, it gets 

difficult to detect the presence of secret image in cover 

image.  

b. Peak signal noise ratio (PSNR) 

In image steganography quality of the images are one 

of the important factors. Quality of the image before 

embedding and after extraction are compared to 

evaluate the capacity of the algorithms implemented. 

Here PSNR performs this investigation. 

                           PSNR=10*  

c. Mean square error (MSE) 

After embedding secret image in cover image, the 

cover image and stego image are compared to check 

the pixel value differences in both the images. MSE 

performs the compression between cover image and 

stego image with the given formula below.   

                          

MSE=  

 w and h are width and height of the host image 

 Mij is the pixel value of the cover image 
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 Nij is the pixel value of the stego image 

 

Table 1 shows the calculations of PSNR and MSE 

values. Column one holds the names of the secret 

image which is embedded into the column two of 

images.   

TABLE 1 MSE and PSNR of the proposed work 

Secret image Cover image MSE  PSNR 

Baboon Resized desert 8.39 36.075 

Code Charlie 6.37 36.216 

Terrorist Koala 10.82 36.050 

Baboon Barbara 7.99 36.069 

Hydrangeas Jelly fish 6.39 36.118 

VI. CONCLUSION 

In the paper, for the process of steganography multiple 

algorithms are implemented. By using this algorithm, we 

achieve better efficiency and quality of steganography. In 

the paper we divide the images into blocks which helps in 

finding best template for embedding and also requires less 

time to embed the secret image. In proposed method the 

secret data is hidden in the LSB of the cover image hence 

there will be tiny amount of changes in the pixels which 

cannot be identified by necked eyes hence stego image 

appears same as the cover image. The stego-image at the 

receiver side is divided into cover image and secret image 

using extraction techniques. The extracted secret image is 

implemented to enhancement techniques, which enhances 

the secret image. The proposed method performs 

enhancement of the secret image which gives a clear picture 

of the secret data. 
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