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Abstract: Cloud computing is the recent technology promotes the users to store their sensitive data in external storage
system through Internet. Online storage may cause many new security threats in cloud environment. The cloud storage
system suffers from the security risks such as data breach, data loss, data leakage and etc. The proposed scheme
exclusively concentrates on one of cloud security risks, data leakage due to the loss of cryptographic keys .To protect
against data leakage; it is extensive to suggest secure key distribution technique through a secure channel which detects
eavesdropping. The proposed work uses secure socket layer quantum key distribution (QKD) protocol to transfer the
secret key between users and key server in cloud environment .One of the QKD protocols, Bennett and Brassard 84
(BB84) protocol is used to generate the secret key. This work uses the key as one-time pad for encryption/decryption
which ensures unconditional security. Extensive theoretical and experimental analysis exhibits that the proposed
method is secured against data leakage and detects man-in middle attack and eavesdropping while exchanging secret

key.
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l. INTRODUCTION server and client involved. Besides, the cloud service

Cloud computing has emerged as a large pool of
computing  resources, storage, network, security,
programming and execution environment that is provided
on pay per use basis. Cloud computing provides the on
demand services over Internet. Virtualization [34], on-
demand services, rapid elasticity, instant service and- pay-
for-use are the characteristics of cloud computing. The
cloud system has global remote servers to store and
process data (everything is done in the cloud). Cloud
storage promotes users to store their sensitive data without
worrying about any local maintenance of data. Preserving
user’s sensitive data [33] safe and secure is the obvious
challenge in rapid development of today’s information
technology. Storing sensitive data onto cloud storage
causes severe concern over security problems [31,32].
While organizations use the cloud to store their data, the
secure network access to cloud is significant. Obviously
the encryption algorithm is the best metric to measure the
Information security. In situations, where encryption is
used as for data confidentiality promise, the key
management is the critical issue in information security.
This paper particularly discuss about data leakage due to
the loss of secret key where insecure key distribution
through an insecure channel. SSL offers a secure [28]
channel which prevents prying eyes from reading
information and verifies authentication [28] to identify the

157 | IREAMV0511260020

DOI : 10.35291/2454-9150.2020.0182

provider can be compromised by any adversaries.

Hence the proposed scheme uses a separate key server to
take care of the key management tasks. The secure socket
layer is the network security protocol which provides
encrypted channel [1, 27] for private communication
between the peer entities. The accurate implementation of
SSL can protect key material as it is being transmitted
from key server to client and vice versa. The SSL protocol
uses public key cryptography based key distribution
techniques namely Diffie-Hellman key exchange
algorithm and RSA key exchange algorithm to generate
and distribute the secret key in its handshaking phase is
replaced by the quantum key distribution protocol [1]. The
traditional key distribution techniques transferring discrete
information does not give any indication about
eveasdropping [7].So the quantum key distribution
protocol is used to generate and distribute the secret key
which can detect eavesdropping [10].

The quantum cryptographic technique prevents hackers
from reading confidential information of users via Internet.
As discussed in [2], the quantum cryptographic techniques
are secure against quantum computer attack. To ensure
secure authentic communication in cloud, the proposed
work uses SSLQKD [1] protocol to distribute the key. In
this proposed work one of the QKD protocols, Bennett and
Brassard 84 (BB84) [2] is used with SSL to provide
security in cloud storage system. This work uses quantum
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key distribution protocol to generate a secret key and
securely transmits over an authentic channel. The secret
key generated is used as one-time pad that ensures
unconditional security [16] and SSL handshake protocol
provides mutual authentication [1] to authenticate SSL
enabled client and key server. This scheme uses the SSL
connection only to generate and distribute the key between
key server and user.

Il. SECURE CLOUD ARCHITECTURE

The secure cloud environment model is represented in
Fig.1. The cloud storage provides a convenient platform
for storing user’s information onto the cloud. Data security
specifically depends on the secrecy of the shared secret
key. Consequently, the proposed work aims to generate a
secret key using secure key generation technique through a
secure channel .For every data uploads at different times
the user has to generate a new secret key with the key
server.This work uses a separate key server to take in part
of key generation and key management. Assume that key
server managed by cloud administrator cannot be
compromised. Hence the secret key shared by key server
and client cannot be modified. The secure cloud
architecture is shown in fig 1.

The keyserver stores the secret key of every user with their
identity and public key.The secret Key information of
different users is encrypted by keyserver’s private key(No
one can trace it).To download data from the cloud
server;in case ,if the user missed his secret key the user
can contact the key server by giving his public key id and
user id provided by key server.The key server verifies the
details given by user and gives the corresponding secret
key encrypted by the user’s public key.
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Fig 1. Secure Cloud Architecture
The user can decrypt it and collects his secret key to
decrypts his data.This model restricts that only the owner
of the data can do either encryption or decryption where
the users can use this secure envirnoment to store their
private information not to reveal anyone.. The sample
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database maintained by key server is shown in table which
encrypted using keyserver’s secret key.

Figure 2. Sample database of keyserver

1. SSLQKD PROTOCOL: SECURE KEY

DISTRIBUTION

The SSLQKD protocol works as follows. The SSLQKD
session starts with Quantum SSL handshake protocol
.Before starting the communication the client and server
has to share a key which is used for unconditional
authentication [15] and to generate shared secret key.
Assume that there is no preshared key for the new client
with cloud server initially. The new user has to share his
key with cloud server using server’s public key which is
signed by the certificate authority (CA).The CA is
controlled by key server.

The SSL certificate is in the form:

cer = E(PR¢y, (1D, |PU,.y))

This work discusses the two different protocol designs;
one is without using preshared secret key (SSLQKD-I) for
the new client and cloud sever and the other one uses
preshared secret key (SSLQKD-II) to generate secret key.
The algorithm explains how SSLQKD protocol works.
The session starts with the handshake protocol to
instantiate - the security parameters between client and
server.

Algorithm: SSLQKD protocol

1. /**... Session starts with handshake between
client and key server.
2. Handshake uses QKD protocol to distribute the
key...*/
3. Client: Hello (client: Random bits) = Server.
4. Server: Hello (server: Random bits) = Client.
Execute step (5) or (6)
5. /' * For the initial session with cloud server */
/ISSLQKD-I
i. Server: Send (SSLcertificate) -> Client.
ii. SSLcertificate:
cer = E(PREA’ [ID39r|PUssr}) :]
iii. Decrypt (SSLcertificate) = PUserver.
iv. Client: Encrypt (Shared Key) = Server
v. Server: ACK (Shared Key) = Client.
vi. Goto step (7)
6. /*If akey is PreShared between Client and
Server */
/ISSLQKD-II
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user id |pub|ic: key user| preshared key | secret key
uid13 15675 1001 100111100
uid15 45622 10100 1001100100
uid17 B75999 10100 1010100100
uid19 796395 101001111 111110010071




i. Server: Hash (PreSharedkey) = Client
ii. Client: Verify (PreSharedKey) = Server.
iii. If (verify (Hashcode) ==true)
iv. Client: ACK (positive) = Server.
v. Goto step(7)

vi. else

vii. Ignores the connection.

viii. Goto step (5).

7. Server: Enco= polarizationbasis

(000100....0010) = client.
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8. Client : Measure_polarizationbasis( Enco)
9. Confirmation: Generated key.
10. Server: ChangeCipherSpec, TLSFinished =

Client.

11. Client: ChangeCipherSpec, TLSFinished =
Server.

12. if (Client(TLSFinished) == Server (TLSFinished)
)

a. Client and Server mutually
authenticated.

Key Server’s choice of random bits 1 1 0 1 0 0 1 0 1 1 1 1 0 0
Key Server’s choice of random basis + |+ |+ | x | x |+ |x |X x |x |+ |+ |+ |+
Server sends _ | \ |/ [ \ |/ \ \ _ | [ [
Client’s choice of random basis + X + + X + X + X X + + + +
Client’s string 1 0 0 1 0 0 1 1 1 1 1 1 0 0
Same basis? Y [N |Y IN|]Y |Y |[Y [N |Y |Y |Y |Y |Y|Y
Sifted bits 1 0 0 |0 1 1 1 1 1 0 |0
Public discussion

Compare the subset of sifted bits 0 1

Comparison result Y Y

Secret key generated 1 0 0 1 1 1 1 0 0

Table. 1 Key generation using QKD is represented.

Key generation using QKD is represented in tablel. From
table 1, the key generated is: 100111100 and is shared
between client and server. The generated key is used as
one-time pad to provide unconditional security. The
generated key will be used as shared secret for the next
session.

IV.DETECTION OF EAVESDROPPING

In this work the user who wishes to store their data in
external cloud storage uses quantum computation and
encryption for processing their data. The cloud user uses
QKD protocol for generating and distributing the secret
key over secure channel. While generating the secret key
there is a possibility for the eavesdropper to listen on the
communication. The key generation is done in two
different channels through quantum channel and public
channel. After the key has been generated, a part of key
generated has to be verified (sifted phase) through public
channel. Client and server publicly agreed upon the
random subset of bits from the sifted bits and compare the
corresponding bits. During sifting phase, there is a
possibility for the eavesdropper to listen to the
communication and disturbs the communication. In the
absence of noise, if the comparison shows an
inconsistency, then there is a possibility for the presence of
eavesdropper.

The probability to find the presence of eavesdropper (24
) is calculated using equ.4
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- 1-(f

4)
Where,

N-number of key bits for public comparison.

V. DETECTING MAN-IN-MIDDLE

ATTACK
Quantum Key distribution protocol is vulnerable to man-
in-middle attack [11] and [20] when used without
authentication. This works uses SSLQKD protocol which
provides secure transaction between SSL enabled client
and SSL enabled key server. SSLQKD uses quantum SSL
handshake protocol to instantiate the communication. At
the end of the SSL handshake protocol,
ChangeCipherSpec message and finished message have
been exchanged. The SSLQKD ensures mutual
authentication at the end of quantum SSL handshake
protocol by calculating SSL finished message at both
sides.
SSL  finished can be calculated as
pre_mastersecret = K + 5§
(%)
1. At client side:

follows.

© 2020, IJIREAM All Rights Reserved.




International Journal for Research in Engineering Application & Management (IJREAM)

ISSN : 2454-9150 Mol-05, Issue-12, Mar 2020

mastersecret = PRF (pre_mastersecret, "mastersecret” , clienthello. random)(13)

= g Yo "
(6) Fwong;r:l—zﬁ : (1——)[1—1‘?;(1—0::])
PRF(mastersecret, finished_label, hash(handshakemessage) =0 - 2
(7 (14)

2. At server side:

Yo .
Pwrong =1 — (1 - ?) gHm(1-a)

mastersecret = PRF (pre_mastersecret, "mastersecret”, serverhello.random)

(®)

(15)

This work shows the security of quantum key

PRF(mastersecret, finished_label, hash(handshakemessage) distribution [20] against the man-in-middle attack. If any

9)
SSL finished message is calculated using pseudo Random
number generator function. SSL finished message from
client side has to be calculated by client using equ 7 and
has to be verified at server side .SSL finished message
from server side has to calculated by server using equ 9
and also has to verified at client side. In this SSLQKD the
man-in-the-middle attack can be detected at the final stage
of SSL handshake protocol. If any mismatches on the
calculated SSL finished, then the attacker is detected.

VI. PERFORMANCE ANALYSIS

a. Measuring QBER:
The client and server wish to have secure communication
use the SSLQKD protocol to generate and distribute the
secret key. The SSLQKD protocol uses the BB84 protocol
for quantum key distribution.  During public
announcement, if the eavesdropper is present the bit values
of server and client will be differed. After a sifted key is
transmitted through quantum channel, a small portion of
the sifted key is verified through public channel to find the
anti-correlation [19] between shared bits. This error is
referred as quantum bit error rate (QBER). In presence of
eavesdropper or hacker the Quantum bit error rate (QBER)
increases. The QBER can be calculated [19] by dividing
the number of errors by the size of the sample and
multiplying by 100.QBER is used to identify how efficient
the system is and to identify the presence of eavesdropper.
The Quantum bit error rate (QBER) can be calculated
using the equation (10) as
QEER = Pwrong /(Pwrong + Pcorrect)
(10)
And the key generation probability is measured as in
equation (11),
KGP = Pcorrect + Pwrong
(11)
Assuming that the photon number per pulse satisfies a
poissonian distribution Pcorect @Nd Pyrong Can be calculated
using the formula (25) and (26) respectively,

pte”
Pcorrect=1— Z
1!
n=10

(12)

¥o\ -
Pcorrect = 1 — (1 - Tp) g HmMa

r

u
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hacker on the secure channels then QBER (Q bit error
rate) increases and finally the hacker will be detected. The
error correction is done through public channel; some of
information of secret key may leak to hacker. The process
of privacy amplification ensures that no information about
final secret key has been leaked to hacker during error
correction. The error correction and privacy amplification
are to make sure the secret key is secure.

Performance analysis:

The Netscape navigator and internet explorer supports
SSL. The SSLQKD protocol is implemented based on
software simulation. The proposed protocol is secure
against eavesdropping and man-in-middle attack by the
law of quantum physics. The efficiency of the secure
system can be verified by measuring the value of QBER.
In Fig.3 all QKD sessions have been performed at a
quantum bit error rate (QBER) of 5% and also 20% of
sifted bits have been used for public comparison to
estimate the amount of QBER. In Fig.4 describes the
probability of detecting eavesdropping.
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Fig .3. Quantum key generation with QBER = 5%
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Fig .4. Probability of detecting eavesdropping

VII. CONCLUSION

This scheme deploys a secure transaction cloud
environment using secure socket layer quantum key
distribution protocol (SSLQKD).The paper explains the
SSLQKD for distributing secret key between key server
and client securely. BB84 QKD protocol was implemented
to generate secret key. The generated secret key is used as
one-time pad that provides unconditional security. For
every upload of user’s data, new secret key is generated to
encrypt the data. The SSLQKD protocol has proved to be
secure against man-in-middle attack and detects
eavesdropping by mutual authentication and measuring
QBER. In future, the new feature SSL termination may be
used with cloud load balancer to achieve a significant
performance increase while dealing with high volume of
SSL traffic.
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