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Abstract Intrusions detection systems (IDSs) are systems that try to detect attacks whenever they occur. IDSs assembles 

network traffic information from some point on the network or computer system, which is used to protect the network 

from intruder. Intrusion Detection Systems are either Misuse-Detection based or Anomaly Detection Based. Misuse-

Detection based IDSs the IDS analyzes the information it gathers and compares it to large databases of attack signature 

whereas anomaly detection based IDSs can also detect new attacks by using heuristic methods. In this paper, a hybrid 

anomaly intrusion detection system is proposed by using K-means for clustering of packet and SVM Gaussian Kernel 

for the cost efficient classification of packets.  
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I. INTRODUCTION 

Nowadays with the excess use of Internet and online 

procedures requesting a secure channel, it has become an 

basic requirement to secure the network. There are various 

hazardous sources including software virus mostly as the 

operating systems and software used becomes more 

functional[1]. Intruders who do not have rights to access 

these data can lift important and private information 

belonging to network users. Firewalls are hardware or 

software systems placed in between two or more computer 

networks to stop the attacks, by dividing these networks 

using the rules determined for them. It is very clear that 

firewalls are not enough to secure a network completely 

because the attacks committed from intruders from outside 

the network are stopped whereas inside attacks are 

complicated to detect[1]. 

An Intrusion Detection System (IDS) is a security 

software tool that detects unwanted activities coming from 

various internet sources like spamming, spoofing, filtering 

etc.  and gives an alert message on any doubtful activity is 

observed. It scans the network traffic or a system for 

harmful activities or policy attempts. Any malicious venture 

or violation is often reported to either to administrator or 

collected centrally employing a security information and 

event management (SIEM) system. A SIEM system 

consolidates outputs from multiple sources and uses alarm 

filtering techniques to differentiate malicious activities from 

these collected data. 

Although intrusion detection systems monitor networks 

for probably malicious activity, they are additionally 

disposed to false alarms. Hence, organizations got to fine-

tune their IDS product once they initial install them. It 

suggests that properly fixing the intrusion detection systems 

to acknowledge what traditional traffic on the network 

seems like as compared to malicious activity. 

Intrusion bar systems additionally monitor network 

packets incoming the system to see the malicious activities 

concerned in it and directly sends the warning notifications. 

 

Fig.1.Intrusion Detection System- Classification, 

Detection Mechanism & Intrusion Techniques. 

II. TYPES OF INTRUSION DETECTION SYSTEM 

 Different types of Intrusion Detection System: 

1. Network Intrusion Detection System (NIDS): 

Network intrusion detection systems (NIDS) detect 

malicious activity like denial of services (DoS) attacks, 

port scans by monitoring network traffic. It investigate all 

the packet passing on the entire network and matches the 

traffic that is passed on the subnets to the collection of 

known attacks. Once an attack is identified or abnormal 

activity is observed, the alert message is sent to the 

administrator. An example of an NIDS is installing it on 
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the subnet where firewalls are located in order to see if 

someone is trying compromise the firewall. 

2. Host Intrusion Detection System (HIDS): 

Host intrusion detection systems (HIDS) run on 

independent hosts or a devices on the network. A HIDS 

monitors the incoming and outgoing packets from the 

device and will alert the administrator if suspicious or 

malicious activity is detected. The principle of operation 

of HIDS depend on the fact that the successful intruders 

or botmaster will generally leave the trace of their 

activities such as keystroke logging, identity theft 

spamming, botnet activity, spyware-usage. This system is 

an instance based system where it takes a snapshot of 

existing system files and compares it with the previous 

snapshot. If the analytical system files were compromised 

then an alert is sent to the administrator to investigate the 

same. An example of HIDS usage can be seen on mission 

critical machines, which are not expected to change their 

existing system. 

INTRUSION TECHNIQUES OF IDS: 

1. Signature- based Method: 

Signature-based IDS detects the attacks on the basis of 

the some specific patterns such as number of bytes or 

number of 1’s or number of 0’s in the network traffic. It 

also detects on the basis of the already known malicious 

instruction sequence that is used by the intruders. In IDS 

detected  pattern  are known as signatures. 

Some of the attacks which are already present in the 

system can be easily detected by Signature-based IDS, 

but there can be new malware attacks which can’t be 

detected as their patterns are new to the system. 

2. Anomaly- based Method: 

Anomaly-based IDS was introduced to detect the 

unknown malware attacks as new malware are developed 

so drastically. In anomaly-based IDS by using machine 

learning to create a trustful activity model and anything 

coming is compared with that model and it is declared 

suspicious if it is not found in model. Machine learning 

based method has a better comprehensive property in 

comparison to signature-based IDS as these models can 

be trained according to the applications and hardware 

configurations. 

III. LITERATURE REVIEW 

The Botnet population is growing rapidly and  they 

represent some computer armies and have become a  huge 

threat on the Internet[1]. 

A hybrid IDS combines K-means and two classifiers: K-

Nearest Neighbor and Naïve Bayes for anomaly detection. 

Entropy based feature selection algorithm which selects the 

essential attributes and removes the redundant attributes. 

This algorithm operates on the KDD-99 Data set; this data 

set is used worldwide for evaluating the performance of 

different intrusion detection systems. The next step is 

clustering phase using k-Means [2].  

Hybrid IDS  combine the two approaches in one system. 

The hybrid IDS is come by combining packet header 

anomaly detection (PHAD) and network traffic anomaly 

detection (NETAD) which are anomaly-based IDSs with the 

misuse-based IDS Snort which is an open-source project. 

[3] 

KDD99 (knowledge Discovery and Data Mining) intrusion 

detection[5] contest is specified. This system can detect the 

intrusions and further classify them into four categories: 

Denial of Service (DoS), U2R (User to Root), R2L (Remote 

to Local), and probe. The main goal is to reduce the false 

alarm rate of IDS1.[4] 

IV. PROPOSED SYSTEM 

In this proposed architecture, we are capturing a packets 

from network using JPCAP and WINPCAP. Data 

preprocessing is a technique which transforms the raw data 

into clear format. In machine learning feature reduction is 

the process of reducing the number of random variables 

under consideration come by a set of principal variables. It 

is divided into feature selection and feature extraction. In 

feature selection a set of relevant features are selected from 

set of features. 

Feature selection: 

F={X1,X2,X3,……Xn} 

F’⊆F={X1’,X2’,…..,Xm’} 

Feature extraction transforms or projects the original set of 

features into a new subspace which has smaller no of 

dimensions. Projection to M<N dimensions, In feature 

extraction and selection we can improve and maintain the 

classification accuracy and simplify classification 

complexity. In training we train the model to identify the 

suspicious packets received from packet capture module. k-

means is an unsupervised learning algorithm which is used 

to solve many clustering problem. In proposed module it 

creates the clusters of similar packets. 

 

Fig. K-means Clustering example 

SVM algorithm is used to classify the packets and generate 

the results.  
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Fig.2.Proposed Architecture of Hybrid IDS 

3.2. K Means Algorithm for Intrusion Detection:  

1. Choose randomly five data records as initial Clusters 

Mean (cluster centre).  

2. Evaluate the new centriod for the dataset, for each data 

record x from D,  

3. Find the Euclidean distance between data record x and 

each cluster mean.  

4. Allocate data record x to the closest cluster.  

5. Re-calculate the mean for current cluster collections. 

6. Perform  the procedure until we get stable clusters.  

7. Use these centroid classification of anomaly and 

normal traffic 

The objective function is [7]:  

J=∑k
i=1 ∑n

j=1  dij(Xj,Ci) 

Where dij(Xj,Ci) is a chosen distance measure 

(Euclidean distance) between a data point xj and the cluster 

center ci, is an indicator of the distance of the data points 

from their respective cluster centers.  

3.3. SVM Classifier  

SVM classifiers are used as it produces better results for 

binary classification when compared to other classifiers. But 

use of Linear SVM has some disadvantages of getting less 

accuracy result, over fitting result and robust to noise. These 

short comings are effectively overcome by the use of 

Gaussian Kernel SVM where nonlinear kernel functions are 

used.  

K(x,y) = exp(-||x-y||2)/(2σ2) 

The Gaussian Kernel function is used in proposed system 

mainly because it has less mathematical calculations. The 

kernel value of Kernel function always lies between zero 

and one. Thus, it is used as default kernel function for SVM 

classifier. 

V. PROPOSED EXPERIMENTAL EVALUATION 

For evaluation no of evaluation matrix are used for error 

metric; to know what are the errors on assuming H. for 

accuracy: precision, recall, etc. Suppose we want to make 

prediction of a value for a target feature on example X. Y is 

the observed value of target feature on X, Y’ is the 

predicted value of target feature on example X. 

Y’=h(X). 

If Y’ and Y are same then no error & else error is present. 

Absolute error on single training example=|h(x-y)| Absolute 

error on no of training example=1/n∑| h(x-y)| 

Sum of squares errors=1/n∑δ(h(x)-y)2 

δ = 1 if h(x), y are different. 

δ = 0 if h(x), y are same. 

Accuracy=(TP+TN)/(P+N) 

Precision=TP/(TP+FP) 

Recall=TP/P 

Where, 

P=Positive 

N=Negative 

TP=True Positive 

FP=False Positive 

TN=True Negative 

In proposed hybrid architecture we will get a good accuracy 

level for the detection of intrusion and reduce the 

misclassification of packets. 

 

Fig.3.Performance and result analysis of proposed system 

Above fig.3 shows the performance and result analysis of 

proposed system. Here we consider performance measure as 
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reduced feature set, time efficiency, cost efficiency, 

improved results and accuracy of packet classification. 

VI. CONCLUSION 

Signature-based systems can only detect attacks that are 

present in system before whereas anomaly based systems 

are able to detect unknown attacks. Anomaly-based IDSs 

make it possible to detect attacks whose signatures are not 

included in rule files. In proposed architecture we get a 

good level of accuracy of packet classification by using k-

means algorithm and SVM Gaussian Kernel. SVM 

Gaussian Kernel is mostly responsible for cost reduction of 

proposed system. 
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