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Abstract—Today, many machine learning models and artificial technologies have been developed to build smart 

application systems based on multimedia inputs to achieve intelligent functional features, such as recommendation, 

object detection, classification, and prediction, natural language processing, and translation, and so on. This brings 

strong demand for quality validation and assurance for AI software systems. Current research work seldom discusses 

AI software testing questions, challenges, and validation approaches with clear quality requirements and criteria. A 

huge amount of data are created every day from many different sources that need to be monitored and analyzed 

properly and report results and take action. More complex software applications have been built, time is becoming a 

critical factor to release applications that must be fully tested and comply with Business Requirements. AI plays a key 

role in Software Testing and can get more accurate results and saves time. This paper discusses the Artificial 

Intelligence key pillars that can be used in Software Testing. Finally, it discusses the challenges, issues, and needs in AI 

software testing. 
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I. INTRODUCTION 

According to the report [1], the automation testing market 

size is expected to grow from USD 8.52 Billion in 2018 to 

USD 19.27 Billion by 2023, at a Compound Annual 

Growth Rate (CAGR) of 17.7% during the forecast period 

(2018–2023). With the fast advance of big data analytics 

and AI technologies, numerous AI software and 

applications have been widely accepted and used in 

people’s daily life. Artificial intelligence is one of the most 

overloaded buzzwords in the digital marketplace. “AI” 

conjures up images of things like all-powerful super-

computers, hell-bent on human destruction; voice-control 

assistance in the way of Alexa or Siri; computer chess 

opponents; or self-driving cars. 

It’s also important to realize that the scope of what is 

considered “AI” changes over time. At one time, for 

example, people considered optical character recognition 

(OCR) state-of-the-art in AI. Or the question-and-answer 

responses from Siri and Alexa, where at one time the 

impact was considered state-of-the-art, are now largely 

taken for granted and not always considered an AI system. 

The same thing will happen with software testing tools — 

innovations in automation today will become expected as 

new capabilities evolve. But for now, let’s consider AI in 

software test automation in 2019. 

The use of AI in software development is still in its infancy, 

and the level of autonomy is much lower than seen in more 

evolved areas of work such as self-driving systems or 

voice-assisted control, although it is still driving forward in 

the direction of autonomous testing. The application of AI 

in software testing tools is focused on making the software 

development lifecycle easier. Through the application of 

reasoning, problem-solving, and, in some cases, machine 

learning, AI can be used to help automate and reduce the 

amount of mundane and tedious tasks in development and 

testing. 

Where AI shines in software development is when it is 

applied to remove those limitations, to enable software test 

automation tools to provide even more value to developers 

and testers. The value of AI comes from reducing the direct 

involvement of the developer or tester in the most mundane 

tasks. (Human intelligence is still very much needed in 

applying business logic, etc.)  

For example, consider that most (if not all) test automation 

tools run tests for you and deliver results. Most don’t know 

which tests to run, so they run all of them or some 

predetermined set. So what if an AI-enabled bot can review 

the current state of test status, recent code changes, code 

coverage, and other metrics, decide which tests to run, and 

then run them? Bringing in decision-making that’s based on 

changing data is an example of applying AI (And Parasoft 

does this, by the way). The software is effectively able to 

replace the developer/tester in the decision-making process. 

The benefit of applying this to a CI/CD pipeline is clear. 

Intuitively, AI software testing refers to diverse quality 

testing activities for AI-based software systems using well-
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defined quality validation models, methods, and tools. Its 

major objective is to validate system functions and features 

developed based on machine learning models, techniques, 

and technologies. AI software testing includes the 

following primary goals:  

- Establish AI function quality testing requirements and 

assessment criteria  

- Detect AI function issues, limitations, and quantitative 

and quality problems  

- Gain the quality confidence of AI functional features 

developed based on AI techniques and machine learning 

models.  

- Evaluate AI system quality against well-established quality 

requirements and standards. 

Machine learning research is a subset of overall AI 

research, with a focus on decision-making management 

based on previouslyobserved data. This is an important 

aspect of AI overall, as intelligence requires modifying 

decision-making as learning improves. In software testing 

tools, though, machine learning isn’t always necessary — 

sometimes an AI-enabled tool is best manually fine-tuned 

to suit the organization using the tool, and then the same 

logic and reasoning can be applied every time, regardless of 

the outcome. 

A. SOFTWARE TESTING OVERVIEW 

 

Fig1: Software Testing Life Cycle Phases 

The definition of testing according to the ANSI/IEEE 

1059 standard is the process of analyzing a software item 

to detect the differences between existing and required 

conditions (that is defects/errors/bugs) and to evaluate 

the features of the software item [2]. Software testing is 

the practice and process to check whether the software's 

actual results match the expected results as per the 

requirements and specifications and ensure that the 

software is defect-free. The goals of the software testing 

are to identify errors, faults, gaps, and missing 

functionalities as per the requirements and specifications.  

Software testing types are as following:  

 Manual testing: Testing of the software manually 

without using any automated tool or scripts.  

  Automated testing: It is also known as “Test 

Automation”, which is when the tester writes scripts 

and uses another software to test the software.  

 Software testing life cycle phases take place 

throughout the software development life cycle 

(SDLC). It is generally divided into several distinct 

phases as following: requirements analysis, test 

planning, test development, test execution, evaluating 

exit criteria, and test closure as shown in Figure 2. 

 

Fig2: Testing Levels 

Testing is done throughout several levels and stages as 

shown in Figure 3, the following are the main levels: 

 Development Testing: 

It consists of the following types:   

 Unit Testing: Testing basic units such as method 

or class and focusing on functionality.  

 Component Testing: Integrating software units 

and testing them, focusing on testing the 

components interface. 

 System Testing: Integrating components from 

different teams and reusable code and third-party 

code than testing the whole system.   

 Release Testing: 

It consists of the following types:  

 Requirements Testing: Inventing test cases from 

each requirement.  

 Scenario Testing: Inventing a scenario of the 

system and using and testing this scenario.  

 Performance Testing: is designed to check that 

the system can process its intended load.   

 User Testing: 

It consists of the following types:  

 Alpha Testing: is done in a development 

environment. 

 Beta Testing: is done in the user environment. 
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 Acceptance Testing: is performed by a customer. 

II. LITERATURE REVIEW 

Software testing is a quality assurance activity that consists 

of evaluating the system under test (SUT) by observing its 

execution to reveal failures. A failure is detected when the 

SUT's external behavior is different from what is expected 

of the SUT according to its requirements or some other 

description of the expected behavior. Since this activity 

requires the execution of the SUT, it is often referred to as 

dynamic analysis. In contrast, there are quality assurance 

activities that do not require the execution of the SUT. 

Essentially, problem-solving using computers revolves 

around coming up with algorithms, which are sequences of 

instructions that when carried out turn the input (or set of 

inputs) into an output (or set of outputs). For instance, 

several algorithms for sorting have been proposed over the 

years. As input, these algorithms take a set of elements 

(e.g., numbers) and the output is an ordered list (e.g., list of 

numbers in ascending or descending order). 

Many problems, however, do not lend themselves well to 

being solved by traditional algorithms. An example of a 

problem that is hard to solve through traditional algorithms 

is predicting whether a test case is effective. Depending on 

the SUT, we know what the input is like: for instance, for a 

program that implements a sorting algorithm, it is a list of 

elements (e.g., numbers). We also know what the output 

should be: an ordered list of elements. Nevertheless, we do 

not know what list of elements is most likely to uncover 

faults: that is, what inputs will exercise different parts of 

the program’s code. 

Since 2017, we asked our software quality testing class 

students (CMPE287) in San Jose State University to 

validate numerous selected mobile apps with AI features. 

We requested the students to validate the selected mobile 

apps by targeting functions/features built-in with machine 

learning techniques. Students are required to perform their 

testing projects using selected conventional testing methods 

and approaches, such as scenario-based testing and decision 

table testing approaches. 

In general, AI software needs to be tested at both function 

and system levels. At the system level, all of the system 

quality of service (QoS) parameters must be validated like 

conventional system testing. The common QoS parameters 

include system performance, security, reliability, 

availability, and scalability. Compared to conventional 

software testing, the AI function testing process primarily 

focuses on their unique features, such as oracle problems, 

learning capability, and timeliness testing. 

When it comes to automation testing, Artificial Intelligence 

is being used widely in object application categorization for 

all user interfaces. Here, recognized controls are 

categorized when you create tools and testers can pre-train 

controls that are commonly seen in out-of-the-box setups. 

Once the hierarchy of controls is observed, testers can 

create a technical map such that the AI is looking at the 

Graphical User Interface (GUI) to obtain labels for the 

different controls.With testing being all about verification 

of results, one needs access to a plethora of test data. 

Interestingly, Google DeepMind created an AI program that 

utilizes deep reinforcement learning to play video games by 

itself, thus, producing quite a lot of test data. 

Down the line, Artificial Intelligence will be able to 

observe users performing exploratory testing within the 

testing site, using the human brain to assess and identify the 

applications that are being tested. In turn, this will bring 

business users into testing and customers will be able to 

automate test cases fully. 

When user behavior is being assessed, a risk preference can 

be assigned, monitored, and categorized accordingly. This 

data is a classic case for automated testing to evaluate and 

weed out different anomalies. Heat maps will assist in 

identifying bottlenecks in the process and help determine 

which tests you need to conduct. By automating redundant 

test cases and manual tests, testers can, in turn, focus more 

on making data-driven connections and decisions. 

Ultimately, risk-based automation assists users in 

determining which tests they need to run to get the greatest 

coverage when limited time to test is a critical factor. With 

the amalgamation of AI in test creation, execution, and data 

analysis, testers can permanently do away with the need to 

update test cases manually continually and identify 

controls, spot links between defects and components in a 

far more effective manner. 

A related topic for AI Software testing is AI-based software 

testing. AI-based software testing refers to the leverage and 

applications of AI methods and solutions to automatically 

optimize a software test process in test strategy selection, 

test generation, test selection and execution, bug detection 

and analysis, and quality prediction. In recent years, 

numerous research papers are addressing this subject in 

different areas. They could be useful in facilitating AI 

software testing and automation. 

III. AI AND SOFTWARE TESTING  

As we can see from Figure 4, AI already covers many 

areas in software testing from the requirements analysis 

phase till test execution and closures. This is what 

currently in the market for the AI contribution in the 

software testing. 
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                Fig 3 Current AI Software Testing Coverage 

The AI trends underway in the software testing industry are 

very promising and AI will drive this industry with great 

results going forward. This is the future and companies 

already started investing in this industry. The following are 

the key expected contributions shortly for the AI in the 

software testing area, this was based on our research 

analysis and prediction study: 

 AI software testing will become an independent 

industry and will play a major role in IT. We expect 

that AI software testing will replace the QA and 

testers engineers. QA team and testers engineers will 

play a new role in tuning and monitoring the AI 

results.  

 AI will drive the software testing and will cover all 

testing stages from test preparations to planning, 

execution, and reporting without human intervention 

and errors. 

 AI software testing industry will produce more 

accurate results and will shorten the software 

development lifecycle than traditional testing 

techniques. When building software solutions, 

meeting deadlines will be a challenge especially that 

we might not be able to keep up with the 

overwhelming software demand, so AI will bridge this 

gap and will facilitate this challenge by shortening the 

required testing time.  

 AI will eventually have dedicated tools to effectively 

test new technology like Cloud Computing, IoT, Big 

Data, and other future technologies. Combining the 

new technologies will bring innovation to AI software 

testing because AI will play the integrator role in 

generating the required testing data for a specific 

product. 

 We expect that there will be specialized software and 

hardware solutions that can run AI deep learning and 

other AI algorithms and techniques to achieve more 

accurate testing results in a competitive timeframe. 

 AI also will play a key role in testing the customer 

requirements by applying the predictive analysis to 

check other similar products and services, to better 

understand what new features the customers need.  

 AI Software Testing will reduce time to market and 

will increase the efficiency of the organization to 

produce more sophisticated and complex software in a 

competitive timeframe. AI can analyze complex data 

automatically by using smart techniques and 

algorithms.  

 AI will cover most of the software product testing in 

all areas including application development, website 

development, database applications, mobile 

applications, games industry, real-time critical 

applications, embedded solutions, and others.  

 The new AI software testing tools will be innovative, 

agile, and smart. They will provide greater results to 

the beneficiaries and end-users.  

 By using AI algorithms and techniques, organizations 

and businesses will improve the customer experience, 

enhancing their products offering and increase the 

quality of the provided services, and will bring 

software stability to their products.  

 The AI predictive analytics will play a major role in 

discovering all possible test cases and will make the 

software products more robust, reliable and will 

exceed customer expectations. Machine learning, deep 

learning, NLP, and other AI areas are considered as a 

leading edge of most of the technologies around us. 

As we highlighted discussed,  

Bringing AI to software testing will release the great power 

of smart software testing automation and will move and 

push the software development and testing industry in a 

new era focusing on innovation and agility. 

IV. ADVANTAGES 

To list down some of the salient benefits of AI in testing – 

1. Improved accuracy  

To err is humanEven the most meticulous tester is bound to 

make mistakes while carrying out monotonous manual 

testing. This is where automated testing helps by 

performing the same steps accurately every time they are 

executed and never miss out on recording detailed results. 

Testers freed from repetitive manual tests have more time 
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to create new automated software tests and deal with 

sophisticated features. 

2. Going beyond the limitations of manual testing  

It is nearly impossible for the most significant software/QA 

departments to execute a controlled web application test 

with 1000+ users. With automated testing, one can simulate 

tens, hundreds, or thousands of virtual sets of users that can 

interact with a network, software, or web-based 

applications. 

3. Helps both developers and testers  

Shared automated tests can be used by developers to catch 

problems quickly before sending them to QA. Tests can run 

automatically whenever source code changes are checked in 

and notify the team or the developer if they fail. Features 

like these save developers time and increase their 

confidence. 

4. Increase in overall test coverage  

With automated testing, one can increase the overall depth 

and scope of tests resulting in an overall improvement of 

software quality. Automated software testing can look into 

memory and file contents, internal program states, and data 

tables to determine if the software is behaving as it is 

expected to. All in all, test automation can execute 1000+ 

different test cases in every test run providing coverage that 

is not possible with manual tests. 

5. Saved Time + Money = Faster time to Market  

With software tests being repeated every time source code 

is modified, manually repeating those tests can be not only 

time-consuming but extremely costly. In contrast, once 

created – automated tests can be executed again and again, 

with zero additional cost at a much faster pace. Software 

testing timespan can be reduced from days to mere hours 

which translates directly into cost savings. 

V. TOOLS 

Some of the popular AI-based test automation tools 

being used  

1. Testim.io 

 

This tool makes use of ML for the authoring, execution, 

and maintenance of automated tests. It emphasizes 

functional, end-to-end testing and user interface testing. 

The tool becomes smarter with more runs and increases the 

stability of test suites. Testers can use JavaScript and 

HTML to write complex programming logic. 

 

2. Appvance 

 

Appvance makes use of Artificial Intelligence to generate 

test cases based on user behavior. The portfolio of tests 

comprehensively covers what actual end-users do on 

production systems. Hence, this makes it 100% user-

centric. 

3. Test.ai 

 

Test.ai is mobile test automation that uses AI to perform 

regression testing. It is useful when it comes to getting the 

performance metrics on your application and is more of a 

monitoring tool than a functional testing tool. 

4. Functionize 

 

Functionize used machine learning for functional testing 

and is very similar to other tools in the market regarding its 

capabilities such as being able to create tests quickly 

(without scripts), execute multiple tests in minutes and 

carry out in-depth analysis. 

VI. CONCLUSION 

ML and software testing are two broad areas of active 

research whose intersection has been drawing the attention 

of researchers. Our systematic mapping focused on 

surveying research efforts based on using ML algorithms to 

support software testing. We believe that our mapping 

study provides a valuable overview of the state of the art in 

ML applied to software testing, which is useful for 

researchers and practitioners looking to understand this 
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research field either for the goal of leveraging or 

contributing to that field. 

The main advantage of the ML-based approaches described 

in the primary studies is that most approaches are likely to 

scale very well, thus we believe they can be used to support 

increasingly complex testing activities. Another advantage 

is that most approaches require minimal human 

intervention. As for the drawbacks, upon analyzing our 

results, we found that a key limitation of ML algorithms is 

that testers have to ensure that relevant data is available. 

Moreover, the available data must be in a form that 

facilitates the learning process using ML algorithms. 

Therefore, pre-processing all the available data is an 

inherent disadvantage of some ML algorithms. Another 

drawback that has the potential to hinder the widespread 

adoption of ML algorithms is that, if these algorithms are to 

be used effectively, software testing efforts will have to 

include informed testers at all levels. These testers will 

have to be able to deploy and interrogate the outcomes of 

ML-based approaches. In many cases, this will entail 

having people who might not have an in-depth 

understanding of the SUT but know how to work 

knowledgeably with the strengths and weaknesses of ML 

algorithms. We conjecture that the adoption of ML 

algorithms might in a way blur the roles of testers and data 

scientists. 

VII.  FUTURE WORK 

AI certainly has a role in the future of software usability 

testing. We’re on the brink of an era when machine learning 

will disrupt the way human usability testers work. While 

self-learning technology isn’t likely to replace humans, it 

will negate the need for many of the tedious tasks they 

currently perform, as long as people can learn to trust that it 

isn’t here to take over the world. 

Future work can look into other areas in AI and software 

testing. Deep learning is one promising area in AI that can 

provide better results than traditional AI algorithms. This 

area can be investigated to see how deep learning can play a 

role in software testing. 
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