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Abstract - In the recent years, the cyber security incidents were reported worldwide through DDoS attacks. Many of 

these attacks were conducted through botnet, which usually consists of a group of infected computers, Smartphone’s or 

internet connected devices. Botnet can be used to perform various malicious activities such as launching of DDoS 

attack’s, sending spam emails and compromising sensitive information, click fraud, information and identity theft. 

However, intrusion detection system-based solutions will make use of signatures which seems to be very much 

ineffective because of the advancement in the botnets. Further various methods have been proposed to detect botnets 

which are based on DNS traffic or DNS queries; however, the problem still persists and is very much challenging due 

to several factors. Firstly for not considering important features and the rules that contribute to the detection of botnet 

based on DNS. Botnet detection has become a major research challenge in the recent years. Researchers have 

developed numerous approaches for botnet detection to combat botnet threat against cyber-security.  A comprehensive 

literature overview of current botnet detection based on DNS techniques with a focus on revealing the strengths and 

weaknesses of the existing techniques in the research area. In line with this, some selected techniques were retrieved 

and analyzed and a conclusion is drawn which exposed the need for more robust detection techniques to detect and 

prevent the emerging sophisticated botnet versions in the domain.  
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I. INTRODUCTION 

Today Internet has becomes an important element in 

everyone’s life, the user online presence, advancement of 

content learning such as e-learning, e-banking and social 

media access [1, 2].  But unfortunately, today Internet is 

targeted by cyber security attackers; one of such preferred 

attacker’s tools using now a days is a botnet. Recently it is 

observed that botnets are constantly evolving on the global 

scale. The word botnet is derived from the words robot and 

network. These botnets are basically built to carry out 

larger attacks or crimes. Each member in the botnet is 

called as a bot. Botnets are commonly used to carry out 

various cyber security attacks such as  sending spam 

emails, DDoS, Phishing, malware dissemination and click 

frauds. A bot is created by a botmaster which allows them 

to control infected devices remotely. If the location of the 

Command & Control server is identified, it is easier for the 

detection methods to detect the botnet.  

The Domain Name System (DNS) is a naming system that 

translates domain names (www.google.com) into machine 

readable IP addresses (192.0.2.4) [1]. This translation is 

carried out by looking up the DNS records of the requested 

domain.  In addition, the domain name system is used to 

locate servers and mailing hosts which can directly impact 

the data exchange across the Internet [2]. The domain name 

system botnet detection methods are classified into 5 

categories in [11]: anomaly-based, flow-based, flux-based, 

bot infection-based and DGA-based. These DNS based 

detection techniques have been widely used because of the 

following reasons Firstly it requires less resources and cost 

of the detection tools are relatively low and Second 

advantage is botnet detection technique does not affect the 

network performance. The earlier detection methods relies 

on IP The most significant solution for detecting DNS-

based botnet attacks is adopting machine learning (ML) and 

Deep learning methods.  

The main purpose of this work is to provide a literature 

survey on most recent domain name system based botnet 

detection methods and the contributions of this paper will 

list the comprehensive presentation of DNS based botnet 

detection methods, review of the most recent botnet 

detection methods along with their strengths and 

weaknesses and finally emphasis on the need for more 
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robust botnet techniques that will be able to detect the 

emerging sophisticated variants of botnets.  

II. BACKGROUND AND PRELIMINARIES 

A. BOTNET 

The term botnet is derived from the word Robot and 

network. The bots are mainly designed to carry out some 

predefined tasks in automated way. Other way of defining 

bots is it’s a software program that performs automated and 

repetitive tasks. 

A botnet is a number of connected devices which are used 

to carry out various cyber security attacks and these devices 

are controlled by a bot master remotely through the C&C 

server. A bot master uses these bots to host various 

malicious activities.  

The communication of C&C takes place between bot and 

bot master, Initially A bot master connects the bots by 

supplying a command based on the command received by 

the bot, a botnet performs malicious activities; and finally 

botnet forwards the results to the bot master. 

 

Fig 1: Botnet structure 

The Fig: 1 represents the structure of botnet. The bot can 

communicate either with other bot or communicate with the 

Command &Control server [4]. Botmaster controls the 

communication between the C&C server and bots. Botnet 

developer’s uses either static IP addresses to establish the 

connection, or the domain names, these domain names are 

generated via domain name generation algorithms [5] 

instead of having names and numbers. 

B. BOTNET LIFE CYCLE 

The botnet life cycle includes various stages begin with 

propagation, rally, interaction, and malicious activities. 

Botnet often follows five stages to accomplish or execute 

instruction ordered by the bot master through the Command 

& Control channel. Botnet follows the five stages to 

execute instruction ordered by the botmaster through the 

C&C channel. 

In the interaction stage botnets are interconnected 

computers performing the series of tasks repeatedly to keep 

the website going and they are mostly used in connection 

with IRC (Internet Relay Chat), the bot master investigates 

the target subnet for vulnerabilities and uses different 

exploitation methods to infect the target’s device. As soon 

as the bot master is in control of your device, he will 

usually use your machine to carry out malicious activities. 

In the second stage botnets are normally spread to infect 

other devices via malicious content injection on a visitation 

of unprotected websites. Botnets are capable of propagating 

themselves to recruit more devices into their army of bots. 

In the execution stage, the malicious activities are executed 

as instructed by the botmaster and this is for the botmaster 

to accomplish his set goals. The last stage upgrade and 

maintenance, the botnets report to the botmaster upon 

completion or execution of the instruction given and wait 

for further instructions. 

 

Fig 2: Botnet Life Cycle 

C. DOMAIN GENERATION ALGORITHM 

Domain generation algorithm (DGA) is an approach used 

by the cyber criminals to generate large list of domain 

names and Internet protocol addresses for C & C servers. 

DGAs provide malware with random new domains in order 

to evade security countermeasures. Cyber criminals use 

domain generation algorithms to deliver malware that can 

generate hundreds of new, random domains they can switch 

between during attacks, making it harder for the victim that 

is being targeted to block and remove these domains. 

Frequently changing the domain names might helps the 

attackers by preventing their servers from being block 

listed. The main idea is that to use domain generation 

algorithm which generates random domain names that the 

malwares can use and quickly switch between. DGAs are 

considered as one of the top most known methods that 

make it harder for malware victims to protect against 

attacks. If a particular domain is identified as malicious 

then it should be taken down and further the domain and 

C&C server are quickly switched. DGAs generate random 

domains over times that are used as rendezvous points 

where the infected hosts and the C&C server connect. At 

predetermined intervals, the DGA generates new names for 

its C&C server using one of several techniques. Usually, 

hundreds or thousands of domain names emerge from each 

run. Attackers only need to register a single one of those 

domains (it’s usually done automatically) to have a fresh 

C&C DNS entry. 

For example, if a website owner wants to use the domain 

name mysite.com and a search on a domain name registrar's 

site reveals that the desired domain name is not available, a 
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DGA running in the site's background might return 

suggestions for 50 similar site names that actually are 

available.    

III. RELATED WORKS 

Machine learning technique is widely used in cyber 

security field such as detecting cyber security attacks, 

malwares and botnets. Because of rapid evolving nature of 

botnets at the massive scale the detection of botnets is a 

trending research topic. Lots of work has been carried out 

detect the botnet using IDS and other methods. Numerous 

works in the literature related to domain name system based 

botnet detection have motivated to carry out this work.  

The traditional method called signature-based techniques 

can detect only known bots. The author Ramachandran et 

al. [2] presented a DNSBL (Blacklist) method that monitors 

domain name system traffic and also looks for stored 

signatures for detecting the bots before the attack. DNSBL-

based method basically identifies the signatures of the bots 

which are already known in the monitored domain traffic.  

This method attempts to recognize the bot masters address 

and identify their location. Limitation of DNSBL method 

required to constantly maintain the updated malicious 

addresses in the database. 

The author Antonakakis et al. [11] developed a system 

called ‘Notos’.  The proposed system can distinguish a 

malign DNS query from the benign DNS query [51]. 

Therefore Notos method can provide better accuracy and 

less FP rate.  This method doesn’t perform well for hybrid 

botnet architecture because this method is inefficient to 

handle frequently changing domains [52]. 

Mentor method proposed by Kheir et al. [23] it is a scalable 

reputation system for DNS which removes authenticated 

domains from the blacklist. The Mentor system collects 

statistical features of suspicious domain names. Further it 

applies supervised ML to categorize benign and suspicious 

domain names. The proposed method is tested against 

larger set of public botnet blacklists. The results shows that 

mentor system can efficiently detects the malicious bots 

and also removes benign domain names with low false 

positive rate. 

Yadav et al. [12] presented a method for detecting 

algorithmically generated domains those are used for 

domain fluxing. The author used various statistical 

measures like Kullback-Leibler divergence and Jaccard 

index for classifying the domains as either malicious or not. 

Out of all the classifiers the Jaccard measure performs 

better.  Further, the limitation of domain fluxing method is 

it cannot identify unknown botnets. 

Shin, Xu et al. proposed [36] EFFORT framework. The 

proposed method combines various approaches to monitors 

the DNS traffic at various levels of network. Irrespective of 

communication protocol the EFFORT method uses 

controlled ML algorithms to report about the presence of 

malicious domains.  

Monitoring of domain name system requests can able to 

detect the existence of botnets. Villamarin Salomon et al. 

[9] introduced anomaly detection techniques for monitoring 

the DNS queries. The method proposed in this paper tries 

to detect the domain names with high query rates therefore 

the said method is not efficient for detecting malicious 

attacks.  

The author Bilge et al. [18] developed EXPOSURE system 

which employs DNS analysis technique for detecting 

suspicious domains. The experimental results proved that 

the proposed method works well for automatically 

identifying large scale of malicious domains such as 

phishing sites. Compared to earlier approaches the 

proposed approach is very much generic and it focuses on 

specific class of attack or threat.   

 BotGAD (Botnet Group Activity Detector) was introduced 

by Choi, et al. [10]. It functions in group behaviors 

monitoring. These behaviors are shown in the monitored 

network’s DNS traffic. BotGAD basically focuses on 

botnets behavior and also defines group activity to detect 

various unknown botnets 

A domain name system rule-based schema proposed by K. 

Alieyan [35] this approach improves the accuracy of DNS 

traffic-based botnet detection that are based on domain 

name system rule query and response behaviors. The 

technique aimed at detecting inconsistencies present in 

domain name system query and response behaviors. The 

result of the technique in this study showed an accuracy of 

99.35% in terms of botnet detection and a low FP Rate of 

0.25. This approach is effective only on DNS-based traffic 

flows. 

Mathew [42] developed a classification of domain 

generation algorithm based on DNS traffic and other 

detection techniques for DGA botnet were presented. The 

proposed technique in the genetic algorithm for DGA 

detection. Computational complexity and high 

implementation cost are some of the weaknesses of this 

method. 

IV. METHODOLOGY  

This study aims to provide a survey on the most recent 

DNS based botnet detection techniques were proposed by 

various researchers and to achieve this, we formulated 

research questions which are: 1) What are the strengths and 

limitations of the current techniques for detecting DNS 

based botnets 2) Which of the DNS based botnet detection 

techniques is proposed most frequently in current studies. 

Based on these research questions we formulated three 

research objectives. The first objective is to review the 

most recent DNS based botnet detection techniques. The 

second objective is to identify the strengths and weakness 
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of recent method for DNS based botnet detection and third 

objective is to discover the most effective and commonly 

used techniques in DNS based botnet detection. Various 

recent publications on DNS based botnet detection 

techniques that include journal articles and conferences 

papers were considered in the literature search. Current 

methods for DNS based botnets detections are investigated 

from the reviewed literature and their strengths and 

weaknesses were identified. The second and third 

objectives were achieved in Table 1 for identifying the 

strengths and weaknesses as well as the most effective and 

commonly used technique respectively. Here, we discuss 

the methods that are used in detecting DNS based botnet. 

Researchers have articulated numerous botnet detection 

techniques with different approaches. Broadly, botnet 

detection techniques are classified in two [14] [35]. 

1. DNS BASED BOTNET DETECTION 

TECHNIQUES 

Researchers have articulated numerous botnet detection 

techniques with different approaches. Broadly, botnet 

detection techniques are classified in two [14] [35]. 

A. Host-based Techniques for Botnet Detection 

Host-based botnet detection is also known as client-based 

botnet detection or stand-alone detection system. Host-

based botnet detection techniques encompass all processes 

involved in detecting, identifying, and preventing bots and 

other malicious flows on the host device [36][14], these 

methods are ancient ways of determining whether the host 

device is compromised by way of incessantly checking the 

network connection, process files and registries underneath 

controlled situation the host-based detection works, but 

work by [18] considers host-based botnet detection less 

realistic for detecting compromised  devices due to some 

reasons they discovered. However, bot malicious software 

running on the compromised devices easily detect these 

kinds of detection methods, in an attempt to evade the bot's 

malicious activity on the host devices, the botmaster 

employed different anti-detection techniques such as 

rootkits-enable, code obfuscation, and the likes, thereby 

making botnet detection hard to security professionals [14]. 

B. Network-based Detection Techniques 

Network-based bot detection is a more preferred technique 

compare to host-based bot detection. Network-based 

techniques involve the analysis of DNS traffic flow, 

network behaviour as a result of bots running on the 

network. The resistance techniques employed by the 

attackers' such as encryption, fast-flux, and domain flux to 

make the bots more resilient and resistant to detection 

methods produce further traits that be so conspicuous via 

the DNS traffic flow analysis. Network-based detection 

techniques can be further divided into two: 1) Signature-

based detection techniques and 2) Anomaly-based botnet 

detection techniques [37] [38]. 

2. SIGNATURE-BASED DETECTION 

TECHNIQUES 

The signature-based botnet detection technique can detect 

botnets with known signatures. These techniques are 

effective on predefined botnet features or characteristics, 

and one of the major drawbacks of signature-based 

detection techniques is its failure to detect a zero-day attack 

(i.e. attack with no corresponding signature in the 

repository) [38]. 

3. ANOMALY-BASED DETECTION 

TECHNIQUES 

The third detection technique relies on distinct domain 

name system inconsistency to identify the botnets. 

Anomaly-based botnet detection approach does not require 

signatures to detect bot or malware. In addition, an 

anomaly-based detection technique can even identify 

unknown attacks depending on the similar behavior of 

other bot activities. 

4. MACHINE LEARNING TECHNIQUES 

Machine learning (ML) techniques have also pave way for 

themselves into botnet detection approaches because of 

their usefulness and robustness in the area among others. 

Machine learning, been a subset of Artificial Intelligence 

(AI), where machines will make to mimic human beings in 

virtually all aspects of human endeavor through machine 

learning. It is used to train a system to learn how to detect 

and classify whether or not a network traffic flow belongs 

to a malware bot or benign. Supervised and unsupervised 

ML are the most used types of machine learning in botnet 

detection techniques. 

V. RESULTS AND DISCUSSION 

The summary of reviewed domain name system based 

botnet detection techniques is presented in this section from 

the reviewed literatures. Table 1 presents a tabular form of 

the summary and the detailed summary comprises of 

publication year, detection technique/method, design 

details, strength and limitation respectively. 

As mentioned in table 1, it is evident that, due to the size 

and sophisticated nature of the emerging botnets, host-

based detection techniques work well only on the host 

devices and do not detect unknown botnet and also, have 

little or no ability to detect botnet over the network. While 

Network-based detection techniques work effectively only 

on known botnet signatures stored in the memory over the 

network.  

 

Machine learning techniques are mostly employed in 

detecting botnet attacks for machine learning approaches 

have proven effectiveness in terms of accuracy and true 

positive rates only that machine learning techniques are 

computationally expensive and complex in implementation. 

Several techniques used in detecting domain name system 
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based botnet attacks as surveyed in this study have one 

drawback or the other. However, Machine learning 

techniques demonstrated efficiency and effectiveness in 

detecting DNS botnet over the network traffic 

 

Table 1: Summary of Domain Name System based botnet detection techniques 

Detection Approach Year Category Design Details Detection Method Drawbacks 

Ramachandran et al.[2] 

 

2006 Signature 

Based 

Detects spam traffic  It Monitors DNS traffic against 

an IP blacklist database 

Only detect reconnaissance 

Botmaster and need to update 

DNSBL database 

Guofei Gu et al. [6] 2007 Signature 

Based 

Intrusion Detection System - Driven 

Dialog Correlation  Strategy 

Intrusion Detection System Unable to detect new malware’s  

Guofei Gu et al. 

BotSniffer [7] 

2008 Network- 

Anomaly based 

Similarity Analysis of Command & 

Control activities 

Detect centralized C & C 

activities 

It’s not robust for encrypted 

communication 

Villamarin et al. [9] 2008 Anomaly based 

botnet 

It exhibits high DDNS query rates replies  Chebyshev’s inequality  Misclassify legitimate domains if 

TTL value is low 

Hyunsang Choi et al. 

BotGAD[10] 

2009 DNS based It Focuses on group activities of botnets Kulczynski, Cosine and Jaccard 

similarities 

It requires high Processing time  

Yadav et al. [ 12] 2010 DNS based Able to detect DGA  Kullback-Leibler divergence 

and  Jaccard index. 

In-effective for known botnets  

Leyla Bilge et al. 

Exposure[13] 

2011 DNS based  Carried out passive DNS analysis Decision Tree It has access to massive RDNS 

sensors in different locations 

Manos Antonakakis et 

al. 

Kopis[14] 

2011 DNS based  It Analyzes the Domain Name System 

Traffic at TLD  

Utilizes the Statistical features It’s very much ineffective for DNS 

resolutions with short epochs 

Bilge et al. [18] 2011 DNS based Monitoring of DNS traffic to detect 

malicious behaviours 

Through machine learning 

classifier it  identifies  new 

botnet 

The detection model is inefficient. 

Antonakakis et al. [16] 2012 DNS based Analyzes unsuccessful DNS resolution Hidden Markov Model Unable to differentiate botnets with 

similar DGA 

Schiavoni et al. 

Phoenix[21] 

2014 DNS based Classifies DGA domains Unsupervised machine learning Less accuracy for pronounceable 

domains 

Kheir et al. [23] 2014 DNS based Removes authenticated/legitimate domains 

from the blacklist. 

Supervised machine learning 

technique 

Only identify legitimate domains; 

weak against hybrid botnet 

Reza Sharifnya et al. 

DFBotkiller[24] 

2015 DNS based Gives high-negative reputation score  Spearman Rank Coefficient for 

Correlation 

It requires massive history of 

suspicious domain activities 

Jonghoon Kwon et al. 

PsyBog[26] 

2016 DNS based This utilized simultaneous and periodic 

behavior of botnet queries 

Power spectral density analysis Randomized query patterns reduces 

efficiency 

Han Zhang  et al. 

BotDigger[27] 

2016 DNS based It detects bot from DNS traffic which is 

collected across a single network. 

Single Linkage hierarchical 

clustering algorithm 

It fails to detect, if bot hits Command 

&Control in few attempts. 

Xi Luo et al. 

DGASensor[30] 

2017 DNS based It Utilizes domain information to detect 

DGA domains. 

Random forest algorithm  Syntactic structures reduces 

efficiency 

Alenazi et al. [31] 2017 DNS based Able to detect insignificant DNS. DNS Traffic Analysis Requires High computing resources 

and training time  

Gadelrab et al. [34] 2018 DNS based It identifies and detects the  bots without 

collecting large volumes of  data 

Feature-statistical features of 

botnet traffic 

 

Low detection rate 

Alieyan et al. [35] 2019 

 

DNS based Detects abnormal DNS query and response 

behaviours.  

DNS-rule Based Schema Effective only on DNS-based traffic 

flow was considered 

Shi & Sun et al. [36] 2020 DNS based Used a hybrid approach to classify botnet 

based on DNS 

Deep learning method To discover new categories of 

botnet, it is required to train whole 

model 
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Saif Al-mashhadi et al. 

[40] 

2020 DNS based Detect the botnet from DNS traffic using 

rule based approach. 

 

ML classifier gives high 

detection accuracy. 

Unable to deal with DNS traffic that 

is encrypted. 

 

CONCLUSION 

In this paper we have surveyed various techniques used for 

botnet detection based on domain name system traffic 

features. The security scientists are facing various 

challenges for detecting botnets in real-time scenario. As 

observed in the literature, there are several effective 

researches available in the area of domain name system 

based botnet detection and despite the milestone achieved 

so far in this research domain, none of the techniques has 

achieved better accuracy in terms of detection. Therefore, 

researcher’s needs to develop more robust domain name 

system based botnet detection techniques that can detect 

and prevent the emerging sophisticated botnet attack. 
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