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Abstract: The days of maintaining paper records and relying mostly on fax machines for communication have long 

since passed in the healthcare sector. The paper chart of a patient is now digitally translated into Electronic Health 

Records (EHRs). The user could assume—to the dismay of the third party—that the original EHRs kept in the cloud 

have been altered when a medical disagreement arises. In addition, sharing data from cloud storage across many 

platforms with disparate access control settings is challenging. Drug development, disease prediction analysis, early 

warning epidemics, preventative healthcare, and patient health monitoring are just a few of the huge advantages that 

the Internet of Things (IoT) is offering to the healthcare industry. It also has the ability to completely transform the 

present healthcare system. Time-sensitive healthcare applications like ECG and EEG monitoring necessitate ongoing 

assessment of patient health data (PHD) and physician reports. In order to further our understanding of DM and to 

explore for a possible treatment, physicians and researchers also require data. Since obtaining such medical data is 

typically challenging for a variety of reasons (such as limited access to relevant data, pre-existing legal restrictions, and 

low user trust), it's critical to research novel approaches for large-scale automated data collecting. The IoMT is aided 

by fog computing, which also guards against data manipulation during information transfer across a secure network. 

Furthermore, the data is partially processed based on the demand. Subsequently, the gathered data is kept at the 

ledger unit via the blockchain network. Data encryption with hashing identity-based encryption is a type of public key 

encryption that protects sensitive information from prying eyes by encrypting it using a digital signature. At that point, 

the system performs at its peak in terms of responsiveness, time complexity, and actual user rate. 
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I. INTRODUCTION 

This study used cybernetic patient health records, which are 

EHR-based records that include contact details, medical 

history, diagnosis, allergies, prescription medications, test 

results, and a comprehensive treatment plan. Cloud servers 

may reveal patient privacy when it comes to very sensitive 

and well-protected health data for profit. The existing 

medical system falls short in ensuring transparency, reliable 

traceability, immutability, audit, privacy, and security when 

maintaining electronic health records, and the loss of 

sensitive patient data has major repercussions. Through 

linked medical equipment, the Internet of Health Things 

(IoHT) is utilized to collect user data from sensors and send 

it to the cloud for storage. 

 

II. LITERATURE REVIEW 

Electronic Health Records (EHRs) are cybernetic versions 

of patient records that include personal contact details, 

medical history, diagnosis, allergies, prescribed drugs, test 

results, and a comprehensive treatment plan. 

 On account of this preventing EHR plays a major role in 

the medical department. This literature review explores the 

promise and challenges of existing research. 

A tamper-proof blockchain authentication mechanism was 

presented by Norah et al. [1]; it has good capability, 

security, resilience to multiple assaults, and decreased 

latency. Furthermore, it offers group authentication that is 

both scalable and lightweight; on the other hand, the 

effectiveness of the suggested framework is directly 

correlated with the quantity of authorized devices. When 

used on a greater quantity of medical devices, group 

authentication exhibits increased efficiency. Nevertheless, 

there may be a drop in security if more medical devices are 

verified at the same time.  

A three-tier blockchain technique based on FC and able to 

securely facilitate transactions and transmission close to the 

edge was developed by Saurabh et al. [2]. A mathematical 
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framework and an FC-based blockchain analytical model 

for safe data transfer and transactions in the Internet of 

medical devices. Using a private blockchain, the 

architecture also handles the identification and verification 

of keys and certificates for fog nodes and IoT devices. On 

the other hand, extensive data transmission raises network 

traffic, which in turn raises data packet errors. 

Abolfazl., et al [3] designed an Integrate IPFS and 

blockchain model to make the double-layer security. This 

leads to low latency and less energy consumption due to its 

inherent nature and efficiency in handling complex data 

with the capability of scalability. Although the 

implementation of the model for trauma services where 

real-time monitoring is critical. Naveed., et al [4] 

demonstrate Blockchain-based fog computing approach 

gives higher accuracy and is robust in terms of 

computational efficiency. This achieves the accuracy of 

different datasets in Hollywood2 - 87%, UCF50 - 90% and 

KTH - 75%. 

Effective Blockchain-based safe healthcare services for 

illness prediction in fog computing are proposed by P.G. 

Shynu et al. [5]. Compared to previous approaches, our 

method predicts the illness and clusters efficiently. To 

improve the accuracy of the prediction findings, certain 

hybrid clustering and classification methods as well as 

security and privacy for patient medical data access can be 

incorporated. 

 Suparat., et al. [6] use scPBFT in a Consortium Blockchain 

to share electronic health data, enhancing the network's 

resilience and handling power. Additionally, it lessens the 

disruption caused by the Byzantine node and enhances the 

generation of the consensus outcome; nonetheless, in order 

to secure the patient's identity and electronic health record, 

homomorphic encryption and zero-knowledge proofing 

must be used.  

A distributed ledger database is supported by a public-

permissioned blockchain with an elliptic curve crypto 

digital signature created by Desire et al. [7]. This 

establishes and ensures the highest level of security for user 

data, resolves latency issues, and improves key generation 

times. Nevertheless, the application of a crypto hash cypher 

text, which will generate the PVT key, can secure and 

prevent the misuse of patient medical privacy data from 

being accessed by a compromised user.  

A BIoT framework based on edge computing, BC, and IoT 

was developed by Sahar et al. [8]. It offers the healthcare 

industry a number of features, including the complete 

preservation of patient data, unaltered confidential 

transmission, and safe transmission of patient examination 

results. But this system has to be maintained and should be 

viewed as a cutting-edge telemedicine method that may 

help with a lot of problems. In order to increase security, 

the system can also include extra security-related 

technology. 

Randhir, Kumar et al.,[9] are concerned a Consortium 

blockchain technology which provides efficient privacy and 

security for device-generated medical data, however, Less 

number of agents (peers) are used.  

Although it is not yet widely utilised and there are just a 

few successful attempts, Neeraj Kumar et al. [10] presented 

a Dual-layer Blockchain-IoT used in the Swarm Exchange 

Paradigm to ease EHR data transmission by linking security 

services with HER blocks. 

Israr Ahmad., et al [11] integrated and implemented IoT, 

fog, and blockchain-based systems in which the Fog 

storage reduces the latency. Then the critical messages are 

assigned as urgent alerts that call for immediate action in a 

condensed amount of time. Although the system receives 

more non-critical messages, the response time may 

increase.  

A lightweight blockchain was created by Somchart 

Fugkeaw et al. [12] in order to achieve increased efficiency 

and reduced processing costs for both encryption and 

decryption. But since it doesn't address the visibility of 

characteristics within the ciphertext itself, this only partially 

resolves the problem. 

An IoT CGM-based Blockchain technique was presented 

by Tiago M. et al. [13] and utilised to decentralise the 

database and assess smart contracts. However, by utilising 

quicker consensus techniques or other novel enhancements, 

the blockchain's reaction time may be accelerated.  

In order to protect the confidentiality and integrity of 

patient data, Muhammad Umar Nasir et al. [14] created a 

Blockchain-based Edge computing and Fog computing 

approach. This makes it possible to analyse IoMT-

generated data more quickly and reliably, but it also 

necessitates the implementation of new deep learning 

models that outperform the current models in terms of both 

computation and performance. 

A FogChain was created by ANDRÉ. et al. [15] to enable 

the processing of IoMT-generated data more quickly and 

reliably. However, it ignores instances involving many 

nodes and operates on a single server executing containers.  

In order to decrease communication time between IoMT 

devices, resource distribution, and network traffic 

congestion, Shadab Alam. et al. [16] use a Distributed BC 

cloud approach into their scheduling algorithms, even if 

these algorithms still need to achieve highly optimized 

energy efficiency and ultra-low latency. 

Yanhui et al. [17] developed a distributed access control 

system based on blockchain that provides dynamic and 

fine-grained access control for Internet of Things data in 

order to overcome the problem of a single point of failure 

in access control. But to ensure the security and legality of 

edge nodes, computer technology is needed.  

Marc Jayson Baucas [18] introduced a Private Blockchain 

with Fog-IoT, which effectively preserves a patient’s 
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privacy and a predictive service’s integrity. However, need 

to improve the propagation delay between the fog and the 

cloud when transporting the training model. 

Youyang Qu [19] developed a Blockchain-enabled 

Federated Learning that is used to poison attacks and could 

be eliminated from the aspect of fog server, but which had 

high computational cost, and insufficient efficiency.  

In order to make bio-inspired sensors more reliable and 

secure, Abdullah et al. [20] created a Blockchain-fog-

cloud-assisted IoMT technique; however, they did not take 

service mobility or fault tolerance into account.  

Al and Humberto [21] A scalable method for a worldwide 

immunization with minimal latency—less than one 

second—was created by integrating blockchain technology 

with fog, but with fewer peers. 

Muhammad Wazid and others [22] The fog computing-

based healthcare system's AI-enabled secure 

communication mechanism (AISCM-FH) has been 

presented. It offers enhanced security, reduced 

communication and processing costs, and more 

functionality But there is less data carried by the system.  

Insufficient efficiency is provided by the LoRaChain-Care 

that Bouthaina et al. [23] designed for the safe and 

authorised sharing of health data, including patient vital 

signs and medical reports. 

A MediBchain concept was incorporated by Abdullah Al 

Omar et al. [24]. It is inexpensive, offers effective privacy 

and security, but requires interoperability across many 

institutions.  

A technology called Fortified-Chain was created by 

Bhaskara S et al. [25] and yields minimal latency, low 

traceability, high data security, and privacy. But a strong 

system must improve the calibre of the services. 

III. PROPOSEDED METHODOLOGY 

In this Research article which is used to transfer the data 

without any losses and prevent data from adversaries. 

Internet of Health Things (IoHT) is leveraged by IoT, 

which will capture user data from sensors and transfer data 

to the cloud for storage through connected medical devices. 

and also, the IoMT devices are used to monitor and classify 

the users and intruders. The multimodal biometric-based 

authentication scheme will be used to provide potential 

security to the IoMT sensors and fog chain by using a 

person’s biological features. Fog computing is used to 

promote the IoMT and prevent data tampering at the 

transmission of information in a secure network. In 

addition, depending on the requirement which is partially 

processed the data. Then the collected information is stored 

at the ledger unit through the blockchain network. The 

blockchain network will be used to secure the data from 

third parties, if any data should be read/stored in the ledger 

the blockchain network sends a request to the ledger. The 

ledger checks the request and confirms which is correct to 

allow access to the data. Hashing identity-based data 

encryption is a public key encryption, which uses a digital 

signature to encrypt the data to prevent the data from a third 

party. The evaluation will be done based on the 

performance metrics that is time complexity. 

IV. RESULT AND DISCUSSION 

In the result and discussion of this research article to 

analyze and evaluate the performance of based on the time 

complexity. 

Data Encryption Time on Dataset 1: 

 
Fig 1: Encryption Time on Dataset 1. 

Decryption Time on Dataset 1: 

 
Fig: Decryption Time on Dataset 1. 

Model 

50 

Users 

100 

Users 

150 

Users 

200 

Users 

250 

Users 

Chipper 0.427 0.429 0.434 0.440 0.443 

Cryptocode 0.410 0.414 0.416 0.425 0.435 

Fernet 0.405 0.408 0.413 0.414 0.416 

AES 0.397 0.401 0.404 0.404 0.416 

Hashing 

Identity -

Encryption 0.372 0.394 0.396 0.404 0.407 

Tbl 1:  Data Encryption Time 

Model 

50 

Users 

100 

Users 

150 

Users 

200 

Users 

250 

Users 

Chipper 0.029 0.029 0.029 0.030 0.030 

Cryptocode 0.028 0.028 0.028 0.029 0.029 
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Fernet 0.028 0.028 0.028 0.028 0.029 

AES 0.027 0.028 0.028 0.028 0.028 

Hashing 

Identity -

Encryption 0.025 0.026 0.026 0.027 0.0281 

Tbl 2:  Data Decryption Time 

CONCLUSION 

The demand of novel healthcare system provides security 

of stored health data during transfer. The multimodal 

biometric-based authentication scheme and hashing 

identity-based data encryption layers are used to provide 

high security. The responsiveness of the proposed system 

will be aimed better than the exited system, which is greater 

than 100 transactions per second. The time complexity and 

Genuine user rate of the proposed system will be improved 

than the previous systems. In the performance analysis time 

complexity where encryption time model that are chipper, 

Cryptocode, fernet, AES, and hashing identity-based 

encryption to reduce the losses that is 0.44, 0.43, 0.4167, 

0.4161 and 0.407% on the basis of the 250 users. 
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