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Abstract: The research endeavors to perform big data analysis on the extensive data produced by the Internet of

Things (1oT) in smart cities. Its objective is to steer smart cities toward effective governance and secure data

processing. To address the diverse data sources within smart cities, the research develops a multi domain data based

smart city enhancement model through two level learning model-based cloud layer. The data is processed through a

fog-based network, stored in a cloud layer, and trained using a two-level learning based distributed CNN model for

predicting the data from different sensors. The two-level learning helps to improve big data prediction performance

and the distributed learning mechanism enhances the classifier through feature extraction. The method's performance

will be evaluated against existing state-of-the-art techniques to show its efficiency.

Keywords: Smart cities, Fog computing, Big Data, Distributed learning, and CNN.

I. INTRODUCTION

The domains of fog computing and cloud computing have
garnered considerable attention from experts and
academics. However, because of the significant reaction
time lag, cloud computing is undoubtedly not a good choice
for applications that require a constant feedback situation.
For healthcare applications, fog computing might thus be
the most effective solution when low latency and quick
response times are needed. Fog computing, which is based
on the Internet of Things, operates similarly to a cloud in
that it is situated at the edge of a network, allowing it to
offer real-time, extremely near support to a device.
technological progress, encompassing massive data
management via the Internet of Things (1oT). loT sensors
and file input data are the two main forms of healthcare
data gathering techniques that are used by heart patients
utilizing different devices. Cloud Data Centers (CDC)
handle huge data processing, whereas fog nodes handle
modest data processing. The network receives the patient
data at high rates (250 MB per minute or more). Ali and
Ghazal suggested an Internet of Things (lIoT) e-health
service based on an application that uses Software Defined
Network (SDN). The system uses a smartphone to gather
data in the form of voice control and determines the
patients' health state.
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Il. LITERATURE REVIEW

Moghadas, Ehsan, et al. [2019] This research study offered
an efficient approach for patient health monitoring. Fog
computing and data mining are the foundations of this
arrhythmia patient system. By using fog technology, patient
data is sent to the cloud less often, which minimizes data
transmission delays. The recommended method enabled
real-time ECG and patient heart rate monitoring by
launching a web service from a Raspberry Pi (a common
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10T device) using an Arduino Uno and an AD8232 sensor
module. Data analysis is therefore carried out at the Fog
site. Due to limited access to a large number of ECGs in the
implementation region, 452 heart rate samples from
different age groups and genders that have been evaluated
by the data mining industry are included in the UCI site
database. The KNN algorithm was used in this study to
analyse whether arrhythmias were present or absent, and
the results were split into 16 categories of cardiac
arrhythmias. High accuracy was attained in each class of
cardiac arrhythmias following a series of tests [1].

Rincon, Jaime A. et al. [2020] All forms of monitoring
systems and telemedicine have shown to be an effective,
affordable tool with broad use in cardiology. Presenting an
Internet of Things-based cardiovascular patient monitoring
system is the aim of this effort. The system uses the LoRa
communication protocol to transfer the ECG signal to a Fog
layer service. Additionally, it has a deep learning-based Al
system for the identification of various cardiac rhythms,
such as atrial fibrillation. In order to improve clinical vision
and therapeutic decision making, automated arrhythmia
detection can serve as a supplement to a doctor's diagnosis.
The suggested system's effectiveness is assessed using two
merging Mobile Net networks that identify data for atrial
fibrillation with 90% accuracy on a dataset of 8.528 brief
single-lead ECG recordings [2].

Shreshth Tuli et al. [2019] Healthcare is a huge endeavour
as a service. In this work, we present the novel HealthFog
deep learning and Internet of Things based Fog based
Smart Healthcare System for Automatic Diagnosis of Heart
Diseases, which only addresses the medical demands of
heart patients. HealthFog provides healthcare as a fog
service and efficiently organizes cardiac patient data
coming from several loT devices. HealthFog evaluates
heart disease in the real world by utilizing deep learning on
Edge computing devices. Their prediction accuracy was so
low since deep learning was not applied in the previous
studies for this kind of heart patient study that they could
not be employed in practical settings. Extremely accurate
deep learning-based models require a considerable amount
of computing resources (CPU and GPU) for both training
and prediction. This study achieved high accuracy at very
low latencies by integrating massive deep learning
networks into Edge computing paradigms using state-of-
the-art model distribution and communication techniques
such as ensembling.

Additionally, by using well-known datasets to train neural
networks and implementing a functional system that
delivers prediction results instantly, this was verified for
use in analyzing real-world cardiac patient data. Using the
Fog Bus framework to validate Health Fog in a fog
computing environment, we assessed the efficacy of the
proposed system in terms of power consumption, network
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bandwidth, latency, jitter, training accuracy, testing
accuracy, and execution time [3].

Verma Parag et al. [2022] As an assistant, providing
medical care is a large and delicate undertaking. Our
primary goal in the current research project is to
concentrate on the healthcare system for patients with heart
disease. We propose a smart healthcare system enabled by
fog computing, which incorporates the most recent
technology, such as deep learning ensemble technique, to
provide an automated diagnosis of heart disease by utilizing
the FETCH system for 10T enabled resources. FETCH
efficiently organizes a cardiac patient's data from many
loT-enabled devices and provides medical treatment in the
form of fog computing services. FETCH deploys these
edge computing enabled devices in the actual world for the
purpose of checking for heart disease using deep learning
techniques. Because the deep learning approach was not
used in the previous art for this type of cardiac patient
assessment, the prediction power accuracy rate was
abnormally low, making the results obsolete in real-world
scenarios. For both model training and model prediction,
the Al-based deep learning model with high accuracy
demands very high computing resources (that is, CPUs or
GPUs). Through the application of correspondence and
model dispersion techniques, this study enabled the
network with a complicated deep learning model to
establish standards for edge computing, including the
ability to meet high latency with low latency. It was
authorized to analyses real-world cardiac patient data by
building neural networks on popular datasets and delivering
a functional framework with the capacity to make
predictions in real time. We have approved the FETCH in a
fog computing environment using the Fog Bus structure,
and we have tested the efficacy of the suggested framework
in _terms of power consumption, network bandwidth,
latency, jitter, training model accuracy, testing precision,
and execution time [4].

Bo Tang and others [2017] For huge data analysis in smart
cities, we provide a hierarchical Fog Computing
architecture in this work. Fog computing, as opposed to
cloud computing, parallelizes data processing at the
network's edge, meeting location awareness and low
latency criteria. In future smart cities, the multi-layer Fog
computing architecture will provide high computing
performance and intelligence by enabling fast reaction at
the neighborhood, community, and city levels. The
"smartness" of municipal infrastructure is further improved
by utilizing cutting-edge machine learning techniques at
every system tier. In order to confirm the efficacy of this
design, we have put in place a standard smart pipeline
monitoring system. Pipeline safety was effectively
monitored by the use of a hidden Markov model, a
sequential learning technique, for hazardous event
identification. Based on its observed performance, the
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hierarchical Fog Computing architecture has tremendous
potential for usage in the future for managing and
monitoring smart cities [5].

Rahmani, Amir M. et al. [6] This study established the
ideas of fog computing and Smart e-Health Gateways
within the framework of Internet of Things-based
healthcare systems. Mobility, energy economy, scalability,
interoperability, and reliability are just a few of the issues
that loT-based health systems must face. Smart gateways
positioned strategically in close proximity to sensor nodes
can assist. We have investigated in detail a broad range of
high-level services, such as local processing, storage,
notification, firewall, standardization, web services,
compression, etc. that smart gateways may offer to sensors
and end users in a geo-distributed manner at the network's
edge. We demonstrated our proof-of-concept for an Internet
of Things (loT)-based remote health monitoring system,
which comprises the UT-GATE Smart e-Health Gateway.
We created an intermediary processing layer using several
UT-GATE:s to illustrate the fog computing idea for Internet
of Things-based healthcare applications. We used our fog-
assisted technique to the medical case study Early Warning
Scores, where we monitored critically sick individuals. In
our thorough system presentation, we go over every stage
of the data flow process—from data collection at sensor
nodes to the cloud and end users.

Bahar, Farahani, and others [7] Our lives may be made
easier and better by the seamless platform that the Internet
of Things (loT) provides to connect objects and people.
This vision might move us away from centralized,
compute-based systems and towards a more distributed,
multipurpose world with smart wearables, smart homes,
smart cities, and smart transportation. In this work, we
explore possible applications of 10T in healthcare and
medicine and provide a comprehensive design of the loT
eHealth ecosystem. The management of healthcare is
getting increasingly challenging due to inadequate and
subpar services that do not meet the growing demands of an
ageing population with chronic illnesses. In order to
achieve this, we suggest that healthcare should shift from
being clinic-centric to patient-centric, with seamless
connections between each agent (a hospital, a patient, and
services).

In order to facilitate the speed, diversity, and latency-free
processing of complex data, this three-layered
architecture—device, 2) fog computing, and 3) cloud—is
essential for the patient-centric 10T eHealth ecosystem. A
variety of case studies of services and applications that are
implemented on those tiers adhere to this fog-driven 10T
architecture. These include of population monitoring in
smart cities, implants, e-medicine, assisted living, early
warning systems, and mobile health. The final section
discusses the difficulties of loT eHealth, including
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interoperability, data management, scalability, privacy,
security, and legal issues.

Research Gap

After Literature review, we find out some research gap
that is mention as below.

eThe deep learning neural network method the DNN
method does not cooperate with the fog computing, so it
is not fit for some complex situation and the test accuracy
is less due to sample limitation [2].

eThe K-nearest neighbor method is not suitable for
complex situation, because this method has less capacity
for implementing the entire data in the dataset [1].

e The hidden Markov method with sequential learning
model use sensor for sensing the data, which is related to
the smart cities but such data are not be able to collect
easily and should be frequently maintain the battery of a
sensor [5].

«Challenges faced by the ML technique include data
management,  scalability, interoperability, device-
network-human interfaces, security, and privacy [7].

eThe artificial intelligence based deep learning method
leads to more power usage, it is inactive, and this
approach does not provide the accurate result [4].

Challenges:

e The security of fog computing is compromised by
the large number of devices linked to fog nodes at
various gateways.

e Because fog computing reduces the amount of
back-and-forth  communication between sensors
and the cloud and the needed bandwidth, it can
negatively affect Internet of Things performance.

¢ Sensitive data analysis on a local gateway or fog node
can significantly enhance data privacy. Hardware design
flaws, firmware update constraints, and processing
capacity limitations in 10T devices are the sources of
vulnerabilities.

e Since the apps for smart cities will produce vast
amounts of data, developers must keep track of reliable
and pertinent information. Maintaining such data would
not be beneficial since some of the created data would
be redundant or unnecessary.

11l. RESULT AND DISCUSSION

Performance Analysis based on MAE Using Air Quality
Dataset:

The performance analysis based on MAE on the Air
Quality using the proposed model on training percentage 80
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to achieve the 2.527, 2.475, 2.105, 2.054, and 2.028 with
the epoch value 20, 40,60, 80, 100.
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Figl: MAE Using Air Quality Dataset
Performance Analysis based on MSE Using Air Quality

Dataset:
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Fig2: MSE Using Air Quality Dataset.

Performance Analysis based on RMSE Using Air Quality
Dataset:
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fig 3: RMSE Using Air Quality Dataset

Comparative Analysis based on MAE based on Air

Quality:
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Fig 4: Comparative Analysis based on MAE.

Comparative Analysis based on MSE:
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Fig 5: Comparative Analysis based on MSE

Comparative Analysis based on MAE using Health Data:
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Fig 6: MAE using Health Dataset
CONCLUSION

In conclusion, a multi domain data based smart city
enhancement model is proposed in this research using a
deep learning method named two level learning based
distributed CNN for big data analysis. Here, the two-level
learning will improve the performance of the big data
prediction model through enhanced learning mechanism
and the distributed learning mechanism can enhance the
classifier through improved feature extraction process. The
research outcome will be validated through comprehensive
comparative analyses against established big data analysis
methods and this validation will prove the superiority of the
proposed model. The research is implemented in python
and exhibits the enhanced performance in terms of
indicating its effectiveness in enhancing the prediction of
big data.

ACKNOWLEDGMENT

My research supervisor and the faculty have provided me
with ongoing support and direction, for which | am
incredibly grateful. | also want to express my gratitude to
everyone that helped me out with my study, both directly
and indirectly.

REFERENCES

[1] Moghadas, Ehsan, Javad Rezazadeh, and Reza
Farahbakhsh. "An loT patient monitoring based on fog
computing and data mining: Cardiac arrhythmia usecase."
Internet of Things 11 (2020): 100251.

[2] Rincon, Jaime A., Solanye Guerra-Ojeda, Carlos
Carrascosa, and Vicente Julian. "An loT and fog
computing-based monitoring system for cardiovascular
patients with automatic ECG classification using deep
neural networks." Sensors 20, no. 24 (2020): 7353.

142 | IIREAMV10102110048 DOI : 10.35291/2454-9150.2024.0145

International Journal for Research in Engineering Application & Management (IJREAM)

ISSN : 2454-9150 Wol-10, Issue-02, May 2024

[3] Tuli, Shreshth, Nipam Basumatary, Sukhpal Singh Gill,
Mohsen Kahani, Rajesh Chand Arya, Gurpreet Singh
Wander, and Rajkumar Buyya. "HealthFog: An ensemble
deep learning based Smart Healthcare System for
Automatic Diagnosis of Heart Diseases in integrated 10T
and fog computing environments." Future Generation
Computer Systems 104 (2020): 187-200.

[4] Verma, Parag, Rajeev Tiwari, Wei-Chiang Hong,
Shuchi Upadhyay, and Yi-Hsuan Yeh. "FETCH: a deep
learning-based fog computing and loT integrated
environment for healthcare monitoring and diagnosis."
IEEE Access 10 (2022): 12548-12563.

[5] Tang, Bo, Zhen Chen, Gerald Hefferman, Shuyi Pei,
Tao Wei, Haibo He, and Qing Yang. "Incorporating
intelligence in fog computing for big data analysis in smart
cities." IEEE Transactions on Industrial informatics 13, no.
5 (2017): 2140-2150.

[6] Rahmani, Amir M., Tuan Nguyen Gia, Behailu Negash,
Arman Anzanpour, Iman Azimi, Mingzhe Jiang, and Pasi
Liljeberg. "Exploiting smart e-Health gateways at the edge
of healthcare Internet-of-Things: A fog computing
approach.” Future Generation Computer Systems 78
(2018): 641-658.

[7] Farahani, Bahar, Farshad Firouzi, Victor Chang,
Mustafa Badaroglu, Nicholas Constant, and Kunal
Mankodiya. "Towards fog-driven IoT eHealth: Promises
and challenges of 10T in medicine and healthcare.”" Future
generation computer systems 78 (2018): 659-676.

[81  Songhorabadi, Maryam, Morteza  Rahimi,
AmirMehdiMoghadamFarid, and Mostafa Haghi Kashani.
"Fog computing approaches in loT-enabled smart cities."
Journal of Network and Computer Applications 211
(2023): 103557.

[9] Wang, Wendong, Cheng Feng, Bo Zhang, and Hui Gao.
"Environmental monitoring based on fog computing
paradigm and internet of things." IEEE Access 7 (2019):
127154-127165.

[10] Li, Chaomin. "Information processing in Internet of
Things using big data analytics."  Computer
Communications 160 (2020): 718-729.

[11] Atzori, L., lera, A., Morabito, G., 2017. Understanding
the internetof things: definition, potentials, and societal role
of a fast evolvingparadigm. Ad Hoc Networks 56, 122—
140.

[12] Rezazadeh, J., Subramanian, R., Sandrasegaran, K.,
Kong, X.,Moradi, M., Khodamoradi, F., 2018. Novel
ibeacon placement forindoor positioning in iot. IEEE
Sensors Journal 18, 10240-10247.

[13] Rahmani, A. M., Gia T.N., Negash B., Anzanpour A.,
Azimi 1., Jiang M., and Liljeberg P.: Exploiting smart e-

© 2024, IJREAM All Rights Reserved.



health gateways at the edge of healthcare internet-of-things:
a fog computing approach. Future Generation Computer
Systems, 78, 641-658 (2018).

[14] Tuli, Shreshth, Nipam Basumatary and Rajkumar
Buyya, Edgelens:Deep learning based object detection in
integrated iot, fog and cloud computing environments,
Proceedings of the 4th IEEE InternationalConference on
Information Systems and Computer Networks (ISCON
2019, IEEE Press, USA), Mathura, India, November 21-22

[15] Gill, Sukhpal Singh, Rajesh Chand Arya, Gurpreet
Singh Wander, and RajkumarBuyya. “Fog-Based Smart
Healthcare as a Big Data and Cloud Service for Heart
Patients Using IoT.” In International Conference on
Intelligent Data Communication Technologies and Internet
of Things, pp. 1376-1383. Springer, Cham, 2018.

[16] He S., Cheng B., Wang H., Huang Y., and Chen J.:
Proactive personalized services through fog-cloud
computing in large-scale loT-basedhealthcare application.
China Communications, 14, no. 11, 1-16 (2017)

[17] Tuli, Shreshth, Redowan Mahmud, Shikhar Tuli, and
Buyya. A Blockchain-based
Lightweight Framework for Edge and Fog Computing.”
Journal of Systems and Software, Volume 154, August
2019, Pages 22-36.

Rajkumar “FogBus:

[18] Mutlag, Ammar Awad, Mohd Khanapi Abd Ghani,
Net al Arunkumar, Mazin Abed Mohamed, and Othman
Mohd. ”Enabling technologies for fog computing in
healthcare IoT systems.” Future Generation Computer
Systems 90 (2019): 62-78

[19] Moysiadis, Vasileios, Panagiotis Sarigiannidis, and
distributed  data
management in fog computing.” Wireless Communications
and Mobile Computing 2018 (2018).

Ioannis  Moscholios.  “Towards

[20] Moosavi, Sanaz Rahimi, Tuan Nguyen Gia, Ethiopia
Nigussie, Amir M. Rahmani, Seppo Virtanen, Hannu
Tenhunen, and Jouni Isoaho. “End-toend security scheme
for mobility enabled healthcare Internet of Things.” Future
Generation Computer Systems 64 (2016): 108-124.

[21] Abdullahi, Ibrahim, Suki Arif, and Suhaidi Hassan.
”Ubiquitousshift with information centric network caching
using fog computing.” In Computational intelligence in
information systems, pp. 327-335. Springer, Cham, 2015

[22] Satyanarayanan, Mahadev. ”The emergence of edge
computing.” Computer 50, no. 1 (2017): 30-39.

[23] S. M. R. Islam, D. Kwak, M. H. Kabir, M. Hossain,
and K.-S. Kwak,‘“The Internet of Things for health care: A
comprehensive survey,”” IEEEAccess, vol. 3, pp. 678708,
2015.

[24] A. M. Rahmani, T. N. Gia, B. Negash, A. Anzanpour,
I. Azimi, M. Jiang,and P. Liljeberg, ‘‘Exploiting smart e-

143 | IIREAMV10102110048

DOI : 10.35291/2454-9150.2024.0145

International Journal for Research in Engineering Application & Management (IJREAM)

ISSN : 2454-9150 Wol-10, Issue-02, May 2024

health gateways at the edge of healthcare Internet-of-
Things: A fog computing approach,””  Future
Gener.Computer. Syst., vol. 78, pp. 641-658, Jan. 2018.

[25] Goyal, Abhishek, Kanika Narang, Gautam Ahluwalia,
P. M. Sohal, Bhupinder Singh, ShibbaT.Chhabra, Naved
Aslam, Bishav Mohan, and Gurpreet S. Wander. “Seasonal
variation in 24 h blood pressure profile in healthy adults-A
prospective observational study.” Journal of human
hypertension (2019): 1.

[26] Gill, Sukhpal Singh, Peter Garraghan, and Rajkumar
Buyya. “ROUTER: Fog enabled cloud based intelligent
resource management approach for smart home IloT
devices.” Journal of Systems and Software (2019)

[27] Nature, “Big data,” 2008.
http://www.nature.com/news/specials/bigdata/index.html.

[28] Z. Zhou, N. Chawla, Y. Jin, and G. Williams, “Big
data opportunities and challenges: Discussions from data
analytics perspectives,” IEEE Computational Intelligence
Magazine, vol. 9, no. 4, pp. 62-74, 2014

[29] L. Da Xu, W. He, and S. Li, “Internet of things in
industries: a survey,”IEEE Transactions on Industrial
Informatics, vol. 10, no. 4, pp. 2233-2243, 2014.

[30] L. Jiang, L. Da Xu, H. Cai, Z. Jiang, F. Bu, and B. Xu,
“An iotoriented data storage framework in cloud computing
platform,” IEEE Transactions on Industrial Informatics,
vol. 10, no. 2, pp. 1443-1451,2014.

[31] Vora, J., Tanwar, S., Tyagi, S., Kumar, N., Rodrigues,
J.J., 2017. Faal:Fog computing-based patient monitoring
system for ambient assistedliving, in: e-Health Networking,
Applications and Services (Healthcom), 2017 IEEE.pn.1-6

[32] Islam, S.M.R., Kwak, D., Kabir M.D.H., Hossain M.
and Kwak K.S.: The internet of things for health care: a
comprehensive survey. IEEE Access. 3, 678-708 (2015).

[33] Ali S., and Ghazal M.: Real-time Heart Attack Mobile
Detection Service (RHAMDS): An loT use case for
Software Defined Networks. In: 30th IEEE Canadian
Conference on Electrical and Computer Engineering, pp. 1-
6, (2017).

© 2024, IJREAM All Rights Reserved.



