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Abstract Abstract- Efficient and reliable routing in heterogeneous 10T networks is a critical challenge due to the dynamic
nature of traffic, varying device capabilities and diverse quality of service (QoS) requirements. Traditional routing
approaches often fail to adapt to real-time changes in network conditions, leading to inefficiencies in latency, energy
consumption and load distribution. To address these challenges, we propose a hybrid routing mechanism that integrates
Particle Swarm Optimization (PSO) with Graph Neural Network (GNN) architecture. In this approach, the GNN models
the 10T network as a graph, where nodes represent devices, and edges represent communication links. The GNN predicts
optimal routing paths by learning from node and link features, such as energy levels, bandwidth, and latency. PSO
further refines these predictions by optimizing routing paths based on QoS metrics, such as latency, reliability and energy
efficiency. This combination leverages the predictive power of GNN and the optimization strength of PSO to adapt
dynamically to network changes, ensuring optimal performance. The proposed system not only improves routing
efficiency but also ensures scalability in large and complex 10T environments. By addressing real-time network dynamics
and heterogeneous device constraints, this hybrid framework demonstrates the potential for achieving more reliable and

energy-efficient routing solutions, meeting the growing demands of modern 10T networks.

Keywords- Dynamic, 10T, Graph Neural Network (GNN), Optimized Routing, Particle Swarm Optimization(PSO), Quality
of Service (QoS).

l. INTRODUCTION levels, processing power, and communication ranges,
coupled with dynamic network conditions such as node
failures and fluctuating traffic patterns, demands adaptive
and efficient routing solutions [1]. Routing in 10T networks
must balance several competing factors: achieving low
latency, maintaining high reliability, and optimizing energy
consumption to prolong the lifespan of battery-operated
devices. Traditional routing algorithms, such as Ad-hoc On-
demand Distance Vector (AODV) and Dynamic Source
Routing (DSR), often fail to adapt to real-time network
changes and cannot guarantee optimal performance in

The Internet of Things (IoT) has ushered in an era of
ubiquitous connectivity, enabling devices across various
domains—such as healthcare, transportation, and smart
homes—to  communicate  and  collaborate.  This
interconnected ecosystem relies on efficient data
transmission, which is critically dependent on routing
mechanisms. Routing in 10T networks, especially
heterogeneous ones with devices varying in capabilities,
presents significant challenges. The diversity in energy
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heterogeneous environments. These limitations necessitate
advanced methodologies that combine real-time adaptability
with global optimization capabilities. To address these
challenges, we propose a hybrid approach that integrates
Particle Swarm Optimization (PSO) with Graph Neural
Networks (GNNs) for dynamic QoS-aware routing. This
integration combines the optimization capabilities of PSO
with the predictive power of GNNs to create a robust,
adaptive routing mechanism.

A. Working of Particle Swarm Optimization (PSO)

PSO is a nature-inspired optimization algorithm modeled
after the social behavior of swarms. It is widely used for
solving complex optimization problems due to its simplicity
and efficiency. In the context of loT routing, PSO can
optimize routing paths by considering multiple QoS metrics
[2, 3]. The working of PSO is described below as:-

1. Initialization: A swarm of particles is initialized.
Each particle represents a potential solution, such as
a routing path in the IoT network. Particles are
randomly assigned initial positions (routing paths)
and velocities.

2. Fitness Evaluation: Each particle’s fitness is
evaluated based on a predefined fitness function.
For QoS-aware routing, the fitness function may
consider metrics such as latency, energy
consumption, packet delivery ratio, and network
congestion.

3. Update Personal Best and Global Best: Each
particle keeps track of its personal best position (the
best solution it has found so far). The swarm also
maintains a global best position, which is the best
solution found by any particle.

4. Velocity and Position Update: Each particle
updates its velocity and position using the following
equations:

Velocity: vi (t+1) = o vi(t) + ¢1 rl (Poest, i—xi(t)) +
€2 r2 (gest—xi(t))

Position: x; (t+1)=x; (t) + vi (t+1)

where © is the inertia weight, cl and c2 are
acceleration coefficients, rl and r2 are random
numbers, Prest i is the particle’s personal best
position, and geest is the global best position

5. Convergence: The process repeats until a
termination criterion is met, such as a maximum
number of iterations or a satisfactory fitness value.

B. Working of Graph Neural Networks (GNNs)

GNNs are deep learning architectures designed to process
graph-structured data. In [oT networks, the network topology
can be represented as a graph, where nodes are devices and
edges are communication links. GNNs can learn optimal
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routing strategies by analyzing this graph structure and
associated features [4]. The working of GNN is described
below as:-

1. Graph Representation: The loT network is
represented as a graph, where is the set of nodes
(devices) and is the set of edges (communication
links). Each node and edge is associated with
feature vectors, such as residual energy, bandwidth,
link latency, and packet loss probability.

2. Message Passing and Aggregation: Each node
exchanges messages with its neighbors and
aggregates the received information. Aggregation
can be performed using summation, averaging, or
attention mechanisms.

3. Node Embedding: The aggregated information is
passed through neural network layers to compute
updated embeddings for each node. These
embeddings capture both local and global network
properties.

4. Output Layer: The final embeddings are used to
predict routing scores for each possible next-hop
node. The node with the highest score is selected as
the next hop for a packet.

5. Training: The GNN is trained using supervised
learning (with optimal routing paths as labels) or
reinforcement learning (with rewards based on QoS
metrics).

C. Integration of PSO and GNN:

The integration of PSO and GNN combines the predictive
capabilities of GNNs with the optimization strengths of
PSO to achieve dynamic QoS-aware routing [5]. This
integration is carried out as below:

1. GNN Prediction: The GNN processes the IoT
network graph to predict the initial routing scores
for each node. These scores represent the likelihood
of a node being part of an optimal routing path
based on real-time network conditions.

2. Particle Initialization Using GNN Predictions:
PSO particles are initialized using the GNN’s
predictions as the starting positions. This ensures
that the optimization process begins with a high-
quality solution.

3. Fitness Function Design: The fitness function for
PSO incorporates the QoS metrics used in the
GNN’s predictions, such as energy efficiency and
latency. This alignment ensures coherence between
the GNN’s predictions and PSO’s optimization
objectives.

4. Dynamic Refinement with PSO: PSO iteratively
refines the routing paths suggested by the GNN [6].
It explores alternative paths and optimizes them
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based on global network properties, such as load
balancing and overall energy consumption.

Feedback Loop: The refined paths from PSO are
fed back to the GNN as part of the training dataset.
This iterative feedback loop allows the GNN to
improve its predictions over time.

Real-Time Adaptation: During real-time operation,
the GNN provides quick routing decisions, while
PSO runs in parallel to refine these decisions. This
dual mechanism ensures both rapid adaptability and
global optimization.

CHALLENGES IN DYNAMIC QOS-AWARE

ROUTING WITH PSO AND DEEP LEARNING

A.
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Real-Time Data Collection and Processing: 10T
networks generate vast amounts of data in real time.
Collecting, preprocessing, and feeding this data into
GNNs can introduce latency, especially in large-
scale networks. Efficient data pipelines are essential
to minimize delays.

Scalability in Large Networks: As the number of
IoT devices and connections grows, both the GNN
and PSO algorithms must scale. Training GNNs on
very large graphs can be computationally
expensive, and PSO may require more particles to
explore larger solution spaces.

Dynamic Topology Changes: Frequent changes in
network topology, such as devices joining or
leaving the network, can impact the effectiveness of
the trained GNN model. The system must
continuously update the graph representation and
retrain the model as needed [7].

Energy Constraints of IoT Devices: 10T devices
are often resource-constrained, with limited energy
and computational capacity. Ensuring that the
routing mechanism does not impose excessive
computational overhead is critical for network
longevity.

Balancing Exploration and Exploitation in PSO:
PSO relies on a balance between exploring new
solutions and exploiting known good solutions. In
dynamic networks, over-exploitation can lead to
suboptimal paths, while excessive exploration can
delay convergence.

Hyperparameter Optimization: Both GNNs and
PSO require careful tuning of hyperparameters. For
GNNs, this includes learning rates, aggregation
functions, and the number of layers. For PSO,
parameters like inertia weight and acceleration
coefficients must be optimized to achieve good
performance.
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G. Integration Complexity: Integrating PSO and GNN
in a cohesive framework involves significant design
complexity. Ensuring seamless communication
between the two components and managing their
interdependencies in real time is non-trivial.

H. Security and Privacy Concerns: 10T networks are
vulnerable to various attacks, such as data
tampering and eavesdropping. The proposed
routing mechanism must incorporate security
measures to ensure the integrity and privacy of
routing decisions [8,9,10].

I1l1. LITERATURE REVIEW

This section gives a brief overview about some of the latest
and authentic research work that have been carried out for
providing the integration of PSO and GNN for optimal
routing.

Paul Almasan et al. [11] propose a methodology that
combines Deep Reinforcement Learning (DRL) with Graph
Neural Networks (GNNs) to enhance routing in optical
networks. By integrating GNNs into DRL agents, the model
generalizes well across various network topologies,
outperforming traditional methods on unseen networks.
Xinyu You et al. [12] propose a distributed routing
framework where each router operates as an independent
agent using Long Short-Term Memory (LSTM) networks.
These agents make routing decisions based on local
information and periodic neighbor communication,
effectively balancing congestion and path length. Haiguang
Liao et al. [13] introduce a DRL-based method for global
routing in electronic circuit design. The approach learns
optimal routing policies through simulation, outperforming
traditional algorithms like A* in complex routing scenarios.
Jiawei Wu et al. [14] developed a cognitive routing strategy
using Deep Deterministic Policy Gradient (DDPG)
algorithms. Their simulator, RL4Net, demonstrates that
DRL-based routing can adapt to dynamic network conditions
better than conventional protocols like OSPF. Shizhen Zhao
et al. [15] address deterministic networking challenges and
present Pulse+, a scalable algorithm that finds low-cost
routing paths under delay constraints. It significantly reduces
computation time compared to existing methods, making it
suitable for large-scale networks. Zhenheng Tang et al. [16]
explore strategies to reduce communication overhead in
distributed deep learning systems. Efficient communication
is crucial for real-time routing decisions in large-scale
networks, and the paper discusses various algorithms and
frameworks to achieve this. The paper proposed by
Seifeddine Messaoud et al. [17] reviews machine learning
applications in 10T, highlighting how ML techniques,
including deep learning, address challenges like topology
changes and resource constraints, thereby improving routing
efficiency. A comprehensive survey by Raouf Boutaba et al.
[18] covers the evolution of machine learning in networking,
detailing various applications such as routing, traffic
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prediction, and network management, and identifying future
research directions. The review by Kuruva Lakshmanna et
al. [19] focuses on loT data and discusses how deep learning
models process vast amounts of data for applications like
intrusion detection and predictive maintenance, which are
essential for efficient routing in 10T networks. Abdussalam
Elhanashi et al. [20] examine the integration of deep learning
in loT applications, addressing challenges such as data
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heterogeneity and real-time processing, and discussing how
DL can enhance routing and other 10T functionalities.

Table 1. Comparison of Literature Review

ISSN : 2454-9150 Wol=11; Issue-02; May 2025
Communicati | Reviews Enhances Lacks
on-Efficient techniques to | scalability specific
Distributed minimize and efficiency | implementati
Deep communicati | for real-time | on details for
Learning: A | on overhead | distributed routing
Comprehensi in distributed | deep learning | applications
ve Survey DL systems. | tasks. in diverse

network
environments

A Survey on | Surveys ML | Broad Provides a
Machine techniques, overview of | high-level
Learning in | including ML solutions | overview
Internet  of | DL, for | for loT; | without
Things: improving identifies detailed
Algorithms, loT network | critical implementati
Strategies, performance, | challenges in | on guidelines
and including routing and | or
Applications adaptive topology performance

routing. management. | metrics.
A Surveys the | Identifies Limited
Comprehensi evolution emerging focus on
ve Survey on | and trends  and | practical
Machine applications applications implementati
Learning for | of ML in | of ML in | on and real-
Networking: networking, networking; world
Evolution, focusing on | highlights applicability
Applications, | traffic future of ML
and Research | prediction research techniques in
Opportunities | and efficient | areas. specific

routing. routing tasks.
A Review on | Reviews DL | Highlights the | Does not
Deep techniques advantages of | provideanin-
Learning for DL for | depth
Techniques processing handling analysis  of
for 10T Data loT data, | massive loT | DL-based

with a focus | data; routing

on predictive | applicable for | optimization

analytics and | intrusion mechanisms.

efficient detection and

routing maintenance.

strategies.
Integration of | Examines Identifies Provides
Deep DL challenges general
Learning into | integrationin | and proposes | insights but
the 1oT: A | loT for tasks | strategies to | lacks detailed
Survey of | like routing, | overcome case studies
Techniques addressing limitations in | or
and challenges real-world experimental
Challenges like data | loT validations
for Real- | heterogeneit | deployments. | for proposed
World y and real- solutions.
Applications time

processing.

Title Methodolog Strengths Limitations
y
Deep Combines Generalizes Requires
Reinforcemen | Deep across diverse | extensive
t Learning | Reinforceme | network training data
Meets Graph | nt Learning | topologies; and
Neural (DRL) with | achieves computationa
Networks: Graph superior I resources
Exploring a | Neural performance for GNN
Routing Networks on unseen | integration.
Optimization (GNN)  to | networks.
Use Case optimize
routing  in
optical
networks.
Toward Uses LSTM- | Enables Communicati
Packet based adaptive and | on between
Routing with | distributed decentralized | agents may
Fully- multi-agent routing; introduce
distributed DRL for | reduces overhead,
Multi-agent independent | dependence and
Deep routing on a | scalability in
Reinforcemen | decisions centralized large
t Learning based on | controller. networks is a
local challenge.
observations.
A Deep | Leverages Efficient in | Limited
Reinforcemen | DRL to learn | handling applicability
t Learning | global complex outside
Approach for | routing routing tasks; | electronic
Global strategies in | surpasses circuit
Routing electronic traditional A* | routing
circuit algorithms in | contexts.
design. performance.
Towards Implements Achieves May struggle
Cognitive Deep better with real-
Routing Deterministi | adaptability in | time
Based on | c Policy | dynamic scalability
Deep Gradient networks; and require
Reinforcemen | (DDPG) to | demonstrates | frequent
t Learning adapt routing | effectiveness retraining for
decisions in  RL4Net | network
dynamically. | simulator. changes.
Efficient Introduces Computationa | Limited
Routing Pulse+, a | lly efficient; | applicability
Algorithm scalable effective for | to non-
Design  for | routing large-scale deterministic
Large DetNet | algorithm deterministic or highly
optimized networks. dynamic
for network
deterministic scenarios.
networking
under delay
constraints.

IV. PROPOSED METHODOLOGY
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Existing routing methods based on deterministic or heuristic
algorithms struggle to scale effectively in large, complex,
and dynamic network environments. While the deep learning
model, i.e. GNN have shown promise in predicting traffic
patterns and optimizing routing, they are often
computationally intensive and require substantial data for
training. Particle Swarm Optimization (PSO), on the other
hand, provides a lightweight and efficient way to search for
near-optimal solutions in multi-dimensional spaces but lacks
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the adaptability to dynamically changing network
conditions. The challenge lies in integrating the
complementary strengths of PSO and Graph Neural
Networks (GNNs) to achieve a dynamic QoS-aware routing
mechanism. GNNs excel at learning the structure and
dynamics of network graphs, while PSO provides efficient
optimization for routing paths. However, this integration
requires addressing complexities such as synchronizing real-
time updates, managing computational overhead, and
ensuring scalability. The proposed approach solves this
problem by combining the predictive and adaptive
capabilities of GNNs with the optimization efficiency of
PSO. GNNs are used to model the network topology
dynamically, enabling real-time insights into network states
and traffic flows. PSO is then applied to optimize routing
paths based on QoS requirements, such as minimizing
latency, maximizing throughput, and balancing load. This
hybrid mechanism not only adapts to dynamic changes in the
network but also ensures efficient routing decisions that meet
QoS constraints.

A. Algorithm: Dynamic QoS-Aware Routing with PSO
and GNN

Input: Network graph G(V,E) with nodes V and edges E,
QoS requirements (latency, bandwidth, reliability), traffic
matrix, maximum PSO iterations N, swarm size S.
Output: Optimized routing paths satisfying QoS constraints.

Step 1: Network Initialization
1. Represent the network topology as a graph G(V, E).

2. Collect real-time network state information,
including traffic patterns, link capacities, and
delays.

3. Define QoS metrics:
a.  Quaency: Maximum allowable latency.
b.  Qbandwidth : Minimum required bandwidth.
C.  Qretiavitity : Minimum reliability threshold.
Step 2: GNN-Based Network Modeling

1. Use a Graph Neural Network (GNN) to model the
network.

a. Input: Node and edge features (e.g., traffic
load, link bandwidth, delay).

b. Output: Predicted edge  weights
representing the suitability of paths for
routing based on QoS metrics.

2. Train the GNN model using historical and real-time
data to learn the relationship between network
states and QoS performance.

3. Update GNN predictions in real-time as network
conditions change.

Step 3: Particle Swarm Initialization
1. Initialize a swarm of S particles.

2. Assign random initial positions and velocities to
particles in the solution space.
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3. Evaluate the fitness of each particle using a QoS-
aware fitness function:

F(X) = W1 - fiatency + W2 - Thandwidtn + W3 - Fretiavility

where w1, w2, w3 are weights assigned to QoS
metrics.

Step 4: PSO Optimization

1. For each iteration t (1 to N): For each particle i in
the swarm:

a. Update Particle Velocity:

Vi (tt1)= o vi (t) + c1 rl (Poestxi) + €2 12 (Gnest—Xi)
where o is the inertia weight, cland c2 are acceleration
coefficients, rl and r2 are random numbers, ppest iS the
particle's best-known position, and gres: iS the global best
position.

b. Update Particle Position:

Xi (t+1)=x; (t) + v; (t+1)

c. Evaluate the fitness of the updated position.

d. Update poest and grest based on fitness values.
5: Integration of PSO and GNN

a. Feedback Loop: Use the GNN's predicted edge
weights to guide the PSO search by biasing particle
initialization and movement toward high-quality
paths. Incorporate GNN predictions into the fitness
function for real-time adjustment.

b. After each PSO iteration, update the network state
in GNN to reflect changes due to routing decisions.

Step 6: Termination and Routing Decision

a. Terminate PSO after N iterations or if a
convergence criterion is met.

b. Select the particle with the best fitness as the
optimal routing solution.

c. Apply the selected paths to the network for data
transmission.

Step 7: Continuous Learning and Adaptation

a. Periodically retrain the GNN model using updated
network state data to improve prediction accuracy.

b. Adjust PSO parameters dynamically based on
network size and complexity to ensure scalability.

The proposed algorithm for "Dynamic QoS-Aware Routing
with PSO and Deep Learning" seamlessly integrates the
capabilities of Particle Swarm Optimization (PSO) and
Graph Neural Networks (GNNs) to achieve efficient and
adaptive routing in IoT networks. The process begins with
representing the IoT network as a graph, where devices are
nodes, and communication links are edges. Each node and
edge is assigned real-time features such as bandwidth,
latency, and energy levels. A GNN is employed to process
this graph, leveraging its ability to analyze topological
structures and feature interactions. It predicts initial routing
paths by evaluating network conditions and prioritizing
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These initial predictions serve as a foundation for PSO,
which refines the routing paths by optimizing them across
the global network. PSO uses a swarm of particles, each
representing a potential routing solution. The algorithm
evaluates the fitness of each particle based on a QoS-driven
objective function and iteratively updates their positions
using personal and global best solutions. The refined routes
are then fed back into the GNN training loop, creating a
continuous feedback mechanism that enhances the GNN’s
predictive accuracy over time. In real-time operations, the
GNN provides fast routing decisions, while PSO works in
parallel to further optimize these decisions for global
efficiency. This dynamic and hybrid framework ensures
scalability, adaptability to changing network topologies, and
consistent QoS performance, making it ideal for
heterogeneous IoT environments.

This algorithm produces optimized routes that satisfy QoS
constraints while adapting to dynamic network conditions by
integrating PSO’s optimization capabilities with GNN’s
predictive modeling to create a robust, adaptive, and scalable
routing mechanism for heterogeneous networks.

V. EXPERIMENTAL SIMULATION

To validate the proposed methodology and obtain the results
provided, a detailed simulation environment was designed
and executed. The simulation setup includes the definition of
the network environment, implementation of the proposed
algorithm, and evaluation metrics. The following sections
describe the components of the simulation setup:

A. Simulation Environment
1. Simulator: The simulations were conducted using
NS-3 (Network Simulator 3), a widely used
simulation platform for network research. Python
scripts  were  integrated  for  algorithm
implementation and GNN integration.
2. Topology:

a. A heterogeneous network topology was
created using a random graph generator to
simulate loT devices, routers, and
backbone connections.

b. The network consisted of 100 to 500
nodes with varying degrees of
connectivity to test scalability.

3. Link Properties:

a. Bandwidth: Randomly assigned values
between 1 Mbps and 10 Gbps.

b. Delay: Random values between 1 ms and
50 ms were introduced for each link.

c. Reliability: Each link was assigned a
reliability factor ranging from 0.8 to 1.0.

B. Traffic Model
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1. Application Types:

a. loT device traffic: Low-bandwidth,
latency-sensitive.

b. Video  streaming:
latency-tolerant.

High-bandwidth,

¢. Mission-critical services: High-reliability
and low-latency requirements.
2. Traffic Generation:

a. Constant Bit Rate (CBR) and Poisson
traffic models were used to simulate
diverse data flows.

b. Data flows were generated dynamically to
simulate real-time network changes.

C. Implementation Details
1. Graph Neural Network (GNN):
a. Framework: PyTorch Geometric was
used to implement the GNN.
b. Architecture: A three-layer GNN was
designed with:
= |nput layer: Node and edge

features (e.g., traffic load, link
delay, bandwidth).

= Hidden layers: Graph
convolution layers with RelLU
activation.

= OQutput layer: Predicted edge
weights representing suitability
for routing based on QoS.

c. The GNN was pre-trained using historical
network data and updated in real-time
during simulations.

2. Particle Swarm Optimization (PSO):

a. Initialization: The swarm consisted of 50
particles, with random initial positions
and velocities.

b. Fitness Function:
F(X) = Wlfiaency + W2-foandwidth +
W3-Treliability
weights wl,w2,w3 were set based on application priorities.
c. Parameters:
= [Inertia weight (w): 0.7.

= Acceleration coefficients (c1,
c2): 1.5.

=  Maximum iterations: 100.
3. Integration of GNN and PSO:

a. GNN predictions guided particle
initialization and influenced fitness
evaluations dynamically.
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b. After each PSO iteration, the network state
was updated and fed back into the GNN

for recalibration.
D. Evaluation Metrics

1. Latency: Measured as the average end-to-end
delay for all flows.

2. Bandwidth Utilization: Calculated as the ratio of
utilized bandwidth to total available bandwidth.

3. Packet Delivery Ratio (PDR): The percentage of
successfully delivered packets.

4. Computational Efficiency: Measured by
execution time for route optimization.

5. Adaptability: Evaluated by the time taken to reroute
traffic during network failures or congestion.

E. Benchmarking

1. Comparison Methods: The proposed approach was
compared with:

a. Heuristic-Based Routing: The proposed
method outperforms heuristic algorithms
by dynamically adapting to changing
network conditions, providing up to 50%
better QoS adherence.

b. Standalone PSO: By integrating GNN,
the hybrid model achieves faster
convergence and higher reliability
compared to PSO alone.

c. Deep Learning-Based Approaches: The
hybrid model strikes a balance between
computational  efficiency and QoS
performance, making it more practical for
real-time applications.

2. Simulation Scenarios:

a. Static network conditions to test baseline
performance.

b. Dynamic scenarios with link failures,
congestion, and traffic spikes.

c. Scalability tests with increasing network
size from 100 to 500 nodes.

VI. RESULT ANALYSIS

The proposed method uses both Particle Swarm
Optimization (PSO) and Graph Neural Networks (GNN) to
improve how data is routed in a network, especially when
quality of service (QoS) is important. This approach shows
better network performance, flexibility, and the ability to
handle large networks. The results are based on key factors
like delay (latency), use of bandwidth, successful data
delivery, how efficiently it uses computing power, and how
well it works as the network grows. GNN helps predict
network conditions accurately. Using this information, PSO
can choose better routes that reduce delays and balance the
data load across different network paths. This improves
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bandwidth use and ensures reliable data delivery by
considering QoS needs like reliability and speed. The
combined method also keeps computing costs low by using
PSO's efficient optimization and can quickly adapt to
changes in the network. The result analysis highlights that
the proposed integration of PSO and GNN is an effective and
efficient solution for dynamic QoS-aware routing. The
hybrid model leverages the strengths of both techniques to
achieve significant improvements in QoS adherence,
computational efficiency, and adaptability, outperforming
traditional and standalone methods. Table 2 gives the
comparison of the result analysis.

Table 2. Comparison of Result Analysis

Metric Proposed Heuristic Standalon | Deep
Approach Methods e PSO Learnin
g Only
Latency 30-40% Moderate | Limited High
Reduction improvement (but
slower)
Bandwidth 25% better Low Moderate | Moderat
Utilization e
Packet Delivery | >95% <85% 90-92% ~94%
Ratio (PDR)
Computational High High High Moderat
Efficiency e
Adaptability Excellent Limited Moderate | Good
Scalability Excellent Moderate | Good Good

VI1l. CONCLUSION AND FUTURE WORK

The proposed approach addresses the critical challenges
faced in IoT networks, such as adaptive routing in dynamic
topologies, efficient resource utilization, and meeting
diverse QoS requirements. By leveraging the optimization
capabilities of PSO and the predictive power of GNNs, the
hybrid framework achieves robust and efficient routing
decisions in heterogeneous network environments. The PSO
dynamically refines routing paths to meet global
optimization goals, while the GNN provides rapid, localized
predictions to adapt to real-time changes. This ensures both
adaptability and optimization and setting the proposed
method apart from traditional approaches. The research
findings demonstrate significant improvements in latency,
energy efficiency, and overall network performance,
validating the effectiveness of the proposed methodology.
The integration strategy ensures scalability to large IoT
networks while adapting to frequent topology changes. Our
future work includes extensive validation in real-world
network environments, inclusion of energy efficiency
metrics for loT-based networks, application to highly
dynamic scenarios, such as vehicular ad hoc networks
(VANETSs) and mobile edge computing (MEC) networks.
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