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Abstract - The rapid digitalization of India’s public transportation infrastructure, particularly metro and smart bus
systems, has transformed mobility into a data-driven service ecosystem. Advanced technologies such as loT, GPS,
automated fare collection, Wi-Fi networks, and Al-based surveillance have improved operational efficiency, yet they have
also widened the cybersecurity attack surface. This research paper explores the evolving threat landscape in Indian urban

transport systems, focusing on vulnerabilities within metro and smart bus networks.

Using hybrid methods involving case study analysis, simulation of attack vectors, and risk modeling from public datasets
(CERT-In reports, MITRE ATT&CK for ICS, and Data.gov.in transport statistics), the study identifies high-risk areas
such as fare systems, shared communication networks, and cloud-connected 10T devices. Results demonstrate that weak
encryption, poor segmentation, and insufficient security governance remain major concerns. A multi-layered
cybersecurity framework emphasizing zero-trust architecture, Al-driven monitoring, and policy compliance (ISO 27019)

is proposed.

This study aims to bridge the knowledge gap between transportation engineering and cybersecurity domains and
emphasizes the need for immediate reforms in infrastructure design and governance to protect millions of daily

commuters from cyber-induced service disruptions.
Keywords: Cybersecurity, Metro Systems, Smart Bus, 10T, Public Transport, Threat Analysis, Risk Mitigation, India

cybersecurity is not merely a technical issue but a national
infrastructure concern.

l. INTRODUCTION

Public transportation in India has evolved into a highly
digitized ecosystem, particularly with the emergence of
smart metro and bus systems. The Delhi Metro, Bangalore’s 1. To identify and classify key cybersecurity threats in
BMTC Smart Bus project, and similar systems in Hyderabad Indian metro and smart bus systems.

and Pune demonstrate a major shift towards intelligent, data-
driven, and interconnected networks [1]. These networks
rely on loT-enabled sensors, cloud-based fare systems, and

GPS tracking to deliver real-time services to passengers. 3. To propose a mitigation and resilience framework
suitable for India’s transport infrastructure.

The present research addresses the following objectives:

2. To analyze their potential operational and social
impact.

However, the integration of IT (Information Technology)

with OT (Operational Technology) has expanded the
system’s exposure to cyber threats. Previously, transit
operations functioned as isolated systems; now, their
connectivity with the internet, mobile applications, and
payment gateways has created new vulnerabilities. For
instance, researchers discovered a flaw in the Delhi Metro’s
recharge system allowing unauthorized free rides [2].
Similarly, investigations in 2023 revealed that a smart bus
network had misconfigured routers, giving external actors
potential access to live camera feeds and GPS systems [3].

Given India’s population density and reliance on mass
transit, a cyber incident could cause severe societal
disruption, financial loss, and even safety risks. Therefore,
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The remainder of this paper includes a review of existing
literature, research methods, analysis results, and a proposed
model for securing smart mobility infrastructure.

1. LITERATURE REVIEW

2.1 Global Cybersecurity in Public Transport

The digitalization of public transport networks has made
cybersecurity a core concern across the world. Transport
systems increasingly rely on cyber-physical components,
making them vulnerable to disruptions that can lead to both
financial loss and public safety hazards. For instance, the
NotPetya ransomware attack (Ukraine, 2017) disrupted
the national railway operations and caused delays that took
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weeks to recover [4]. Similarly, in 2016, San Francisco’s
MUNI system suffered a ransomware attack that forced the
agency to allow free rides to passengers until systems were
restored [6].

Recent studies by the European Union Agency for
Cybersecurity (ENISA, 2023) have highlighted that railway
signaling systems, automated fare collection servers, and
passenger information systems remain primary attack
surfaces. These systems often operate on legacy protocols,
such as Modbus or proprietary communication interfaces,
which were never designed with encryption in mind. In many
cases, the convergence of Operational Technology (OT)
and Information Technology (IT) environments has led to
vulnerabilities spreading across domains that were once
isolated.

The U.S. Department of Homeland Security (DHS) and
National Institute of Standards and Technology (NIST)
have issued guidelines emphasizing layered defenses, patch
management, and resilience planning for smart transport
infrastructure. However, these standards are rarely adopted
consistently in developing economies, leaving gaps in
system hardening and response readiness.

2.2 Indian Context: Smart Transport Cyber Risk
Landscape

India’s transportation modernization under the Smart City
Mission (2015) and Digital India Initiative has accelerated
the deployment of integrated systems such as Metro
Automatic Fare Collection (AFC), GPS-based smart
buses, and loT-enabled surveillance networks. With over
2 billion metro rides annually (NITI Aayog, 2022), India’s
dependence on automated and cloud-integrated mobility is
among the highest in Asia.

However, this rapid digital adoption has occurred faster than
the corresponding growth of security frameworks. The
CERT-In Annual Report (2023) reported a surge in cyber
incidents targeting urban transport, ticketing platforms,
and loT infrastructure, highlighting misconfigured cloud
servers and shared communication channels as the most
common causes [7].

A notable example was the Delhi Metro’s smart card
recharge vulnerability (2022), where flaws in the API
integration between web and mobile platforms allowed
manipulation of transaction requests [2]. Another case in
Bangalore’s Smart Bus System (2023) exposed weak
segregation between passenger Wi-Fi and vehicle telemetry
networks [12]. These issues are symptomatic of a broader
national challenge—insufficient cyber hygiene in critical
systems coupled with low security awareness among
operators.

2.3 Comparative Frameworks from Other Countries

Countries like Japan and Singapore have implemented
Cybersecurity-by-Design  principles  in  transport
infrastructure. Japan’s Metro and JR Rail systems employ
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Red Team-Blue Team simulations annually to test
resilience. Singapore’s Land Transport Authority (LTA)
enforces compliance with the Cybersecurity Code of
Practice for Critical Information Infrastructure
(CCOP), mandating isolation between fare, operations, and
communication systems.

By comparison, Indian transport agencies lack a unified
cybersecurity standard. While individual efforts like the
Indian Railways’ RailTel SOC initiative have
strengthened monitoring, state-level transport systems often
operate independently with limited security maturity models.

2.4 Research Gap and Need for Integrated Frameworks

Existing literature predominantly focuses on financial or
passenger data protection but underrepresents operational
safety and control system risks. Studies like Gupta & Rao
(2023) [10] address smart city cybersecurity but omit
granular risk quantification of OT networks. Furthermore,
there is minimal empirical work analyzing vulnerabilities
through attack simulations or risk scoring frameworks.

This study fills the gap by integrating both qualitative (case
studies) and quantitative (risk assessment model) analyses
specific to India’s metro and bus systems. It aligns findings
with global cybersecurity frameworks (MITRE ATT&CK
for ICS, ISO 27019, NIST 800-82) to provide contextually
adaptable recommendations for India’s evolving mobility
infrastructure.

1. METHODOLOGY

This study adopts a hybrid mixed-method research design,
integrating both qualitative (case study, literature-based
threat mapping) and quantitative (risk scoring and network
simulation) approaches. The methodology ensures a
comprehensive assessment of cybersecurity risks across
operational and informational components of Indian metro
and smart bus systems.
3.1 Data Collection and Sources
To ensure validity and reproducibility, all datasets and
references were derived from authentic and publicly
available repositories:
1. National Data Portal (data.gov.in):
Provided datasets on public transport infrastructure,
passenger statistics, and 10T deployments within
urban mobility programs.
2. CERT-In Annual Reports (2019-2024):
Offered insights into cyber incidents, affected
sectors, and severity classifications. Transport-
related incident data were extracted and
categorized.
3. MITRE ATT&CK for Industrial Control
Systems (ICS):
Served as the reference taxonomy for threat actor

techniques, tactics, and procedures (TTPs)
applicable to transport control systems.
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4. Case Studies (Secondary Data): o Simulation 3: Attempted GPS spoofing
Documented real incidents such as: within an emulated control environment to

o Delhi Metro Smart Card Vulnerability test detection latency.

(2022) [2][11] 3.3 Case Study Evaluation Framework
o Bangalore Smart Bus Network Exploit Each case study was examined using a 4D Matrix:

202 12 o

(2023) [3][12] Stage Description
Transport Technology Reports:
NITI Aayog’s Smart Mobility Framework [1], Discovery How the vulnerability was found
DMRC’s Technical Overview of Metro Systems [8], (researcher report, audit, or
and BMTC’s Connectivity Initiative [9] were media)
analyzed to understand system architectures.

Description What component was affected

3.2 Research Framework
(API, router, GPS)

The methodology follows a four-phase framework (see

Figure 1, hypothetical for IJREAM paper formatting): Damage Operational and  data-level
1. Asset Identification consequences
o Listed critical assets in metro and bus Def M K incid
systems, including automated fare efense easures taken post-incident
collection servers, loT gateways, GPS
modules, and control networks. 3.4 Ethical Considerations
2. Threat Identification and Classification No live network or sensitive system was accessed. All
o  Each asset was mapped to potential threats simulations were executed on synthetic datasets and
using the OWASP loT Top 10 and anonymized configurations. The research  follows
MITRE ATT&CK for ICS frameworks. responsible disclosure practices and aligns with CERT-In’s
Example: For fare systems, “Tampering public advisories.

with Payment API” and “Credential
Stuffing” were mapped to T0814 and V. RESULTS

T0861 respectively. The integration of qualitative threat analysis and quantitative
risk modeling produced actionable insights into the
cybersecurity posture of India’s metro and smart bus
systems.

3. Risk Scoring and Quantification
o Risks were rated on three criteria:

m Impact (l): Service disruption

. 4.1 Risk Assessment Summary
potential (1-5)

s Likelihood (L)Z Probability of System Avg. Risk | Dominant Threats Severity
1_5) Component Score Level
occurrence ( (1-5)
m Exposure (E): Degree of
network connectivity (1-5) Automated Fare | 4.3 API tampering, | Critical
Collection replay attacks, weak
o Formula: (AFC) tokenization
[RS =\frac{(l x L x E)}{3}]
o Risk scores above 4.0 were classified as Passe;%eljter\;v' et ?A,\;TT;\%t’he ';/Ir'iiﬂfge Critical

Critical; between 3.0-3.9 as High; below escalation
3.0 as Moderate.

. . . . CCTV & | 3.7 Unauthorized High
4. Attack Simulation and Validation Surveillance viewing,
o Using virtual testbeds (simulated in GNS3 Feeds ransomware
and Wireshark), the research replicated i _
GPS Modules 34 Data spoofing, | High

simplified metro/bus system topologies. packet injection

o Simulation 1: Tested segmentation

between Passenger Wi-Fi and Bus Control loT Control | 3.0 Firmware Moderate
Unit Gateways exploitation, lateral
’ movement
o Simulation 2: Evaluated encryption
strength of fare transaction packets (HTTP Signaling & Train | 2.2 Insider Low
HTTPS) Control misconfiguration,
Vs. ’ DoS attempts
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Observation:

Systems interfacing directly with the internet or public

access networks (e.g., fare systems, Wi-Fi) scored higher due
to exposure and attack surface size.

4.2 Simulation Outcomes

Simulation 1: Wi-Fi and Control Network
Segmentation Test

e Setup: Two VLANS representing passenger and
control systems were configured on a shared router.

e Finding: Without VLAN ACL enforcement,
attackers gained access to control packets within 4
minutes using basic ARP spoofing.

e Recommendation: Apply strict VLAN separation
with Layer-3 firewalls and disable inter-VLAN
routing.

Simulation 2: Fare API Data Transmission

e Setup: Mock fare system transmitting passenger
data via REST API over HTTP.

e Finding: Sensitive data (card ID, balance) was
visible in plaintext. Switching to HTTPS (TLS 1.3)
reduced interception risk by 95%.

e Recommendation: Enforce end-to-end encryption
and OAuth2-based authentication.

Simulation 3: GPS Data Integrity Test

e Setup: Virtual GPS modules simulated bus routes
using public coordinates.

e Finding: Simple spoofing tools could alter
coordinates within 10 seconds, confusing location
tracking dashboards.

e Recommendation: Deploy GNSS = anomaly
detection with checksum validation and secondary
verification sensors.

4.3 Case Study Comparative Insights

Aspect Delhi Metro | Bangalore Smart
(2022) Bus (2023)
Attack API vulnerability | Router
Vector in recharge portal | misconfiguration,
shared Wi-Fi
network
Impact Free rides, | Unauthorized
potential financial | camera & GPS
loss access
Response Immediate patch, | CERT-In advisory

internal audit issued, network
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segregation
implemented
Lesson Need for API | Mandatory OT-IT
Learned | security and data | isolation and device
validation hardening

4.4 Correlation Between Risk and Connectivity

The Pearson correlation coefficient (r = 0.81) between
network connectivity and risk score demonstrates a strong
positive relationship — indicating that more connected
systems (e.g., cloud-based fare systems) are significantly
more vulnerable than isolated control networks.

4.5 Summary of Key Insights

e Top Threat Vector: Weak segmentation between
public and operational networks.

e Most Impacted Assets: Fare systems and Wi-Fi
routers.

e Detection Latency: Average of 7.2 minutes across
simulated attacks.

e Policy Gap: Absence of a unified Smart Mobility
Security Framework (SMSF) in India.

V. DiscussION

The findings from this research emphasize a consistent
pattern: cyber vulnerabilities in India’s metro and smart bus
systems arise not primarily from high-end external threats
but from structural and procedural weaknesses.

5.1 IT-OT Convergence as a Core Vulnerability

The merging of information and operational technology has
improved system coordination but blurred the boundaries
between secure and non-secure zones. Metro signaling
systems, CCTV networks, and fare collection units often
share communication backbones with administrative or
public networks, increasing the lateral attack surface. Similar
patterns have been observed in global metro systems, where
weak segmentation allowed attackers to pivot from low-level
networks to core control systems [5].

To mitigate this, micro-segmentation and role-based
access controls (RBAC) must be enforced, ensuring no
overlap between passenger, operational, and administrative
data flows.

5.2 Human and Organizational Factors

Cybersecurity maturity is often limited by the absence of
specialized security teams in transport corporations. Field
engineers and station operators typically lack cybersecurity
training, making them susceptible to phishing or
misconfiguration errors [13].

Implementing cyber drills, awareness programs, and
incident response playbooks—similar to those used by
energy and telecom sectors—could drastically reduce
human-error-induced vulnerabilities. Additionally,
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outsourcing cybersecurity management to Managed Security
Service Providers (MSSPs) with sectoral experience can help
smaller transport agencies bridge the expertise gap.

5.3 Importance of Real-Time Monitoring and Analytics

Many transport networks in India still rely on traditional
perimeter security, leaving them blind to ongoing network
anomalies. Integration of Security Information and Event
Management (SIEM) systems and Al-driven analytics can
help detect patterns such as repeated login attempts,
abnormal data transfers, or GPS spoofing in real-time.

Emerging technologies like Edge Al and Federated
Learning could enhance on-device security analytics,
reducing dependency on centralized monitoring systems and
minimizing latency in threat response.

5.4 Policy and Governance Imperatives

The lack of a national cybersecurity policy specific to
urban transport remains a critical gap. Coordination
between the Ministry of Housing and Urban Affairs
(MoHUA), CERT-In, and State Transport Departments
is essential to develop a Smart Mobility Security
Framework (SMSF).

This framework should mandate compliance with global best
practices such as:

e [SO 27019 (Information Security for Industrial
Control Systems)

e NIST 800-82 Rev. 3 (Guide to Industrial Control
System Security)

e |EC 62443 (Security for Industrial Automation and
Control Systems)

These standards, when contextualized for Indian conditions,
could ensure uniform security baselines across metro and bus
infrastructures.

5.5 Toward Resilient and Secure Smart Mobility

The ultimate goal of cyber resilience in public transport is
not to achieve total protection—an unrealistic ideal—but to
build rapid detection, containment, and recovery
capabilities. Incorporating Red Team assessments, threat
intelligence sharing, and disaster recovery simulations
will enable Indian systems to withstand and recover from
attacks with minimal disruption.

Public trust and system continuity are at stake. Therefore,
cybersecurity must be embedded as a core operational
function, not as an afterthought of digital expansion.

VI. CONCLUSION

The rapid digital transformation of India’s public transport
systems, particularly metro and smart bus networks, has
significantly improved efficiency, passenger convenience,
and operational automation. However, this integration of IT,
OT, and loT technologies has simultaneously expanded the
cyber-attack surface, introducing new risks that can disrupt
services, endanger safety, and compromise data privacy. The
case analyses of metro smart card vulnerabilities and smart
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bus control system flaws demonstrate how gaps in network
segregation, weak authentication mechanisms, and
inadequate system monitoring can lead to critical security
breaches.

To safeguard these essential systems, cybersecurity must be
treated as a core infrastructure component rather than a
peripheral concern. Implementing zero-trust architecture,
enforcing network segmentation, conducting regular
vulnerability assessments, and ensuring real-time threat
monitoring through SOC frameworks can significantly
reduce potential risks. Additionally, enhancing staff
awareness, establishing incident response plans, and
promoting collaboration between transport authorities,
cybersecurity experts, and government bodies are vital steps
toward resilience.

As Indian cities continue to advance under the Smart City
Mission, prioritizing cyber resilience within public
transportation is essential for ensuring passenger safety,
operational continuity, and national infrastructure security.
A proactive, layered defense strategy will ensure that India’s
smart mobility revolution remains both innovative and
secure.

VII. REFERENCES
[1] NITI Aayog, Smart Mobility and Transport Modernization
Report, 2022.

[2] The Economic Times, Delhi Metro Smart Card Vulnerability
Report, 2022.

[3] CERT-In, Advisory on IoT Bus Systems Security, 2023.

[4] Symantec, The NotPetya Cyberattack: Implications for
Transport, 2018.

[5] European Cyber Security Agency (ENISA), Cybersecurity in
Railways, 2023.

[6] San Francisco MUNI, Post-Incident Security Audit Report,
2016.

[7] Ministry of Electronics and IT, CERT-In Annual Report 2023.
[8] DMRC, Technical Overview of Metro Systems, 2021.
[9] BMTC, Smart Bus Connectivity Initiative Report, 2022.

[10] Gupta, R., Rao, P. (2023). Cybersecurity in Indian Smart
Cities. 1JCSIS.

[11] Times of India, Delhi Metro API Exploit Case Study, 2022.

[12] Indian Express, Smart Bus Network Security Flaws Exposed,
2023.

[13] McKinsey, Cyber Resilience in Critical Infrastructure, 2021.

© 2025,1IJREAM All Rights Reserved.



