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Abstract. The ever-evolving digital landscape has given rise to multifaceted challenges, with digital watermarking
emerging as a promising solution. Beyond safeguarding copyrights, digital watermarking finds diverse applications in
content authentication, distribution tracing, and tamper recovery. Given the prevalence of digital photo and video shar-
ing, vulnerabilities to unauthorized use are rampant. This chapter introduces an innovative and secure watermarking
approach employing Discrete Wavelet Transforms (DWT) and Singular Value Decomposition (SVD), facilitating image
decomposition and exchange. To optimize the effectiveness of DWT and SVD, an Artificial Jellyfish Search Algorithm

(AJS) intelligently selects coefficients.

The proposed method operates through sequential steps: segmentation of original videos into frames, application of
the watermarking process, and encryption via Elliptic-Curve Cryptography (ECC). This model pioneers two central
concepts: substitution of text images with original ones and embedding grayscale images within swapped counterparts.
Notably, the watermarked image is subsequently compressed using the H.265 video encoding algorithm, significantly

reducing video size and facilitating efficient transmission.

By integrating these techniques, the chapter contributes to enhancing the safeguarding and protection of digital con-
tent the face of potential infringements. The utilization of DWT, SVD, AJS, ECC, and H.265 encoding underscores a
comprehensive and forward-looking approach to digital watermarking, poised to address intricate challenges in contem-

porary digital communication and content protection.

Keywords: Digital watermarking, Discrete Wavelet Transforms (DWT), Singular Value Decomposition (SVD), Artifi-
cial Jellyfish Search Algorithm (AJS), Elliptic-Curve Cryptography (ECC), H.265 video encoding algorithm

data and then decompressing it retrieves data that may well
be different from the original, but is close enough to be useful
in some way), scaling, and cropping, among others. In some
cases, the watermark may need to be fragile. "Fragile" means
that the watermark should not resist tampering, or would re-

l. INTRODUCTION

In the realm of information security, the imperative to safe-
guard data and implement appropriate practices is para-
mount. Watermarking describes methods and technologies

that hide information, for example a number or text, in digital
media, such as images, video or audio. The embedding takes
place by manipulating the content of the digital data, which
means the information is not embedded in the frame around
the data. The hiding process has to be such that the modifi-
cations of the media are imperceptible. For images, this
means that the modifications of the pixel values have to be
invisible. Furthermore, the watermark must be either robust
or fragile, depending on the application. By "robust”, we
mean the capability of the watermark to resist manipulations
of the media, such as lossy compression (where compressing
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sist only up to a certain, predetermined extent

The example below illustrates how digital watermarking
can hide information in a totally invisible way. The original
image is on the left; the watermarked image is on the right
and contains the name of the author.

Digital watermarks can be largely divided into fragile
watermarking and robust watermarking. Fragile watermark-
ing is mainly used for protecting data that cannot be copied,
but some problems remain to be solved such as methods for
data build-in and authentication, and the types of data to be

© 2025,1IJREAM All Rights Reserved.


mailto:shoyebpathan604@gmail.com

inserted for data authentication. The protection of a fragile
watermark can be guaranteed by maintaining security either
by the insertion method or Data-Hiding Method using Digi-
tal Watermark in the Public Multimedia Network inserted
data. Robust watermarking emphasizes the robustness of the
watermark information built into the digital image. Thus, the
extraction of ownership information should be possible even
from intentional or unintentional image transformation and
lossy compression [5, 6]. As such, robust watermarking is
mainly used for the ownership protection of multimedia con-
tents.

Multimedia uses various media formats (such as text,
sound, graphics, animation, film, interactive) in the collec-
tion and processing of information to educate or entertain the
user of these. The use of electronic devices to store and ex-
perience visual content also applies to multimedia. Multime-
dia is comparable, but larger, to conventional mixed media
art. “Rich media” means immersive multimedia.

1. LITERATURE SURVEY

An on-going concern revolves around the illicit acquisition
and utilization of information and information systems using
DWT-based SVD video watermarking method, the video
frames are transformed with the DWT using two resolution
levels. The high frequency band HH and the middle fre-
quency bands LH and HL are SVD transformed and the wa-
termark is hidden in them. The proposed DWT-based SVD
video watermarking method is characterized by two im-
provements: (1) a cascade of two powerful mathematical
transforms; the Discrete Wavelet Transform (DWT)-based
SVD using additive method, and (2) an error correction code
is applied and embeds the watermark with spatial and tem-
poral redundancy [2]. Addressing this issue, digital water-
mark technology has emerged as a pioneering approach to
fortify the ownership of multimedia assets. This technique
entails the permanent embedding of watermarks within mul-
timedia files, ensuring robustness, imperceptibility, and se-
curity.

The watermark embedding techniques were classified
based on the domain in which they embedded the watermark,
including compressed, spatial and transform. Each technique
was discussed in detail and some existing works related to
them were then reviewed. [3]. These watermarks can encom-
pass copyright material, ownership details, or authentication
sequences. The text summarizes robust video watermarking
algorithms designed for copyright protection, categorizing
them into two primary types: original video-based water-
marking algorithms and compressed video-based water-
marking algorithms. The former is further divided into algo-
rithms operating in the spatial domain and those in the trans-
form domain. Meanwhile, the latter category is segmented
based on the compression standards they utilize, specifically
MPEG-2, MPEG-4, H.264, and H.265.[4] - [5]. The process
of inserting these watermarks, also known as watermarking,
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covertly conceals confidential information within host mul-
timedia data. Notably, this procedure transpires at the send-
er's end, with the reverse process of watermark extraction oc-
curring at the recipient's end [10].

While the fundamentals of image watermarking are trans-
ferable to video sequences the coordinates of Best Dwt
blocks were optimized with the help of ABC with optimized
Transparency and Robustness. The watermark is inserted in
best dwt blocks which again helped the scheme in achieving
high robustness by preserving the video quality intact [7],
video watermarking demands additional attributes: low com-
plexity, constant bit rate, and domain processing within com-
pressed formats. Video watermarking finds applications in
Broadcast Monitoring, Copyright Protection, and Authenti-
cation, among others.

Multiple strategies have been developed by researchers to
combat watermarking attacks, which can be broadly catego-
rized into common signal processing attacks and geometric
distortions [8]. However, addressing geometric distortions is
complex due to synchronization issues and the difficulty of
detecting watermarks within distorted media. Such chal-
lenges necessitate ongoing research. Geometric transfor-
mations alter the spatial relationships between pixels in an
image, rendering watermark detection arduous and, in some
cases, rendering the initial watermarking effort futile. the
SVD-based video watermarking scheme overcomes the FPP
occurring in the former existing scheme. [9].

This review chapter surveys the landscape of watermark-
ing techniques against the backdrop of multimedia security.
It explores the efficacy of various strategies against signal
processing and geometric attacks, underscoring the im-
portance of handling geometric distortions and their implica-
tions for watermark identification. Through an examination
of established techniques and ongoing research, this chapter
sheds light on the current state of video watermarking secu-
rity, paving the way for future advancements in safeguarding
multimedia content.

Cons:

The chapter introduces multiple techniques, including
Discrete Wavelet Transforms (DWT), Singular Value De-
composition (SVD), Artificial Jellyfish Search Algorithm
(AJS), and Elliptic-Curve Cryptography (ECC). The com-
plexity introduced by combining these techniques may make
it challenging to implement and replicate the proposed
model.

Absence of Extraction Details: The chapter [1] does not
mention how watermarks are extracted from watermarked
images or videos. Without this information, it is unclear how
the embedded information is retrieved.

Lack of Discussion on Detection and Decoding: In digital
watermarking, the extraction process typically involves de-
tecting and decoding the watermark from the watermarked
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content. The chapter [1] does not provide any insights into
the methods, algorithms, or techniques used for this crucial
step.

No Mention of Robustness or Error Correction: An im-
portant aspect of watermark extraction is ensuring robustness
against common signal processing operations and potential
errors in the watermarked content. The chapter does not ad-
dress whether the proposed model incorporates error correc-
tion techniques or how it handles signal processing opera-
tions.

Missing Evaluation of Extraction Quality: There is no in-
dication in the chapter [1] that the quality of watermark ex-
traction is evaluated or discussed. Evaluating extraction
quality is essential to assess how well the watermark survives
various transformations and attacks.

The chapter [5] does not indicate any novel contributions
or innovative approaches in the field of video watermarking.
It suggests a review of existing algorithms without highlight-
ing any new techniques or advancements.

In addition to these technical advancements, the chapter un-
derscores the significance of watermarking in addressing
copyright protection concerns and preserving the integrity of
digital content. By embedding watermarks containing copy-
right information, ownership details, or authentication se-
guences, content providers can assert ownership rights and
deter unauthorized use or distribution of their multimedia as-
sets.[6]

Furthermore, the chapter highlights the evolving land-
scape of watermarking techniques, categorizing them based
on embedding domains and discussing their applicability in
various contexts such as broadcast monitoring, copyright
protection, and authentication. Through a comprehensive
survey of existing methods, the chapter provides insights into
the current state of video watermarking security and identi-
fies areas for future research and innovation.

Overall, the proposed DWT-based SVD video water-
marking method represents a significant advancement in
multimedia security, offering a robust solution to combat il-
licit acquisition and unauthorized utilization of digital con-
tent. By addressing key challenges such as imperceptibility,
robustness, and security, the method contributes to the ongo-
ing efforts to safeguard intellectual property rights in the dig-
ital era.

One notable contribution to this domain is an improved
video watermarking scheme based on the undecimated dis-
crete wavelet transform (UDWT). This scheme divides the
frames of the cover video into 8 x 8 blocks, with two AC
coefficients selected in each block for watermark insertion.
Leveraging the properties of UDWT across four frequency
bands, the scheme capitalizes on the redundancy inherent in
this transform to achieve a high watermarking capacity. Fur-
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thermore, the inherent masking properties of the human vis-
ual system, coupled with UDWT, contribute to the oblivious-
ness of the watermarking scheme, thereby enhancing its se-
curity. [17]

Experimental evaluations of the proposed video water-
marking scheme demonstrate its ability to fulfill all four key
requirements of watermarking: security, obliviousness, ro-
bustness, and capacity. These findings underscore the effec-
tiveness of UDWT-based watermarking in addressing criti-
cal concerns related to intellectual property rights and own-
ership assertion in digital video content. [17]

Keywords: digital watermarking, multimedia security,
signal processing attacks, geometric distortions, video water-
marking.

1. PROPOSED SYSTEM ARCHITECTURE

The proposed Secure Video Watermarking Embedding
Process outlined in this content is a noteworthy endeavour in
the field of video security enhancement. This review aims to
dissect and evaluate the various components and algorithms
introduced in this process.

The integration of the AJS algorithm underscores the mul-
tidisciplinary nature of video watermarking research, draw-
ing inspiration from diverse fields such as biology and math-
ematics to enhance security measures. By mimicking the ex-
ploration patterns of jellyfish, the algorithm introduces a dy-
namic and adaptive element to the embedding process, opti-
mizing the selection of embedding positions while mitigating
the risk of detection by potential adversaries.

Moreover, the utilization of chaotic maps for solution op-
timization highlights the importance of leveraging advanced
mathematical concepts to address complex optimization
challenges. Chaotic maps offer a robust framework for ex-
ploring solution spaces efficiently, ensuring that the embed-
ding process converges to optimal positions within the video
frames. This approach not only enhances the security of the
watermarking process but also contributes to its resilience
against potential attacks.

In essence, the incorporation of the AJS algorithm and
chaotic maps in the Secure Video Watermarking Embedding
Process represents a significant advancement in the field of
video security. By combining innovative algorithms with es-
tablished techniques such as DWT and SVD, the proposed
process demonstrates a holistic approach to addressing secu-
rity concerns in digital video content. Through meticulous
design and integration of diverse methodologies, the process
achieves a balance between complexity, efficiency, and ro-
bustness, paving the way for enhanced protection of intellec-
tual property rights in multimedia assets.

The foundation of the process revolves around the inte-
gration of different techniques to ensure robust and reliable
security for video content. The process begins by segmenting
the original video into subframes, a fundamental step that
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lays the groundwork for subsequent operations. The combi-
nation of Discrete Wavelet Transforms (DWT) and Singular
Value Decomposition (SVD) techniques to manipulate the
frames introduces a layer of complexity that contributes to
the overall security scheme.

One of the innovative features is the application of the Ar-
tificial Jellyfish Search Algorithm (AJS) for selecting spe-
cific positions within the video frames for embedding secret
grey images. This algorithm, inspired by jellyfish behaviour,
adds an interesting biological touch to the technical pro-
cesses. The employment of chaotic maps for optimizing so-
lution distribution in the search area shows the meticulous
approach taken to achieve convergence and prevent local
minimum traps.

A—i+l =yA—i(1 - A4i),0<A4-0 <1
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The integration of the Elliptic Curve Model (ECM) tech-
nique, known for its significance in cryptography, is a sub-
stantial highlight. The usage of ECM for public key cryptog-
raphy is a clever choice, as it harnesses the inherent security
properties of elliptic curves to enhance the watermarking
process's robustness. The streamlined key size and storage
requirements are undoubtedly appealing attributes of ECC.

Algorithm

Input: Original Video - O

Split O into Frames

Apply SVD and DWT (Swapping) with Secret Text Image
Perform Artificial JellyFish Search for Optimal Selection
Perform ECC Encryption on Secret Gray level Image
Embed Bit Stream on the Optimal selected values

Compress using H-265

Original Video Split into Frames Apply Algorithms (SVD & Secret Text Image
DWT) (Swapping)
$ Optimal Selection
Artificial Jellyfish —
Search % ?
. . Watermark
ECC Encryption ¢ Bit Stream Embedding

{t

Y

Compression
using H-265

Secret Gray Level
Image

v

Compressed Video

Fig. 1. Schematic representation of proposed block diagram

However, a point to consider is the need for a more compre-
hensive explanation of how the ECM technique is linked to

the watermarking process. A step-by-step illustration of the
ECC process, its integration, and the benefits it provides
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could offer more clarity to readers who may not be familiar
with cryptographic concepts.

Original Video
Frames

Original Video
Frames
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The content provides graphical representations (Figure 1 and
Figure 2) that enhance the understanding of the process, but
additional captions and explanations would further enhance
the clarity of these illustrations. Furthermore, while the pro-
cess's use of swapping and watermark embedding is empha-
sized as a security advantage, a comparative analysis against
other methods in terms of their security strengths and weak-
nesses could provide a more comprehensive perspective.

In conclusion, the Secure Video Watermarking Embed-
ding Process presented here demonstrates a commendable
effort to enhance video security using a combination of in-
novative techniques. The integration of DWT, SVD, AJS,
and ECC underscores a holistic approach to address different
aspects of security. The content could be further improved
by providing more comprehensive explanations of certain
concepts and techniques while offering comparative insights
into the process's security effectiveness. Overall, this process
is a valuable contribution to the realm of video security and
watermarking techniques.
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V. RESULTS AND DISCUSSION:

The presented section provides a thorough examination of an
innovative digital image watermarking technique. The au-
thors opted for MATLAB 2018 as their implementation plat-
form, executed on a Windows computer equipped with an
Intel Core i5 processor and 4 GB of RAM. This comprehen-
sive review aims to delve into the experimentation, perfor-
mance analysis, and results interpretation of the approach.

The choice of utilizing MATLAB 2018 for implementa-
tion offers a solid foundation for this study. The capability of
MATLAB to handle intricate algorithms and its prominence
in the field of image processing assure a robust platform for
experimentation. Mentioning the hardware specifications
provides essential context for understanding the resources
used, contributing to the reproducibility and comparability of
the experiment.

An aspect that significantly enriches the review is the use
of an existing dataset from the web. This practice ensures
consistency and comparability with future research, and the
dataset's image size (255x255 pixels) provides a clear indi-
cation of the scale of the experiment.

Table 1. Performance at different gain factors at differ-
ent sub-bands(1)

HL band HH band HH band LH band

GF| PSN| NA PSN NA| PSN| NA PSN| NA
R E R E R E R E
0.0 412 092 412] 092 412 094 412] 0092
5 321 44 455 46 415 93 455 93
40.7f 092 406 0.92 40.7| 0.93 40.7| 0.92
322 48 447 5 415 43 447 45
0.0 416 093 418 092 416] 092 406 0.92
05 | 821 53 947 55 915 48 947 49
0.0 416 092 416 092 416 092 406 0.92
1 321 93 454 95 415 53 454 54
0.0 417| 093 417| 093 417 092 417 092
01 | 222 43 346 45 315 44 346 44

0.1

The section’s highlight lies in the detailed performance
analysis. By employing a range of standard metrics such as
Average Difference (AD), Mean Square Error (MSE), Peak
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Signal to Noise Ratio (PSNR), Normalized Absolute Error
(NAE), Normalized Correlation Coefficient (NCC), Com-
pression, Minimum Difference (MD), and Structural Content
(SC), the authors offer a comprehensive evaluation of their
technique's performance. Each metric's brief explanation
adds clarity to the review.

Tables I, Il provide valuable insights into the existing
technique's performance under varying conditions. Table |
highlights the influence of gain factors on PSNR and NAE,
showing a sensitivity to the factor's values. Table Il adds
depth by assessing the technique's resilience to different at-
tacks.

Table 2. Calculate CF, PSNR Values for attacked
frames of video(1)

Name of attacks PSNR CF

Rotational attack 21.47 0.622
Extract watermark without any attack 31.43 0.964
Salt & Pepper noise 24.82 0.559
Gaussian filter attack 29.81 0.953
Gaussian noise 29.15 0.612
Circular filter attack 24.16 0.560
Poisson noise 29.62 0.734
Median filter attack 30.70 0.958
Scaling attack 29.59 0.964
Blur video attack 29.42 0.951

To further enhance the review, it could benefit from ex-
planations of the metrics chosen and their relevance to image
watermarking assessment.  Additionally, incorporating
graphs or figures to visualize performance trends would pro-
vide a more intuitive understanding of the results.

In conclusion, the section effectively presents a compre-
hensive evaluation of the digital image watermarking tech-
nique. By utilizing MATLAB 2018, specifying hardware de-
tails, and employing an existing dataset, the authors establish
a strong foundation for their experiment. The thorough per-
formance analysis and the array of metrics utilized showcase
the technique's effectiveness under various conditions. The
review could be further enriched with visual aids and more
detailed explanations of the chosen evaluation metrics. Over-
all, the section serves as a valuable contribution to the realm
of image watermarking techniques.

V. CONCLUSION

This review seeks to elucidate the methodology, security
measures, and overall contributions of the proposed model.

In conclusion, the chapter presents a comprehensive ap-
proach to video watermarking through the integration of
DWT, SVD, artificial jellyfish algorithm, and ECC encryp-
tion. The combination of these techniques showcases a ro-
bust methodology with the potential for enhancing security
and data integrity. However, to enhance the chapter's impact,
further elaboration on ECC's implementation and potential
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experimental validation could provide a more comprehen-
sive perspective on the model's effectiveness in real-world
scenarios.

As a contribution, we can introduce a novel and robust
algorithm for the extraction of watermarked data from digital
content. We can propose an algorithm that represents a sig-
nificant advancement in the field of digital watermarking and
contributes to the existing body of knowledge.
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