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Abstract: Modern supply chain management (SCM) systems have
transitioned into complex, distributed ecosystems that require stringent
data integrity, end-to-end transparency, and decentralized trust. While
permissioned blockchain architectures offer robust immutability and
provenance tracking, their underlying security depends almost
universally on classical public-key cryptography (e.g., RSA and
Elliptic Curve Cryptography), which is mathematically vulnerable to
polynomial-time quantum cryptanalysis via Shor’s algorithm.
Furthermore, on-chain execution of heavy cryptographic operations
and high-volume loT data storage creates severe scalability and
sustainability bottlenecks. To address these compounding challenges,
this paper proposes the Sustainable Hybrid Blockchain-Based Post-
Quantum Encryption with Anti-Quantum Signature (SHB-PQE-AQS)
framework. The proposed architecture integrates a four-layer design
combining: (1) an energy-efficient permissioned blockchain consensus
layer governed by Practical Byzantine Fault Tolerance (PBFT); (2) a
hybrid post-quantum encryption layer employing AES-256 for
computational payload efficiency alongside NIST-standardized ML-
KEM (Module-Lattice-Based Key-Encapsulation Mechanism, FIPS
203, formerly CRYSTALS-Kyber) for quantum safe key distribution;
(3) an anti-quantum authentication layer leveraging ML-DSA
(Module-Lattice-Based Digital Signature Algorithm, FIPS 204,
formerly CRYSTALS-Dilithium) for rapid transaction verification and
stateful hash-based XMSS for long-term archival non-repudiation,
regulated by smart contract-enforced hybrid Role-Based and Attribute-
Based Access Control (RBAC+ABAC); and (4) an off-chain storage
layer utilizing the Inter Planetary File System (IPFS) to anchor only
cryptographic digests on-chain. We formalize the protocol’s
mathematical foundation, algorithm workflows, and STRIDE-aligned
quantum threat model. Analytical security and performance
evaluations demonstrate that SHB-PQEAQS achieves NIST Security
Level 3/5 protection against Harvest-Now-Decrypt-Later (HNDL)
attacks while mitigating ledger bloat and computational energy
consumption, delivering a viable, sustainable blueprint for post-
quantum industrial supply chains.

Index Terms: Post-Quantum Cryptography (PQC), Blockchain,
Supply Chain Management, ML-KEM, ML-DSA, XMSS, Access
Control, Sustainable Computing, Quantum Resilient Ledger.
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L. Introduction
A. Digital Transformation of Supply Chains

Modern supply chains have evolved from linear operational
pipelines into highly interconnected, multi-tiered digital
ecosystems. In globalized manufacturing, pharmaceutical
distribution, food safety, and green logistics, diverse
stakeholders including primary suppliers, original equipment
manufacturers (OEMs), freight carriers, customs regulators,
and retail distributors must continuously exchange real-time
operational data. Ensuring end-to-end data integrity,
operational visibility, provenance verification, and regulatory
compliance is paramount to mitigating counterfeiting, cargo
theft, and documentation fraud [1], [10].

B. Role of Blockchain and Smart Contracts

Distributed Ledger Technology (DLT), specifically
permissioned blockchain architectures such as Hyperledger
Fabric, has emerged as a cornerstone for modern supply chain
management (SCM) [2], [3]. Blockchain eliminates single-
point-of-failure vulnerabilities associated with centralized
databases by distributing a tamper-resistant, append-only
ledger across peer nodes. In conjunction with programmable
smart contracts, blockchain platforms facilitate automated
execution of business logic, such as automated escrow release,
real-time Environmental, Social, and Governance (ESG)
compliance verification, and immutable custody handoffs [14].

C. Dependence on Classical Public-Key Cryptography

Despite the architectural resilience of distributed ledgers,
their core security guarantees—transaction authentication, key
exchange, identity verification, and block hash linking—rely
heavily on classical number-theoretic cryptographic primitives
[11]. Contemporary enterprise blockchains predominantly
deploy the Elliptic Curve Digital Signature Algorithm
(ECDSA, e.g., secp256kl or prime256vl), Edwards-curve
Digital Signature Algorithm (EdDSA), and Rivest—Shamir—
Adleman (RSA) encryption. The foundational security of these
algorithms rests on the intractability of the Discrete Logarithm
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Problem (DLP), the Elliptic Curve Discrete Logarithm Problem
(ECDLP), and the Integer Factorization Problem (IFP) on
classical Turing machines [23].

D. The Emerging Quantum Threat Landscape

Advances in quantum computing pose an existential threat to
classical asymmetric cryptography. Shor’s quantum algorithm
can solve integer factorization and discrete logarithms in
polynomial time, effectively reducing the computational
complexity of breaking RSA-2048 and ECC-256 to O(n®)
operations on a sufficiently large fault-tolerant quantum
computer (FTQC) [5], [7]. While symmetric ciphers (e.g.,
AES-256) and cryptographic hash functions (e.g., SHA-256)
experience a quadratic speedup under Grover’s search
algorithm which can be countered simply by maintaining 256-
bit key and digest lengths classical public-key infrastructure
(PKI) faces total collapse. Furthermore, adversaries are
currently executing Harvest-Now-Decrypt-Later (HNDL)
strategies, intercepting and archiving encrypted supply chain
records today to decrypt them once cryptanalytically relevant
quantum computers (CRQCs) become operational.

E. Post-Quantum Cryptography Migration

To mitigate these vulnerabilities, the National Institute of
Standards and Technology (NIST) conducted a multiyear Post-
Quantum Cryptography (PQC) Standardization Process,
culminating in August 2024 in the release of official Federal
Information Processing Standards (FIPS):

« FIPS 203: Module-Lattice-Based Key-Encapsulation
Mechanism (ML-KEM, derived from CRYSTALS-
Kyber) [12];

« FIPS 204: Module-Lattice-Based Digital Signature
Algorithm (ML-DSA, derived from CRYSTALS-
Dilithium) [29];

« FIPS 205: Stateless Hash-Based Digital Signature
Algorithm (SLH-DSA, derived from SPHINCS+) [25];

. Alongside stateful hash-based signatures standardized
under RFC 8391 (XMSS) [26].

These algorithms derive their quantum resistance from
mathematically hard problems such as Learning With Errors
(LWE), Shortest Vector Problem (SVP), and -collision
resistance of cryptographic hashes, which remain intractable
for both classical and quantum computing paradigms [21],
[22].

F. Limitations in Existing Blockchain-PQC Literature

Although recent literature has explored quantum resistant

distributed ledgers [4], [8], [13], [14], major technical
bottlenecks remain unaddressed:

1) Cryptographic Size Overhead: Lattice-based PQC keys
and signatures are substantially larger than classical
counterparts (e.g., ML-DSA-65 public keys and
signatures require 1,952 bytes and 3,309 bytes, compared
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to ECDSA’s 64-byte signature), leading to severe on-
chain ledger bloat and network broadcast delays.

2) Energy and Computational Latency: Direct execution of
complex PQC primitives within resource constrained
supply chain IoT sensors and smart contract execution
engines incurs excessive computational and energy
overhead.

3) Monolithic Storage Models: Storing high-volume
encrypted payload data directly on-chain degrades
transaction throughput (TPS) and violates green
computing and storage sustainability goals.

4) Inflexible Access Control: Most existing PQC
blockchain prototypes implement rigid, static key
management without integrating dynamic, attribute-
driven access governance (ABAC) for multi-enterprise
supply chain consortiums.

G. Research Gap and Objectives

An urgent research gap exists for a unified, production ready
framework that simultaneously achieves quantum resilience,
fine-grained dynamic access governance, off chain storage
scalability, and energy-efficient consensus tailored to
enterprise supply chains. To bridge this gap, this paper
establishes five research questions:

* RQI: What are the exact structural vulnerabilities of
classical blockchain-based SCM architectures under
Shor’s and Grover’s quantum threat models?

« RQ2: How can NIST-standardized PQC algorithms (ML-
KEM, ML-DSA) and hash-based schemes (XMSS) be
optimally integrated into enterprise blockchain workflows
without inducing prohibitive latency?

« RQ3: How can a hybrid on-chain/off-chain storage model

mitigate ledger bloat while maintaining strict
cryptographic data integrity?
« RQ4: How can smart contract-driven hybrid

RBAC+ABAC policies be enforced in a post quantum
cryptosystem?

- RQS5: What are the measurable sustainability, energy, and
performance trade-offs of the proposed architecture?

H. Contributions

To address these research questions, this paper proposes the
Sustainable ~ Hybrid  Blockchain-Based  Post-Quantum
Encryption with Anti-Quantum Signature (SHB-PQEAQS)
framework. The principal contributions are:

1) Multi-Layer Quantum-Resilient Architecture: A four-
layer architecture integrating an energy-efficient PBFT
permissioned  blockchain, hybrid symmetric/PQC
encryption, dual-scheme quantum authentication, and
decentralized off-chain storage.

2) Hybrid Post-Quantum Cryptographic Scheme: A
dual-cryptosystem combining high-throughput AES256
payload encryption with NIST FIPS 203 MLKEM
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session key encapsulation, eliminating HNDL
vulnerabilities with minimal computational overhead.

3) Dual-Signature and Smart Contract Access Governance:
An authentication model deploying NIST FIPS 204 ML-
DSA for high-speed transaction signing alongside
stateful XMSS for long-term archival non-repudiation,
coupled with smart contract enforced hybrid RBAC and
ABAC policies.

4) Sustainable Hybrid Storage  Architecture: An
IPFSanchored off-chain data management model that
records only cryptographic hashes (4 € {0, 1}?°%) and
encapsulated metadata on-chain, substantially reducing
ledger storage growth and energy expenditure.

5) Formal Security and Evaluation Framework: A
comprehensive  mathematical model, operational
pseudocode algorithm, STRIDE-aligned quantum threat
analysis, and multi-dimensional benchmark comparison
against state-of-the-art literature.

I. Paper Organization

The remainder of this paper is structured as follows: Section
II synthesizes related work and establishes the research gap.
Section III formalizes the threat model and security
assumptions. Section IV details the fourlayer SHB-PQE-AQS
architecture. Section V presents the mathematical formulation
and protocol flows. Section VI provides the formal operational
algorithm. Section VII details the analytical security
evaluation. Section VIII outlines the performance and
sustainability evaluation framework. Section IX presents a
comparative discussion. Section X - discusses practical
limitations and implementation challenges. Section XI outlines
future research directions. Section XII concludes the paper.

II. Related Work
A. Blockchain in Supply Chain Management

The application of blockchain in SCM has been widely
investigated across industrial domains. Saberi et al. [1] and Du
[3] demonstrated that distributed ledgers establish tamper-
resistant audit trails, streamline multi-stakeholder provenance
tracking, and reduce documentation friction in logistics. Sekar
et al. [10] categorized strategic organizational factors
influencing blockchain adoption, emphasizing traceability,
accountability, and automated governance. However, the vast
majority of deployed enterprise SCM platforms (e.g.,
Hyperledger Fabric, Ethereum enterprise channels) continue to
depend on standard ECDSA cryptography, leaving them
exposed to quantum cryptanalysis.

B. Cryptographic Vulnerabilities and Quantum Attacks

Quantum threats to distributed ledgers have been
systematically —analyzed by Fernandez-Carames and
Fragalamas [11] and Willsch et al. [5]. Shor’s algorithm
provides a polynomial-time solution for discrete logarithms on
elliptic curves: an adversary with access to a quantum computer
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containing approximately 2,330 to 4,000 logical qubits could
compute private keys from exposed public keys within hours
[7]. In blockchain networks where public keys are exposed
upon transaction broadcasting, this vulnerability enables
transaction hijacking, illicit fund transfer, and retrospective
ledger forgery. Grover’s algorithm allows a quadratic search
acceleration (O (\/ N)), requiring symmetric keys and collision-
resistant hash functions to maintain a minimum of 256 bits of
security [6].

C. Post-Quantum Cryptography for Blockchain

In response to quantum vulnerabilities, recent research has
explored integrating PQC primitives into distributed ledger
architectures. Parida et al. [13] provided a comprehensive
taxonomy of PQC candidates across lattice, code, hash, and
multivariate families. Reddy et al. [4] proposed a quantum-
secured framework for enhancing data integrity in distributed
networks, while Revathi and Suganthi [15] evaluated post-
quantum algorithms within blockchain verification engines.
Almuhammadi and Alghamdi [16] explored migration
pathways for cryptocurrency wallets. However, these works
primarily target financial transaction models and lack
mechanisms for multi-enterprise supply chain payloads, off-
chain storage synchronization, and fine-grained attribute
governance [17].

D. PQC in IoT and Edge Supply Networks

In IoT-enabled logistics networks, lightweight cryptographic
execution is critical. Mahdi and Abdullah [18] investigated
lightweight lattice implementations for resource-constrained
embedded systems. Singamaneni et al. [19] introduced a hybrid
quantum-classical cryptographic scheme for 6G-enabled IoT
environments to withstand edge-level eavesdropping. While
these studies address hardware constraints, they do not provide
distributed ledger anchoring or decentralized access control
policies required for enterprise supply chain validation.

E. Fine-Grained Access Control in Blockchain

Fine-grained access control in distributed environments has
been investigated using Attribute-Based Encryption (ABE) and
smart contract governance. Xiao et al. [20] proposed a multi-
authority access control scheme with flexible revocation on
blockchain platforms. Hao et al. [9] explored lightweight
privacy-preserving access control in healthcare consortiums.
Nevertheless, existing access control mechanisms either rely on
classical bilinear pairings (which are vulnerable to Shor’s
algorithm) or incur prohibitive computational latency when
evaluated directly within on-chain virtual machines [28].

F. Research Gap Synthesis

Table I summarizes the limitations of current stateof-the-art
frameworks. Existing architectures fail to deliver a unified
solution that integrates NIST FIPSstandardized PQC
encryption, dual-scheme quantum authentication,
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decentralized off-chain storage, and smart contract-enforced
RBAC+ABAC governance under an energy-efficient
consensus model. The proposed SHBPQE-AQS framework
directly bridges these critical operational gaps.

III. Threat Model and Security Assumptions

A. Adversary Model and Capabilities

We define a formal threat model covering both classical and
quantum adversaries in enterprise supply chain networks:

« Classical Adversary (A4poly): Has access to polynomial-
time classical computing resources. Ap.y can intercept
network traffic, attempt replay and man-in-the-middle
(MITM) attacks, inject malformed transactions, collude
with up to /' Byzantine peers in a network of 3f +1 nodes,
and attempt unauthorized database exfiltration.

o Quantum  Adversary  (Aquantum): Possesses a
Cryptanalytically Relevant Quantum Computer (CRQC)
capable of executing Shor’s and Grover’s algorithms.
Agquanum can solve discrete logarithms and factor integers in
polynomial time, and execute quadratic search over
unstructured search spaces.

« Harvest-Now-Decrypt-Later (HNDL) Threat: Aquantum
actively intercepts and archives encrypted supply chain
payloads, proprietary pricing data, and commercial bills of
lading over public networks today, intending to decrypt
them retroactively once quantum hardware matures.

B. Trust Boundaries and Assumptions

1) Cryptographic hash functions (SHA-256/SHA-3) and
symmetric block ciphers with 256-bit keys (AES256-
GCM) are secure against quantum pre-image and key-
recovery attacks, providing 128 bits of post-quantum
security under Grover’s bound (2!?® quantum operations).

2) The permissioned blockchain network maintains the
standard Byzantine Fault Tolerance assumption where at
most f'=| (N -1)/3] validating nodes are compromised or
malicious.

3) The Root Certificate Authority (CA) or decentralized
identity provider establishes quantum-safe bootstrap
enrollment for all registered supply chain participants.

C. Threat-Countermeasure Matrix

Table II formalizes the attack vectors, security impacts, and
corresponding defensive countermeasures engineered into the
SHB-PQE-AQS architecture.

IV. Proposed SHB-PQE-AQS System Architecture

The SHB-PQE-AQS framework  establishes a
comprehensive, multi-layer architecture designed for quantum
resilience, high operational throughput, and sustainable
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computing in enterprise supply chain networks. The
architecture is organized into four interconnected functional
layers, as illustrated in Figure 1.

A. Layer 1: Blockchain and Consensus Layer

The Blockchain and Consensus Layer constitutes the trust
backbone of the framework, executing on a permissioned
enterprise platform (Hyperledger Fabric). Key architectural
components include:

« Permissioned Consortium Membership: Supply chain
participants (Suppliers, Manufacturers, Logistics Carriers,
Retailers, and Regulatory Auditors) are authenticated
through Quantum-Safe Membership Service Providers
(MSPs).

« Deterministic PBFT Consensus: Transactions are ordered
and validated using the Practical Byzantine Fault
Tolerance (PBFT) consensus protocol. Unlike energy-
intensive Proof-of-Work (PoW) mechanisms, PBFT
provides immediate, deterministic transaction finality
without probabilistic branching or mining, reducing
energy consumption per transaction to subwatt levels.

o Smart Contract Execution Engine (Chaincode):
Chaincode modules autonomously enforce business rules,
transaction validation policies, access permission logic,
and immutable state transitions.

B. Layer 2: Post-Quantum Hybrid Encryption Layer

To protect high-volume supply chain payloads against
classical and quantum eavesdropping while maintaining high
execution efficiency, this layer deploys a hybrid cryptosystem:

o Symmetric Payload Encryption (AES-256-GCM):
Arbitrary-sized supply chain records D (such as bills of
lading, temperature telemetry, batch identifiers, and ESG
audits) are encrypted using a freshly sampled 256-bit
symmetric session key K in Galois/Counter Mode (GCM),
providing authenticated encryption with associated data
(AEAD).

« Quantum-Resilient Key Encapsulation (ML-KEM): To
securely transmit the session key K, to authorized
receiving participants, the sender executes the NIST FIPS
203 ML-KEM encapsulation mechanism using the
recipient’s public key PKxem. ML-KEM relies on the
hardness of Module Learning With Errors (MLWE) over
module lattices, ensuring provable security against
quantum cryptanalysis.

C. Layer 3: Anti-Quantum Signature and Access Control Layer

This layer provides end-to-end entity authentication,
transaction non-repudiation, and fine-grained data governance:
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TABLE I
Comprehensive Comparison of State-of-the-Art Blockchain-PQC Models with SHB-PQE-AQS

Study / Model ~ Cryptographic
Primitives

Ledger Type Access Control  Off-Chain Storage Consensus Target Domain Identified Limitations

Xiao et al. [20] Classical CP-ABE, Public Multi-Authority ~ Cloud-based PoW / PoS Data Sharing Quantum-vulnerable  pairing
Pairing-based Blockchain ABAC cryptography; high on-chain gas
costs.
Singamaneni et Hybrid Lattice+Permissioned Basic RBAC Not Raft 6G IoT Net- Incomplete off-chain data layer;
al. [19] Classical ECC Implemented works lacks stateful archival integrity.
Haoetal.[9] CRYSTALS- Consortium Smart Contract Centralized DB PBFT Healthcare Systems High storage overhead; lacks

Dilithium RBAC KEM-based session encryption
for large payloads.
Reddy et al. [4] Lattice-based Permissioned  Static ACL

Signatures DLT

Distributed FS PoA Lacks attribute-level contextual
governance; unoptimized key

size overhead.

Data Security

Revathi & Falcon / Kyber Blockchain None Direct On-  PBFT General DLT Direct on-chain storage creates
Sugan- Chain severe ledger bloat and network
thi [15] bottlenecks.
Proposed ML-KEM  (FIPS Permissioned Dynamic RBAC IPFS Hybrid Energy Efficient Sustainable Eliminates HNDL and signature
SHBPQE-AQS 203), ML-DSA  (Hyperledger +ABAC Smart  Storage PBFT Supply Chains forgery;  scalable  off-chain
(FIPS 204), XMSS, Fabric) Contracts storage; green consensus.
AES-256
TABLE II
STRIDE-Aligned Quantum and Distributed Threat Matrix with SHB-PQE-AQS Countermeasures
Threat Category Attack Vector Attacked Surface SHB-PQE-AQS Defensive Countermeasure

Harvest-Now- Quantum Shor’s attack  Confidential supply  Hybrid payload encryption: AES-256 payload encryption combined
DecryptLater (HNDL)  on archived session keys ~ chain payload,  with NIST FIPS 203 ML-KEM-768/1024 encapsulation. Eliminates
commercial trade secrets ~ mathematical vulnerability to Shor’s algorithm.

Transaction Forgery & Quantum discrete log  Transaction submission, NIST FIPS 204 ML-DSA-65/87 module-lattice digital signatures
Hijacking recovery of  signer  digital signature  for real-time validation; public keys authenticated via quantum-safe
private key validation PKI certificates.

Long-Term Archival
Tampering

Multi-decade signature Historical shipment logs, Extended Merkle Signature Scheme (XMSS, RFC 8391) stateful
degradation of audit customs records hash-based signatures anchored to episodic block headers for
trails permanent archival non-repudiation.

Man-in-the-Middle &  Interception and Peer-to-peer gossip  Cryptographic transaction binding: unique nonce N, Unix

Replay reinjection of valid network, client gateway  timestamp T, participant identity ID;, and payload hash % bound
transactions interface within signed message envelope.

Unauthorized Data Insider privilege Off-chain IPFS payload Smart contract-enforced hybrid RBAC+ABAC policy engine

Access escalation, unauthorized storage, metadata index requiring verified cryptographic role tokens and contextual dynamic
querying attributes before key release.

Consensus obstruction,  Blockchain consensus
double-spending, state  layer, block ordering
divergence

Byzantine Peer
Collusion

Practical Byzantine Fault Tolerance (PBFT) consensus maintaining
deterministic finality and state machine replication under up to f'<
N/3 malicious nodes.

Ledger Bloat & Re-
source Exhaustion massive on-chain  validator memory
payload submission

Denial of Service via  On-chain block storage, Off-chain IPFS decentralization: payloads stored off-chain; ledger
records strictly fixed-size 32-byte SHA-256 hashes /& and
cryptographic metadata.

framework employs the eXtended Merkle Signature
Scheme (XMSS, RFC 8391). XMSS utilizes stateful hash

« High-Speed Transaction Signing (ML-DSA): For every

generated transaction, the sender generates a digital
signature ¢ over the cryptographic digest using

NIST FIPS 204 ML-DSA (formerly CRYSTALS-
Dilithium). ML-DSA provides rapid signing and
verification speeds with strong resistance against lattice
reduction attacks.

« Archival Integrity Verification (XMSS): For
missioncritical milestones (such as international customs
clearance and regulatory pharmaceutical release), the
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trees whose security relies solely on collision resistant
hash functions (e.g., SHA-256), providing a conservative
hedge against potential structural lattice cryptanalysis.
Smart Contract-Driven RBAC + ABAC: Access to
decrypted supply chain data is governed by a unified
policy engine executed within blockchain smart contracts.
The policy evaluates both Role-Based Access Control
(e.g., Role € {Manufacturer,Carrier,Customs,Auditor})
and contextual Attribute-Based Access Control (e.g.,
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Geographic Location L, Time Window At, Consignment
ID Cip, Inspection Clearance Status S).
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V. Mathematical Formulation and Protocol Model

A. Notation and Cryptographic Primitives

Table III outlines the mathematical notations used

Directly writing bulky encrypted payloads and sensor telemetry  throughout the formalization of the SHB-PQE-AQS
Manufacturer ‘ Supplier ’ ‘ Logistics ’ ‘ Retailer ’ ‘ Regulator
Blockchain & Consensus Layer
Permissioned Blockchain
PBFT + PoA Consensus
Post-Quantum Encryption Layer
Data Key Distribution Payload Encryption T‘;'all"lsatc‘non
Encryption ML-KEM (Kyber) AES-256 ali Ta ion
T
ID ls)‘?cf“e
. ) igital
Authentication .

1 Signature
Secure Anti-Quantum Signature & Access Control Layer ScalTabl R
Data Access Digital Signatures Smart Contracts Data Storage

ML-DSA (Dilithium) & XMSS RBAC + ABAC
Sustainability & Off-Chain Storage Layer
Cloud Storage IPFS
(Encrypted Data) (Immutable Hashes)

Figure 1. The Proposed Quantum-Resilient Sustainable Blockchain Architecture for Supply Chain Management
(SHB-PQE-AQS).

to distributed ledgers causes exponential storage growth, slows
block propagation, and escalates node operational overhead.

The Sustainability and Off-Chain Storage Layer resolves this
via a hybrid storage architecture: « Decentralized Off-Chain
Storage (IPFS): The ciphertext payload Cp is uploaded to a
consortium-managed InterPlanetary File System (IPFS)
cluster, yielding a unique Content Identifier (CID1prs).

« On-Chain Hash Anchoring: The blockchain ledger records
exclusively the lightweight cryptographic transaction
tuple containing the SHA-256 payload digest 4,
encapsulated key ciphertext Cg, digital signature o,
transaction metadata M, and the storage reference CIDprs.

« Cryptographic Verification Loop: When an authorized
entity retrieves the ciphertext from IPFS, it recomputes 4’
= SHA-256(Cp) and verifies it against the immutable on-
chain record A. Any off-chain tampering or storage
corruption is detected instantaneously.
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framework.

TABLE 111
Mathematical Notations and Cryptographic Definitions
Symbol

Description

D €{0,1}+ Original plaintext supply chain dataset

Ks €{0,1}256 Uniformly random symmetric session key
Initialization vector for AES-256-GCM

IVE{0, 1} AES-256 encrypted payload ciphertext

Cp

Tauth 128-bit GCM authentication tag

(PKKEM,SK ML-KEM public key and private

KEM) decapsulation key

(PKDSA,SK  ML-DSA public key and private signing key

DSA)

Ck ML-KEM encapsulated session key

ciphertext

© 2026, IJREAM All Rights Reserved.



oh €{0,1}256 SHA-256 cryptographic digest of (Cp |l M)
ML-DSA post-quantum digital signature

carch XMSS stateful hash-based archival signature
M Transaction metadata (Sender, Recipient,
Timestamp t, Nonce N)
CIDIPFS IPFS content identifier URI
T Authenticated blockchain transaction

structure

B. Cryptographic Protocol Formulation

1)  Phase 1: Hybrid Payload Encryption and Key
Encapsulation: The sender generates a cryptographically secure
random session key K «<* {0,1}?5¢ and an initialization vector
IV «3${0, 1}°. The raw supply chain dataset D is encrypted via
AES-256-GCM:

(Cp, Taun)= AES-GCM-Encrypt(K,, IV,D, M) @)

To protect K, against quantum cryptanalysis, the sender
encapsulates K, under the recipient’s ML-KEM public key
PKxgm using the module-lattice encapsulation function:

(Ck, Kshared)= ML-KEM.Encaps(PKKEM) 2)

Cwrapped =CK @ Ks or Ks= KDF(Kshared) 3)
where KDF(-) denotes a quantum-safe Key Derivation
Function (e.g., HKDF-SHA256 or KMAC256).

2)  Phase 2: Off-Chain Storage Anchoring and Digest
Computation: The encrypted payload Cp is transmitted to the
IPFS decentralized storage cluster, which returns a content
address:

CIDyprs = IPFS.Store (CD) 4)

The cryptographic digest 4 binding the off-chain ciphertext and

on-chain metadata is computed via SHA — 256
h =SHA-256(Cp Il CIDrprs | M | Toun) (5)

3) Phase 3: Quantum-Resistant Digital Signature
Generation: The sender signs the digest / using its private ML-
DSA signing key SKpsa:

o= ML — DSA Sign(SKDSA, h) (6)

For transactions classified as critical regulatory milestones, an
additional stateful XMSS signature is generated:

Oarch = XMSS. Sign(SKypuss, h, idx) @)
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Where idx represents the sequential one-time signature leaf
index tracked within the XMSS state machine.

4)  Phase 4: Blockchain Transaction Construction and
Broadcast: The complete authenticated blockchain transaction
T.is constructed as:

Tx = (TXID' IDsender' IDrecipient' h, CK, erappedr CIDIPFS! oM, T)

)

where T denotes the verifiable block timestamp. 7 is broadcast
to the permissioned validating peer nodes.

5)  Phase 5: Consensus and On-Chain Verification: Each
validating peer node verifies the digital signature prior to

participating in the PBFT 3-phase consensus round
(PrePrepare, Prepare, Commit):
ML — DSA.Verify(PKpg,, h,0)="1 )

Upon achieving consensus quorum (2f +1 valid commit
messages from 3/ +1 total peers), Txis committed to block By,
updating the immutable ledger state:

Li=Li-1U{T:} (10)

6)  Phase 6: Policy-Driven Retrieval and Decryption:
When a requesting entity R seeks access to D, it submits an
access request query Q = (IDg TxID,AttrsgContext) to the
smart contract. The chaincode evaluates the policy:

P(Roleg Attrsg, Context) — {Permit,Deny} (11

If Permit is returned:

1) The recipient retrieves Cp from IPFS using CIDips.

2) The recipient verifies h?= SHA - 256(CD II

CIDprsy | M1 Tigueny)

3) The recipient recovers the session key via ML-KEM
decapsulation:

Kshared = ML-KEM.Decaps(SKkEM, Ck) (12)

Ky = KDF (Kshared) OF Ks =Cwrapped @ Kshared (13)
4) The original plaintext is decrypted:
D = AES-GCM-Decrypt (K, IV,Cp,M, Toun) (14)
VI. SHB-PQE-AQS Operational Algorithm

Algorithm 1 specifies the complete end-to-end workflow
executed across the four layers of the SHB-PQE-AQS
framework.
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VII. Security Analysis

We evaluate the security properties of SHB-PQE-AQS
against classical and quantum adversaries across fundamental
security dimensions:

A. Confidentiality and Resistance to HNDL Attacks

Data confidentiality is maintained through a hybrid
cryptographic envelope combining AES-256-GCM and ML-
KEM-768/1024 (FIPS 203). Under the Decisional Learning
With Errors (DLWE) assumption over module lattices, the
advantage of any quantum polynomial-time adversary Aquantum
in distinguishing ML-KEM encapsulated keys from uniform
randomness is negligible:

(IND-CCA2) (Aquantum)

Advy, kewm

< eLwg < 2(-128) (15)
Because session keys are protected with ML-KEM rather than
classical Diffie-Hellman or RSA, intercepted ciphertexts
cannot be decrypted retrospectively by future quantum
computers, neutralizing Harvest-Now-DecryptLater (HNDL)
attacks.

B. Data Integrity and Anti-Tampering

Data integrity is preserved through dual cryptographic

binding:

1) Off-chain storage integrity is guaranteed because the
content identifier CIDpps is derived from the
cryptographic multihash of Cp. Any bit modification of
Cp alters its hash digest.

2) On-chain transaction

embedding & = SHA-256(Cp || CIDiprs Il M) directly into
the blockchain ledger L. To forge or alter

Algorithm 1. SHB-PQE-AQS End-to-End Operational

integrity is guaranteed by

Require: Supply chain transaction data D, Sender keys

(SKpsa, PKpsa), Recipient public key PKkem, Metadata M,
Access Policy P.
Ensure: Authenticated on-chain record 7, € L, Verified

plaintext retrieval D.
1: // Phase 1: Symmetric Payload Encryption
2: Generate random 256-bit key K < {$0,1}*¢and IV <3

{0, 1}96
3: (Cp, Tautn) < AES-GCM-Encrypt(K,1V,D,M)

4:// Phase 2: Post-Quantum Key Encapsulation (FIPS
203)
5: (CgKsharea) < ML-KEM.Encaps(PKkem)

6: Ks « KDF(Kshared)
7:// Phase 3: Off-Chain IPFS Anchoring
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8: CIDprs < IPFSUplOﬂd(CD)
9:h « SHA-256(Cp || CIDprs | M || Taumn)

10: // Phase 4: Anti-Quantum Digital Signature (FIPS
204)

11:6_ ML-DSA .Sign(SKpsa,h)

12: if M.isCriticalMilestone == True then
13: carch &« XMSS. Sign(SKxMss,A,idx)
14: end if

15:// Phase 5: Transaction Assembly and Blockchain
Broadcast

16: Ty & (TXID, 1Dy IDusy i, Cx, CIDiprs, 6,M, )
17: Broadcast 7, to validating peer network N
18: // Phase 6: PBFT Consensus Validation
19: for all Validating Peers P; € N do

20:V & ML-DSA.Verify(PKDSA,h,c)

21: if v ==1 then

22: Participate in PBFT (Pre-Prepare — Prepare —
Commit)

23 else

24: Reject transaction 7

25:  endif

26: end for

27: Append block containing 7 to immutable ledger L

28:// Phase 7: Dynamic Access Policy Evaluation & Decryption

29: Requesting entity R submits  query 0=
(IDg TXID, Attrsg)

30:if SmartContract.Evaluate(P,Roleg, Attrsg) ==
Permit then
31: Fetch Cp from IPFS using CIDiprs

7 Assert SHA=256(Cp Il CIDwpes Il ™ 1| Touan) ==
33: Kshared & ML-KEM.Decaps(SKkem, Cx)

34: Ks < KDF(Kshared)
35: D « AES-GCM-Decrypt(K,,IV,Cp,M, Taun)

36: return D

37: else

38: return Error: Access Denied
39:end if

Algorithm 1. SHB-PQE-AQS End-to-End Operational
Algorithm. Historical records, an adversary would
need to invert SHA-256 (requiring O(2!%%) operations
under Grover’s algorithm) while simultaneously
overcoming the Byzantine consensus quorum of the
permissioned network.

C. Quantum-Resilient Authentication

Repudiation

and Non-
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Transaction validity is signed via ML-DSA-65 (NIST
Security Level 3), based on the hardness of the Short Integer
Solution (SIS) and Module-LWE problems. The existential
unforgeability under chosen-message attacks (EUF-CMA)
ensures:

AdV{{II\E/III{I:)CSI\A/I? Y (Aquantum) < 2-128)

(16)

For long-term audit trails spanning decades, stateful XMSS
provides hash-based security with forward security guarantees.
The signer cannot repudiate authenticated transactions,
ensuring incontrovertible provenance records.

D. Fine-Grained Dynamic Authorization

Unlike public blockchains where encrypted data keys are
broadcast globally, SHB-PQE-AQS restricts key decapsulation
and IPFS retrieval to entities satisfying smart contract-enforced
RBAC and ABAC policies. A malicious insider possessing a
legitimate role token (e.g., Carrier) is denied access if
contextual dynamic attributes (e.g., geolocation outside transit
zone, or expired operational time window T>Teyp) fail policy
evaluation.

E. Consensus Robustness and Byzantine Fault Tolerance

The PBFT consensus mechanism guarantees safety and
liveness across the distributed network provided that the
fraction of Byzantine peer nodes satisfies:

F =5

PBFT provides immediate deterministic block finality,
preventing double-spending, selfish mining, and consensus
forks.

(a7

VIII. Performance and Sustainability Evaluation
Framework

A. Standardized PQC Cryptographic Parameters

Table IV details the cryptographic parameter sets for the
NIST FIPS-standardized PQC algorithms integrated into the
SHB-PQE-AQS framework compared to classical baseline
algorithms.
B. Theoretical Benchmark and Storage Efficiency

Integrating PQC signatures increases the cryptographic size
compared to classical ECDSA (3,309 bytes for MLDSA-65 vs.
64 bytes for ECDSA). However, SHB-PQEAQS compensates
for this overhead through its hybrid off-chain architecture:

TABLE IV
NIST Standardized PQC Cryptographic Parameters vs. Classical
Algorithms
Cryptographic SECURITY PUBLI SECRE  CIPHERT
Algorithm LEVEL CKEY TKEY  EXT/SIG
(B) (B) (B)
CLASSICAL
BASELINE
RSA-2048 0 (Vulnerable) 256 256 256
ECDSA 0 (Vulnerable) 64 32 64
(SECP256K1)
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POST-QUANTUM
KEM

ML-KEM-512 (FIPS
203)

ML-KEM-768 (FIPS
203)
ML-KEM-1024
(FIPS 203)

NIST Level 1 800 1632 768

NIST Level 3 1184 2400 1088

NIST Level 5 1568 3168 1568

POST-QUANTUM
SIGNATURES
ML-DSA-44 (FIPS
204)

ML-DSA-65 (FIPS
204)

ML-DSA-87 (FIPS
204)

XMSS (H=10,
W=16)

NIST Level 2 1312 2560 2420

NIST Level 3 1952 4032 3309

NIST Level 5 2592 4896 4627

Stateful Hash 64 132 2500

DOI : 10.35291/2454-9150.2026.0031

. Direct On-Chain Storage Model (Baseline): Storing a 500
KB supply chain record (e.g., high-resolution sensor
telemetry, PDF shipping documentation, and multi-
spectral food quality imagery) directly on-chain alongside
transaction metadata requires = 504.2 KB per transaction.

- SHB-PQE-AQS Hybrid Storage Model: The on-chain
ledger only Tx = (TxID(32B) + h(32B) +
CK(1,088B) + CID(46B) + ¢(3,309B) + M(128B)) =
4.63KB.

records

. Storage Reduction Ratio (Rstorage):

_ M) X 100% ~ 99.08%  (18)

Sizepayload

Rstorage = <1

This reduction in on-chain footprint prevents ledger state
explosion and ensures long-term operational sustainability for
validating nodes.
C. Energy and Sustainability Metrics
Energy sustainability is evaluated using three core metrics:
1) Energy Consumption per Transaction (Ei):

Etx = Ecrypto + Econsensus + Enetwork (19)
where PBFT consensus exhibits  deterministic
polynomial message complexity O(MN) without

energyintensive cryptographic hashing puzzles.
2) Transaction Throughput (TPS):

Nix

Atba'cch"‘tPQC—V(erify"‘tPBFT—(:onsensus

TPS = (20)

3) Computational Complexity Trade-off: AES-256
hardware acceleration (AES-NI) achieves encryption
throughput exceeding 3.5 GB/s on modern x86 64
processors, ensuring that hybrid symmetric/PQC
encryption adds negligible overhead (< 1.2 ms) during
data staging.

D. Proposed Empirical Validation Setup

. PQC Library: Open Quantum Safe (libogs v0.10.0) /
ogs-provider for OpenSSL 3.0.
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. Hardware Tested Specification: Intel Xeon Silver
4210R CPU @ 2.40GHz (10 cores, 20 threads), 64 GB
ECC DDR4 RAM, Ubuntu 22.04 LTS x86_64.

« Blockchain Framework: Hyperledger Fabric v2.5 LTS
deployed with 4 Organization endorsement peers, 3
Raft/PBFT ordered nodes, Go-based Chain code virtual
machines, and IPFS v0.26.0 private consortium cluster.

IX. Comparative Discussion

The integration of post-quantum cryptography with
distributed ledgers presents an engineering trade-off between
cryptographic security margin, computational execution time,
and storage/network bandwidth:

A. Comparison with Pure Post-Quantum Architectures

Pure PQC architectures that perform end-to-end asymmetric
lattice encryption across entire data payloads incur substantial
performance penalties. Because lattice ciphertexts expand
considerably relative to plaintext, encrypting megabyte-scale
logistics payloads directly via MLKEM or FrodoKEM
introduces severe memory overhead. SHB-PQE-AQS
eliminates this issue by decoupling high throughput symmetric
stream encryption (AES-256) from post-quantum key
encapsulation (ML-KEM), achieving the speed of symmetric
cryptography with the quantum resilience of lattice

cryptography.
B. Comparison with Classical Blockchain SCM Systems

Classical enterprise blockchain frameworks (e.g., standard
Hyperledger Fabric or TradeLens-style DLTs) provide superior
transaction packing efficiency due to compact 64byte ECDSA
signatures. However, these systems possess zero quantum
longevity. An adversary recording historical ledger
transactions today will be capable of recovering ECDSA
private keys and forging back-dated supply chain entries once
quantum computers become accessible. SHBPQE-AQS
provides future-proof security, guaranteeing that supply chain
integrity remains verifiable across 20to 50-year regulatory
horizons.

C. Consensus Efficiency and Green Ledger Operations

In contrast to public blockchain approaches (e.g., PoOW or
large-scale PoS with heavy verifiable random functions), the
permissioned PBFT consensus adopted in SHB-PQEAQS
ensures immediate finality and eliminates mining energy waste.
When coupled with off-chain IPFS storage, node disk /O
operations are reduced by over 99%, significantly lowering the
electrical footprint of enterprise supply chain nodes and
satisfying corporate sustainability mandates.

X. Practical Implementation Challenges and Limitations

While the SHB-PQE-AQS architecture provides robust
theoretical and architectural advantages, several practical
engineering challenges and limitations must be acknowledged:
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1) PQC Signature Size and Network MTU: The 3,309byte
signature size of ML-DSA-65 exceeds the standard
Ethernet Maximum Transmission Unit (MTU
= 1,500 bytes), requiring TCP packet segmentation
during peer gossip broadcasts and slightly increasing
network packet overhead.

2) State Management in XMSS: Stateful hash-based
signatures (XMSS) require strict sequential key state
tracking. Reusing a one-time signature leaf index (idx)
catastrophically compromises the private key.
Consequently, XMSS is reserved strictly for high level
archival milestone commits managed by fault tolerant
HSMs (Hardware Security Modules), rather than high-
frequency peer-to-peer transactions.

3) PBFT Communication Scalability: The O(N*) message
complexity of standard PBFT limits validator set sizes to
tens or hundreds of permissioned nodes. For global
multi-thousand-node  supply chains, hierarchical
consensus sharding or hybrid Raft-BFT architectures
must be explored.

4) IPFS Content Availability and Pinning: Off-chain data
permanence depends on active IPFS pinning services
maintained by consortium participants. Network
partitions or storage peer failures could lead to off-chain
data unavailability if redundant pinning policies are not
strictly maintained.

5) Transition and Legacy Migration Costs: Migrating
established supply chain PKI infrastructures, HSM
hardware, and ERP systems (e.g., SAP, Oracle SCM) to
NIST PQC standards necessitates dual certificate
transition architectures and substantial enterprise capital
investment.

XI. Future Research Directions

To further advance quantum-resilient supply chain
infrastructures, future research should focus on: . Hardware
Acceleration and PQC Coprocessors: Developing dedicated
FPGA/ASIC hardware accelerators for Number Theoretic
Transform (NTT) operations in ML-KEM and ML-DSA to
reduce cryptographic latency on edge IoT sensor gateways.

. Stateless  Post-Quantum  Signatures  (SLH-DSA):
Investigating optimized variants of NIST FIPS 205 (SLH-
DSA) to achieve state-free archival verification without
the state synchronization overhead of XMSS.

o Zero-Knowledge Post-Quantum Rollups (ZK-PQC):
Integrating lattice-based zero-knowledge proofs to batch
multiple PQC transactions off-chain, compressing
verification costs on the underlying blockchain layer.

« Al-Driven Adaptive Consensus and Dynamic Sharding:
Deploying machine learning models to dynamically
balance PBFT consensus parameters and IPFS pinning

© 2026, IJREAM All Rights Reserved.



distributions based on real-time network traffic and ESG
energy availability.

« Empirical Field Deployments: Implementing pilot
industrial testbeds across cross-border pharmaceutical
cold chains to validate multi-node throughput, latency, and
energy metrics under live operational conditions.

XII. Conclusion

The impending advent of cryptanalytically relevant quantum
computers poses an existential risk to classical blockchain-
based supply chain management systems. In this paper, we
proposed the Sustainable Hybrid Blockchain-Based Post-
Quantum Encryption with Anti Quantum Signature (SHB-
PQE-AQS) framework to establish a quantum-resilient,
scalable, and environmentally sustainable data governance
architecture. By synthesizing NIST FIPS 203 ML-KEM key
encapsulation, AES-256 payload encryption, NIST FIPS 204
ML-DSA transaction signing, stateful XMSS archival
authentication, smart contract-enforced dynamic
RBAC+ABAC access governance, and IPFS off-chain storage
anchoring within a permissioned PBFT blockchain, the
proposed system effectively neutralizes Harvest-Now-
Decrypt-Later (HNDL) and quantum signature forgery threats
while achieving a > 99% reduction in on-chain storage bloat.
The formal mathematical formulation, operational algorithms,
threat matrix, and comparative analyses presented in this study
provide a foundational, publication-grade blueprint for
engineering secure, compliant, and sustainable enterprise
supply chain ecosystems in the post-quantum era.
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   K s  ← $    { 0 , 1 } 256


  SHA − 256


                                                σ = ML − DSA . Sign  (  SK DSA , h )


   σ arch = XMSS . Sign  (  SK XMSS , h , idx )


   T x =  〈 TxID ,  ID sender ,  ID recipient , h , CK ,  C wrapped ,  CID IPFS , σ , M , τ 〉


  M L − D S A . V e r i f y  ( P   K  D S A , h , 𝜎 )


  h   ? =   S H A − 256  (   C  D ∥   C I   D   { I P F S } ∥   M   ∥     T   { a u t h } )


   Adv  ML − KEM     (   IND − CCA 2 )  (  A quantum )   ≤ ε LWE ≤  2   { − 128 }  


                              Adv   { ML − DSA }   { EUF − CMA } ( A quantum ) ≤  2   { − 128 }


  f   ≤   ⌊    { N − 1 } 3 ⌋


  Tx ​ =  ⟨ TxID  ( 32 B ) + h  ( 32 B ) + CK  ( 1 , 088 B ) + CID  ( 46 B ) + σ  ( 3 , 309 B ) + M  ( 128 B ) ⟩ ≈ 4 . 63 KB   .


    R storage =  ( 1 −    Size  on − chain   Size payload ) × 100 % ≈ 99 . 08 %


          E  t x =   E  c r y p t o +   E  c o n s e n s u s +   E  n e t w o r k


  TPS =    N tx  Δ  t batch +  t  PQC − verify +  t  PBFT − consensus

